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IMPORTANT!
READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

This is a User's Guide for a system managing a series of products. Not all products support all features.
Screenshots and graphics in this book may differ slightly from what you see due to differences in release
versions or your computer operating system. Every effort has been made to ensure that the information
in this manual is accurate.

Related Documentation
¢ Nebula Device Quick Start Guide

The Quick Start Guide shows how fo connect the managed device, such as the Nebula AP, Switch or
Security Appliance.

¢ Nebula Device User's Guide

Refer to the individual Nebula managed device's User's Guide for information about how to set the
device to be managed by the NCC and/or configure the device using its built-in Web Configurator,

¢ More Information

Go to the Nebula Control Center to find other information on the NCC.
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1.1 NCC Overview

CHAPTER 1
Introduction

The Zyxel Nebula Control Center (NCC) is a cloud-based network management system that allows you
to remotely manage and monitor Zyxel Nebula Mobile Routers, Access Points, Ethernet Switches, and
Security Appliances. A Nebula Mobile Router is an LTE or NR cellular 5G indoor or outdoor router that can
be managed by Nebula. You need to set up a myZyxel account in order to log into the NCC and
manage your Nebula Devices, as discussed in Section 1.2.2 on page 24.

NCC feature support includes:

* System accounts with different privilege levels

» Site Administrator: manage one site, which is a network that contains Nebula Devices

¢ Organization Administrator: manage one or more organizations, which are sets of sites

* Mulfi-tenant management

* Inventory and license management

* Alerts to view events, such as when a device goes down

* Graphically monitor individual devices

» Securely manage Nebula Devices by using the Network Configuration Protocol (NETCONF) over TLS

Note: NCC supports IPv4 address only.

The following table describes the supported Nebula Devices.

Table 1 Supported Nebula Devices

CATEGORY INCLUDED ZYXEL DEVICES
Hybrid Mobile Routers LTE/NR Indoor/Outdoor Models
Security Router SCR 50AXE

Security Gateways NSG Series

Hybrid Security Firewalls

ZyWALL ATP / USG FLEX / USG20(W)-VPN Series
Note: The following Nebula Devices do NOT have a P1 port:
e USG FLEX 50

e USGFLEX 100 rev 2.0
e ATP100rev 2.0

Hybrid Switches

NSW / GS / XGS / XS Series

Hybrid APs (Access Point)

NAP / NWA / WAC / WAX Series

Note: To view the list of Nebula Devices that can be managed through NCC, go to Help >

Device function table.
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A hybrid device can operate in either standalone or Nebula cloud management mode. When the
hybrid device is in standalone mode, it can be configured and managed by the Web Configurator.
When the hybrid device is in Nebula cloud management mode, it can be managed and provisioned by
the Zyxel Nebula Control Center (NCC).

1.1.1 MSP (Managed Services Provider) Portal

If you have an MSP license (as discussed in Section 13.1 on page 570), use the MSP menus for cross-
organization management and branding.

A Managed Service Provider (MSP) network is a group of organizations that belong fo the same
organization administrator. With MSP, you can:

* View the organization summary and transfer licenses

» Copy the seftings from a source organization to a destination organization

¢ Create administrators or groups of administrators (teams) and view their login details
* Assign administrators to multiple organizations

* Upload/replace/remove the dashboard logo on NCC

e Set the support contact details

* Configure MSP alerts to monitor Nebula Devices for unexpected events (for example, online/offline
events)

MSP Portal

‘ Organization Organization Organization

T T

1.1.2 Sites, Organizations, and Groups

To manage by how Nebula Devices are deployed, use the Site-wide, Organization-wide and Group-
wide menus.

In the NCC, a site is a group of Nebula-managed devices in the same network. An organization is a
group of sites. A group is a collection of two or more organizations. To use the NCC to manage your
Nebula Devices, each Nebula Device should be assigned to a site and the site must belong to an
organization.
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* Asite can have multiple Nebula Devices, but can only belong to one organization.
¢ Asite can be managed by more than one site or organization administrator.

¢ An organization can contain multiple sites and can be managed by more than one organization
administrator.

* A myZyxel.com account can be an organization administrator and/or site administrator in the NCC
(see Section 11.3 on page 508).

¢ Asite administrator can manage more than one site.

1.1.3 Mobile Router, Security Appliance, Switches, and Access Points

To manage by Nebula Device type, use the Security Router, Mobile Router, Firewall, Security Gateway,
Switch or Access Point menus.

In the following example, Nebula managed devices, such as the NAP102 or the NSW100-28P, are
deployed in two separate networks (Site A and Site B). With the NCC organization administrator

account, you can remotely manage and monitor all Nebula Devices even when they are located at
different places.

Figure 1 NCC Example Network Topology

NWA/WAC/WAX

S =S

ODmm

1.1.4 License Concept

The following section describes license concepts in NCC. Licenses unlock additional features in NCC.
This means you purchase a license, assign the license to a Nebula Device, and you can then use the
service in the site or organization that the Nebula Device is in.
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1.1.4.1 Summary of NCC Licenses

There are three categories of licenses in NCC:

¢ Organization: These licenses unlock advanced features for sites and organizations.

» Security Service: These licenses unlock advanced security features on a Security Appliance/Firewall

device.

e MSP: This license unlocks the MSP menu for an NCC user account.

The following table gives a summary of all licenses in NCC at the time of writing.

Table 2 Licenses Summary

LICENSE

CATEGORY

ASSIGN TO

DESCRIPTION

Nebula
Professional Pack

Organization

Any NCC-managed
devices

Unlocks all advanced features within the Nebula
Device's organization.

For details on Pro features, see Section 1.1.4.2 on
page 17.

Nebula Plus Pack

Organization

Any NCC-managed
devices

Unlocks certain advanced features within the
Nebula Device's organization.

Note: Upgrade to Nebula Professional Pack
to get all the advanced features.

For details on Plus features, see Section 1.1.4.2 on
page 17.

MSP MSP NCC user account Unlocks the MSP menu and MSP features for an
NCC user account.
MSP Trial MSP NCC user account Unlocks the MSP menu and MSP features but is

available only once per NCC account for 30 days.
Go to More > My devices & services > Services:
Activate trial for MSP.

Note: An MSP Trial license may not be
tfransferred to a different account. A
deactivated trial license ends the
service and cannot be re-claimed.

Organization Trial

Organization

Organization

Available when creating a new organization.
Unlocks all Nebula Professional Pack and Nebula
Security Pack (NSS) features in the organization for
30 days. There are no restrictions on the allowed
number of Nebula Devices or sites.

Note: Each Nebula user account can create
10 new organizations with trial licenses
every 90 days.

Nebula Security
Pack (Nebula
Security Service)

Security Service

Nebula Security
Gateway (NSG)
devices

Unlocks security services, such as anti-virus and
anti-malware.

You can use these security services within the
NSG's site.
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Table 2 Licenses Summary (continued)

LICENSE CATEGORY

ASSIGN TO

DESCRIPTION

UTM Security Pack | Security Service

USG FLEX devices

Unlocks security services, such as anti-malware,
content filtering, URL threat filter, IP reputation,
sandboxing, IPS (Infrusion Prevention System),
application patrol, SecuReporter, CDR
(Collaborative Detection & Response), and
security profile sync (see Section 11.4.5 on page
527 for more information), on a Security Firewall.

You can then use these security services within the
Security Firewall’s site.

Gold Security Pack | Organization
and Security

Service

ATP devices

Unlocks security services, such as content filtering,
application patrol, DNS/URL threat filter, IPS
(Infrusion Prevention System), Reputation filter,
anti-malware with hybrid mode, sandboxing, CDR
(Collaborative Detection & Response), security
profile sync, Secure WiFi, SecuReporter, and alll
advanced features of a Nebula Professional Pack
license.

For details on Pro features, see Section 1.1.4.2 on
page 17.

Gold Security Pack | Organization
and Security

Service

USG FLEX devices
except USG20-VPN /
USG20W-VPN / USG
FLEX 50

Unlocks security services, such as content filtering,
application patrol, DNS/URL threat filter, IPS
(Intrusion Prevention System), Reputation filter,
anti-malware, sandboxing, CDR (Collaborative
Detection & Response), security profile sync,
Secure WiFi, SecuReporter, and all advanced
features of a Nebula Professional Pack license.

Secure WiFi Security Service

USG FLEX devices
except USG FLEX 50

Unlocks the Remote AP feature.

Content Filter Pack | Security Service

USG VPN devices

Unlocks security services, such as content filtering,
SecuReporter, and security profile sync on USG
FLEX 50 / USG20-VPN / USG20W-VPN devices.

Connect & Protect
(CNP)

Security Service

NWAT123-ACvV3,
WACS500, WACS500H

Unlocks security services, such as threat protection
using DNS and IP reputation filters.

Connect & Protect
Plus (CNP+)

Security Service

NWAT10AX,
NWA210AX,

WAX510D, WAX610D,

WAX630S, WAX650S

Unlocks security services, such as application
visibility and threat protection using DNS and IP
reputation filters.

SCR Pro Pack Organization
and Security

Service

SCR 50AXE

Unlocks security services, such as web filtering,
Ransomware Prevention Premium, and all
advanced features within the Nebula Device's
organization.

For details on Pro features, see Section 1.1.4.2 on
page 17.

1.1.4.2 Organization License Tiers

NCC features the following license fiers for organizations: Base, Plus, Professional.

* The Base fier is free and included with every organization.

* The Plus and Professional tier licenses unlock additional features within the organization. From a Plus
tier license, upgrade to a Professional tier license to unlock all the additional features. These features
are marked in the user interface with a diamond icon (% ). Hover the mouse over the licensed

features fo view the license type.
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The feature differences between the license ftiers are listed below:

Table 3 NCC License Tier Differences

FEATURE BASE PLUS o> | LocATioN NOTES
Group-wide menu (Monitor — No No Yes Group-wide To create a group,
Overview, Inventory, Change you must be an
log, and Configure — Settings, NCC admin and the
Org-to-Org VPN, and owner of two or
Administrators) more Professional
organizations.
Organization change logs No No Yes Organization-wide >
Organization-wide
manage > Change
log
Login IPv4 address ranges for No No Yes Organization-wide >
an organization Organization-wide
manage >
Organization
settings
Number of admin accounts 5 8 Unlimited | Organizatfion-wide >
Administrators
Number of cloud 50 100 Unlimited | Organization-wide >
authentication accounts Organization-wide
manage > Cloud
authentication
Cloud authentication users No No Yes Organization-wide >
with VLAN attribute Organization-wide
manage > Cloud
authentication
(Account type: User)
Cloud Authentication DPPSK No No Yes Organization-wide >
account type Organization-wide
manage > Cloud
authentication
(Account type:
DPPSK)
New site configuration clone No No Yes Organization-wide >
Create site
Site-wide settings sync No No Yes Organization-wide >
Organization-wide
manage >
Configuration
management
Switch settings clone No No Yes Organization-wide >
Organization-wide
manage >
Configuration
management
Site/Switch configuration No No Yes Organization-wide >
backup and restore Organization-wide
manage >
Configuration
management
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Table 3 NCC License Tier Differences (continued)

FEATURE BASE PLUS PROFESSI || 5caTION NOTES
ONAL
Configuration templates No No Yes Organization-wide > | At the time of
Organization-wide writing, gateway
manage > and mobile router
Configuration configuration
templates templates are not
available
Add client to block list/allow No No Yes Site-wide > Clients
list
WiFi aid No No Yes Site-wide > Clients
Connection log No No Yes Site-wide > Clients
Site-wide fopology No Yes Yes Site-wide >
Topology
Summary report email & No Yes Yes Site-wide >
schedule Summary report
Site-wide > Monitor
> Access point /
Switch / Security
gateway / Firewall >
Summary report
Time period for summary 24 hours 7 days 365 days Site-wide >
reports Summary report
Site-wide > Monitor
> Access point /
Switch / Security
gateway / Firewall >
Summary report
Time period for device 24 hours 7 days 365 days Site-wide > Devices
monitoring statistics > Access point /
Switches / Security
router / Security
gateway / Firewall >
[Select Access
Points / Switches]
Time period for client 24 hours 7 days 365 days Site-wide > Clients >
monitoring statistics [Select client]
Time period for device event 24 hours 7 days 365 days Site-wide > Monitor
log access > Site features logs
Export data to CSV/XML file No No Yes Allmonitoring pages
with tables
Open API No No Yes All monitoring
information
APl access (for example, No No Yes Site-wide >
DPPSK third-party integration) Configure > Site
settings
Smart email alerts No Yes Yes Site-wide >
Configure > Alert
settings
Per-device firmware upgrade | No Yes Yes Site-wide >
schedules Configure >
Firmware
management
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Table 3 NCC License Tier Differences (continued)

FEATURE

BASE

PLUS

PROFESSI
ONAL

LOCATION

NOTES

Org-wide firmware upgrade

No

Yes

Yes

Organization-wide >
Organization-wide
manage > Firmware
management

Priority support requests from
NCC portal or Nebula app

Yes

No

Yes

Help center >
Support request

Web chat with tech support
directly from NCC portal

No

No

Yes

Website footer

Maximum uploaded photos
from phone through NCC app

Site-wide > Devices
> [select Nebula
Device for example,
Access points] >
Photo

Remote CLI access

No

No

Yes

Site-wide > Devices
> Access Points /
Security gateway /
Firewall [Select AP]
Live tools

Wireless health monitor and
report

No

No

Yes

Site-wide > Monitor
> Access points >
Wireless health

Programmable SSID/PSK

No

No

Yes

Site-wide >
Configure > WiFi
SSID settings

Dynamic Personal Pre-Shared
Key (DPPSK)

No

No

Yes

Site-wide >
Configure > Access
points > SSID
advanced settings

Vouchers as WiFi
authentication credentials

No

Yes

Yes

Site-wide > Monitor
> Access points >
Vouchers

Site-wide >
Configure > Site
settings

Site-wide >
Configure > Access
points > SSID
advanced settings

Site-wide >
Configure > Access
points > Capftive
portal customization
> [portal theme]

Facebook WiFi

Configure
in NCC

No

Yes

Site-wide >
Configure > Access
points > SSID
advanced settings

RADIUS accounting for
captive portal

No

No

Yes

Site-wide >
Configure > Access
points > SSID
advanced settings
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Table 3 NCC License Tier Differences (continued)

FEATURE

BASE

PLUS

PROFESSI
ONAL

LOCATION

NOTES

Customize RADIUS NAS ID

No

No

Yes

Site-wide >
Configure > Access
points > SSID
advanced settings

Customize portal redirect URL
parameter

No

No

Yes

Site-wide >
Configure > Access
points > Captive
portal customization

Smart steering per AP

No

No

Yes

Site-wide >
Configure > Access
points > Radio
settings > [Edit the
selected Access
Point]

Bandwidth Management by
VLAN interface

No

No

Yes

Site-wide >
Configure > Access
points > Traffic
shaping

Currently supported
on NWAT123ACvV3,
WACS500, WACS500H,
NWAT10AX,
NWA210AX,
WAX510D,
WAX610D,
WAX630S, WAX650S

AP traffic log

No

No

Yes

Site-wide >
Configure > Site
settings

IPTV report

No

No

Yes

Site-wide > Monitor
> Switches > IPTV
report

Advanced IGMP

No

No

Yes

Site-wide >
Configure >
Switches >
Advanced IGMP

Switch Surveillance Monitoring
with ONVIF

No

No

Yes

Site-wide > Monitor
> Switches >
Surveillance

Currently only
supported on
GS1350 series
switches

Extended PoE range

Yes

Yes

Yes

Site-wide >
Configure >
Switches > Switch
ports > [select port]

Currently only
supported on
GS1350 series
switches

Automatic PoE device
recovery

No

Yes

Yes

Site-wide >
Configure >
Switches > Switch
ports > [select port]

Port bandwidth control

Yes

Yes

Yes

Site-wide >
Configure >
Switches > Switch
ports > [edit the
selected port]

Vendor ID-based VLAN

No

Yes

Yes

Site-wide >
Configure >
Switches > Switch
settings
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Table 3 NCC License Tier Differences (continued)

FEATURE

BASE

PROFESSI

PLUS ONAL

LOCATION

NOTES

IP interface and static route

No

No Yes

Site-wide >
Configure >
Switches > IP &
routing

Remote SSH in Live tools

No

No Yes

Site-wide > Devices
> Switches: Switch
Details > Live tools >
Remote access

IP Source Guard

No

No Yes

Site-wide >
Configure >
Switches > Switch
settings

Nebula cloud authentication

Yes

Yes Yes

Site-wide >
Configure >
Switches >
Authentication

Time period for security service
(AV/App Patrol/CF/IDP/NSS)
analysis report

24 hours

7 days 365 days

Site-wide > Monitor
> Security gateway
> NSS analysis report

Requires Nebula
Security Gateway
(NSG) Nebula
Security Service
(NSS) —Security Pack
(SP) license

Traffic log archiving

No

No Yes

Site-wide > Monitor
> Firewall >
SecuReporter

VPN topology with traffic
usage

No

No Yes

Organization-wide >
Organization-wide
manage > VPN
Orchestrator

Smart VPN

No

No Yes

Organization-wide >
Organization-wide
manage > VPN
Orchestrator

VPN provision script email

No

No Yes

Site-wide >
Configure > Security
gateway / Firewall >
Remote access VPN
(L2TP/IPSec)

Collaborative Detection &
Response (CDR) with
automatic respond action

No

No Yes

Site-wide >
Configure >
Collaborative
detection &
response

Requires Security
Firewall UTM Security
Pack license

Smart mesh with manual
select of mesh controller (root)
and automatic fall back to
auto mode

Yes

Yes Yes

Site-wide > Devices
> Access points

Currently supported
on NWATI10AX,
NWA210AX,
WAX510D,
WAX610D,
WAX630S, WAX650S,
NWAT123ACV3,
WACS500, and
WACS500H APs
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Table 3 NCC License Tier Differences (continued)

FEATURE BASE PLUS PROFESSI | LocaTion NOTES
Traffic logs to SecuReporter No No Yes Site-wide > Also available for
Configure > Site Gold Security Pack,
settings UTM Security Pack,
and Content Filter
Pack
Cellular IP Passthrough No No Yes Site-wide > Devices | Currently only
> Mobile Router > supported on
Configuration NR7101 and LTE7461
Remote configurator in Live No No Yes Site-wide > Devices | Requires LTE or NR
tools > Mobile Router > cellular 5G indoor or
Live tools > Remote | outdoor router
configurator running the latest
firmware

Organization License Grace Period

If a Professional or Plus license expires while assigned to a Nebula Device or you add an unlicensed
Nebula Device to the organization, you have a 15-day grace period during which the organization’s
license remains active. During the grace period, you must perform one of the following actions:

* Assign a valid Plus or Professional license to the unlicensed Nebula Device.
¢ Remove the unlicensed Nebula Device from the organization.

If the expired Nebula Device is still in the organization after the grace period elapses, the organization
automatically downgrades to the Base tier.

The grace period status can be any of the following:
* Near Expiring: Any Nebula Devices with licenses expiring within 15 days before the grace period has
started.

¢ License Expired: Any Nebula Devices with expired licenses after the grace period.

* Insufficient Licenses: Any Nebula Devices that are unlicensed, or lower fier licensed Nebula Devices
added during the grace period.

1.1.4.3 General License Information

License Validity

Each license has a validity period, for example: 6 months, 1 year, 2 years. After being activated, a
license also has an expiry date, which is calculated as Activation Date + Validity Period. For example, if
a 1-year license is activated on January 1st 2022, then its expiry date is January 1st 2023.

Note: A license cannot be deactivated. An activated license continues counting towards its
expiry date, even if its licensed service is deactivated.

Bundled and Renewal Licenses

A bundled license is a license that is included when you purchase a Nebula Device. The bundled
license is automatically assigned to the purchased Nebula Device when you add the Nebula Device to
NCC.
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A renewal license is a license purchased separately from a Nebula Device as a license key, from Zyxel or
a third-party reseller. To assign a renewal license to a Nebula Device, go to Organization-wide > License
& inventory > License and then click +Add. See Section 11.2.7 on page 502 for more information.

1.2 Getting Started

You can perform network management with the NCC using a web browser. Use a browser that supports
HTMLS, such as Microsoft Edge, Mozilla Firefox, or Google Chrome. The recommended browser is
Google Chrome.

View the browser in full screen mode to display the NCC portal properly.

1.2.1 Connect Nebula Managed Devices

Connect your Nebula managed devices (such as the NAP102 or the NSW100-28P) to your local network.
Your local network must have Internet access. See the corresponding Quick Start Guides for hardware

connections.

1.2.2 Access the NCC Portal

Go to the NCC portal website.

Enter http://nebula.zyxel.com in a supported web browser. Click Get Started.

ZYXEL

NETWORKS

YXEL
Welcome to Nebula Cloud! fewen s

Overview of
Nebula Control

- = m—
Watch on (0 ealebe

Note: The NCC requires a myZyxel account before you can register and manage Nebula
Devices. Log info the NCC with your myZyxel account. Click Create account if you do
not have a myZyxel account and create an account with your existing email address.
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2 Enter the Email Address and Password, and then click Sign In.

Sign In

Don't have an account? Create account

Email Address

aamual vni@zuval ram hu

Password

Forgot Password

) Remember me.

or

‘ Try Demo |

| have signed up but haven't activated my account.
Resend Activation Email

Legal Notice Terms of Use Privacy Cookie Settings

2.50.13 Copyright © 2023 Zyxel and/or its affiliates. All Rights Reserved.

Note: Click Try Demo to enter the Demo Site. The Demo Site allows you to explore the NCC
Portal.

3 Click Go under Nebula Control Center to log in fo NCC.
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Nebulg Nebula
Control Center Orchestrator

L] [ ]
. @
®
a . e 0 . o :
. . L ] . . @

-

Alternatively, click Go under Nebula Orchestrator to go to the Nebula SD-WAN (Orchestrator) web
portal to configure ZyWALL VPN devices. This is only available if you have purchased the SD-WAN license
for Orchestrator Management.

Figure 2 Nebula SD-WAN (Orchestrator)
(i) )@ @ i @

Salect / Create Creata Dafine Creata Sites Deploy Davica Data
Broup Organization Org Plan and AutoVPN and ZTP Confirm

GROUP

1 Wnformation Group Name*
Ao ® croue

@ ORGANIZATION
ORGANIZATION
@ siTE

Doscription

In the initial wizard, you can
Create a Now Group o O Rew
organization of an existing

SITE aroup.

You can click Control Center to go back to the NCC platform.
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4 Click Create organization to create a new organization. If this is the first fime you have logged into NCC,
proceed to step 10.
If you have more than one organization, click a row to select the organization you want to manage.
wizs nebula aes
21} Control Center ® © & # e
Accounts for samuelyu@zyxel.com.tw
W &£ MSP Portal
Choose organization
- C Create organization
Name Type
a Nebula Base Pack
proi2 MNebula Professional Pack
5

The NCC supports two-factor authentication (2FA) to add a second layer of security to your account.

Click Manage account to enable Two-factor authentication on the following page. Otherwise, you can
skip 2FA and go to step 10 directly.

ZYXEL

2 i @
NETWORKS

Account Infermation

Account Information
Profile
Two-Factor
Authentication
First Name Srven i 1 Edit Profile
Last Name W
Email Address e et o @l zy el GO bW
Country / Region Taiwan, Republic Of China
Password

Last changed: M Change Password

6 Click Two-Factor Authentication and then click the switch to enable Two-Factor Authentication.
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ZYXEL s @
Two-Factor Authentication

Account
Information

Two-Factor
Authentication

Two-Factor Authentication

Usa Two-Foctor Authentication to secure login every time!

The following screen appear. Activate the two-step verification service using the Google Authenticator
app or your email address. If you select Google Authenticator, install the app on your smartphone and
scan the QR code on the NCC web screen to get a 6-digit one-time code. Then enter the code and
click Verify to authenticate your identity.

Two-Factor Authentication

Google Authenticator Email Verification

Step1

Install Google Authenticator on your mobile device

ROID APP O

P> Google Play
[ App Store )

Step 2

Open Google Authenticator and scan this QR code.

Enter Key Manually

Step 3

Enter the six-digit code shown in Google Authenticator.

Cancel

NCC User's Guide
28



Chapter 1 Infroduction

Alternatively, click Email Verification to use your email to authenticate.

If you select Email Verification, an email is sent to your myZyxel account's email address. Enter the code
exactly as it appears in the email and click Verify.

Two-Factor Authentication

Google Authenticator Email Verification

We have send a verification email to @***el.com.tw.
Please enter the six-digit code in the email.

Resend

Cancel

Enter the verification code to get 10 backup codes, which help regain access o your account in case
your smarfphone is not available for 2FA the next time you need to log in again.

Note: If you generate a new set of backup codes, the old set will become inactive.

Two-Factor Authentication

Two-Factor Authentication ()

e Google Authenticator o

Get code on Google Authenticator app

Backup Code

These one-off-passcodes allow you to sign in when you use Google Authenticator
away from your mobile phone. Each bockup code can only be used once. You may
generate more codes as you need.

122220 482019 064804 6777 867627

485769 496888 306540 556545 184840

Download Generate New Code

Ed Email verification

Get code via email

Write down or print out the backup codes for your account. You can enter the backup code on the
NCC web page to authenticate your identity at the next login. Each code can only work once. Click
Download to download the backup codes.
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9 Tore-login Nebula after the Two-Factor Authentication is enabled. Go to Applications > Nebula and
then enter a code to log in your Nebula account.

P C 8 sccountsmyzynel.comjusers/sign_in a % &

ZYXEL

Two-Factor
Authenticator

Legal Notice Terms of Usa Privacy Cookie Settings

e, All Rightss Resorvied

10 |If thisis the first time you have logged into NCC, the setup wizard welcome screen displays. You need to
create your organization and sites, register Nebula Devices and associate them with a site. See Chapter
2 on page 46 for how to use the wizard.

Hey! It looks like your first time here.
Let's get you set up!

We'll have you up

d running in no time

Just a few initial steps 1 you'll soon be in the cloud!
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1.3 NCC Portal Overview

The following summarizes how to navigate the Nebula web site from the Dashboard screen. The NCC
portal screen is divided into these parts:

Figure 3 NCC Overview

_ Organization: proi2 » % Site prond - A Q @ @ D @ EEE °

[ wireless Clients =2 Switch Status [CF Poe power [;]:.::: ance Status D Mobile router ] wan utilization

I'Ejl_lejl

@0 e

C,‘ I8 aec
B C C
o}
o bytes ]
LT
A

o A-Title Bar
* B - Navigation Panel

¢ C - Main Screen

1.3.1 Title Bar

The title bar provides common links and is always at the top of NCC.
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Figure 4 NCC Title Bar

W : _ Organization: proR * 3 Site prould - Q

@ 0@

s e

The icons provide the following functions.

Table 4 NCC Title Bar

LABEL

DESCRIPTION

Group

This shows the name of the groups you are managing, if your NCC account has an MSP license.
Click fo choose another group if you have multiple groups.

Note: To create a group, you must be the owner of two or more Pro pack
organizations that are not currently assigned to a group, as discussed in Section
12.1.1 on page 557.

Organization

This shows the name of the organization you are managing. Click to choose another
organization, access the MSP portal or create a new organization.

Site This shows the name of the site you are managing. Click to choose another site if you have
multiple sites in the selected organization.

Search Use this to search for managed Nebula Devices by model, description or MAC address.

Help Click this to view the documentation for NCC and NCC-compatible devices. For example, to
view the Security Firewall Series configuration and hardware information, locate the documents
under Security Appliance.

More Click this to view your account information, login history and active sessions. You can also view
your Nebula Devices and manage NCC licenses linked to your account.

Notification Click this to view log messages.

Settings Click this to select a display language for the screens, or change the theme between dark and
light mode.

Applications Click this to open a list of links to different Zyxel sites, such as myZyxel, Nebula, SecuReporter,
Astra, Circle, Marketplace, Store, Education, and the Community.

Account Click this to manage your NCC account settings, or to sign out of NCC.

Note: If the browser window is foo narrow, the layout of the title bar changes and some

seftings are hidden under the More menu.

Figure 5 Layout of the Title Bar

U ebula Organization: proi2 Q e e
T R P S i () e
' ontrol Center  gite: pro123 e
ition-wide > License =
€ = My devices & services [[E0
License & inventory = | New
o The list of all Nebula devices and services that have beenownad by
td  Active sessions
= v
Devices Services Purchase history
B ¥ Recentlogins
s} - devices
15 )
Serial Number
[
IJSG ELEX 53(: DO-Cr-A2-127%-CA o1 ARnMN1T

1.3.1.1 Site/Organization/Group

Select the site, organization and group that you want to manage.
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¢ If you select a group, you can only select organization in that group. Select List all Groups from the
Group drop-down list fo view all organizations and group.

* If you have multiple organizations, select MSP Portal from the Organization drop-down list box to view
your organization summary (see Section 13.2 on page 570).

Note: You need to have an MSP license to view the MSP Portal.

¢ |If you need to have more organizations, select Create organization from the Organization drop-down
list box to create a new one (see Section 1.4 on page 43).

* If you need to have more sites, select Create site from the Site drop-down list box to create a new
one.

Figure 6 NCC Title Bar: Group/Organization/Site

Group: List All Groups v Organization: Nebula_Org v Site: Hsinchu v

1.3.1.2 Search

Click this to search for NCC-managed devices by model, description or MAC address. You can entfer
partial search criteria.

Figure 7 Search

@ Start typing the name of clients or devices

1.3.1.3 More

Click the More icon af the top right-hand corner of the Dashboard screen fo view and configure
account setfings.

Figure 8 More

QO O

= My devices & services

3

P Active sessions

¥D Recentlogins

The following table describes this menu.

Table 5 Login Account Menu

LABEL DESCRIPTION

Profile This shows account information, such as name, address, and phone number.

My devices & This shows a list of all Nebula Devices in NCC that have your login account as the owner. You
services can filter the list of Nebula Devices by name, serial number, model, or organization.

You can also register licenses to your account, such as an MSP license.

Active sessions Shows all active web browser sessions for this login account. Click End Session to close a session
and force the user to log info NCC again in that browser.

Recent logins Shows the login history for this user account, including IPv4 address, location, and time.
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Click My devices & services and the following screen appears. Click Devices to view all Nebula Devices
of the user account which can be managed by NCC, and/or all Nebula Devices not registered to this
user account but with a Full (Delegated) administrator privilege. See the table on MSP cross-org > MSP
cross-org manage > Admins & feams > Admins in Section 13.5.2 on page 581 for details on the
organization privileges.

Figure 9 My Devices

The list of all Nebula devices and servic

Devices Services Purchase history

Click Services to view and configure the start dates, end dates, registered dates, activated dates and
statuses of an MSP license, purchase or register a license key, and export the list of MSP licenses in CSV/
XML format.

Figure 10 My Service

he list of all Mebuka devices and services that have been owred by your account

Devices Services Purchase history

5 N0 QNY Services under your account

Click Purchase history to view the order ID, purchase date, number of licenses, statuses of purchased
MSP license(s), and export the information in CSV/XML format.

Figure 11 Purchase History

The list of all Nebula devices and services that have been cwned by your account

Devices Services Purchase histery

1.3.1.4 Notifications

Click this alert icon to view log messages for the selected site.

Figure 12 NCC Notification

QOO a®

There's no message

1.3.1.5 Settings

Click the Settings icon at the top right-hand corner of the screen to view and configure NCC settings.
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Figure 13 Seftings

(. Dark mode

@ Language

®

The following table describes this menu.

Table 6 Settings Menu

LABEL DESCRIPTION

Dark mode Click this to apply a black background and white text to the white background and black text
on the NCC screen.

Language Select the NCC display language.

At the time of writing, the following languages are available: English, Chinese, Japanese,
German, Russian, French.

Figure 14 Dark Mode

Organization: protz

1.3.1.6 Applications

Click this to display a list of related NCC links.
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Figure 15 Related NCC Links

myZyxel Nebula
..’n
A ©
SecuReporter Astra
Y &
Circle Marketplace
Store Education
Community

1.3.1.7 Account

Click the Account icon at the top right-hand corner of the screen to view and configure NCC account
settings.

Figure 16 Account
o Thomas s ‘
Dzyxel comtw

% Manage account

[» signout

The following table describes this menu.

Table 7 Account Menu
LABEL DESCRIPTION

Manage account | Click this fo edit your account seftings at myZyxel.

Sign out Sign out of NCC.

1.3.2 Navigation Panel

Use the NCC menu items to configure network management for each site, organization and/or Nebula
Device. Click the arrow (<< ) on the upper right corner of the navigation panel to collapse or expand
the navigation panel menus.

Table 8 Navigation Menus Overview
LABEL DESCRIPTION

Use these menus to set up customer networks.

Site-wide Manage Nebula Devices in a site.

Organization | Manage multiple network sites within an organization.
-wide
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Table 8 Navigation Menus Overview (confinued)

LABEL DESCRIPTION
Group-wide | Manage settings for multiple organizations and create VPN links between groups in the
organization. Two or more Pro tier organizations can be a group.
MSP Create mulfiple organizations and change the branding and assign administrators to multiple

organizations.

Use these menus to set up customer Nebula Devices.

Mobile Manage the Zyxel LTE/NR devices.

router

Security Manage the SCR 50AXE.

router

Security Manage the ZyWALL NSG devices.

gateway

Firewall Manage the ZyWALL ATP, USG FLEX, and USG20(W)-VPN devices (firewalls).
Switch Manage the Zyxel Switches.

Access point

Manage the Zyxel APs (Access Points).

Help center

Access the Zyxel community forum, submit a support ticket, view User Guides for Nebula
managed devices, view ports used by Nebula, view Nebula privacy policies, and view devices/
features that can be managed by Nebula.

This is a summary of the menu details.

Table 9 NCC Menu Summary

LEVEL 1 LEVEL 2 / LEVEL 3 | FUNCTION
Site-wide Dashboard Use this menu to view Nebula Device connection status and traffic
summary.
Topology Use this menu to view Nebula managed-device connections in your
network.
Devices
Add devices Click + to register a Nebula Device and add if to the site.
Access points / | Use this menu to view Nebula Device connection status and traffic
Switches / summary.
Security router
/ Firewall /
Security
gateway /

Mobile router

Map & floor plans

Use this menu fo locate Nebula Devices on a world map or on a floor
plan.

Clients

Client list Use this menu to view the connection status and detailed information of
all wired and WiFi clients connected to Nebula Devices (Access Points,
Switches, Security Appliances) in the site.

WiFi Aid Use this menu to display an overview of the AP’s WiFi clients connection
issues, as an aid to froubleshooting.

Connection Use this menu to view all related event logs between Access Points and

log WiFi clients, and DHCP logs of Nebula Security Appliances (NSG, ZyWALL

USG FLEX, ATP, and USG20(W)-VPN). Association, Authentication,
Disconnection, and DHCP event logs that occur are summarized in
chronological order to aid in froubleshooting.

Applications usage

Use this menu fo view usage of applications such as Social Network,
Telephony (VolP), Advertising, News, Web Services in the network.

Summary report

Use this menu fo view network stafistics for a site, such as bandwidth
usage, power usage, top Nebula Devices, top clients and/or top SSIDs.
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Table 9 NCC Menu Summary (continued)

LEVEL 1

LEVEL 2 / LEVEL 3

FUNCTION

Monitor

Access points

Event log Use this menu to view all events on the Access Point. An event is
something that has happened fo a Nebula managed device.
Vouchers Use this menu fo create and manage vouchers that allow WiFi network

access

Wireless health

Use this menu to view health of the WiFi networks for the supported Access
Points and connected clients.

Summary Use this menu to view network statistics specific to Access Points in the site.
report

Switches
Event log Use this menu to view all events on the Switch. An event is something that

has happened to a Nebula managed device.

Surveillance

Use this screen to view information about Powered Devices (PDs)
connected to ports on the Switch.

IPTV report Use this menu fo view available IPTV channels and client information.
Summary Use this menu to view network statistics specific to Switches in the site.
report

Security router

Event log

Use this menu fo view all events on the Security router. An event is
something that has happened fo a Nebula managed device.

Threat report

Use this menu fo view statistics for threat management categories.

VPN Use this menu to view status of the site-to-site VPN connections.
connections
Firewall

Event log Use this menu fo view all events on the Security Firewall. An event is
something that has happened fo a Nebula managed device.

VPN Use this menu fo view status of the site-to-site VPN connections.

connections

SecuReporter Use this menu to view the statistics report for NSS (Nebula Security Service),
such as content filtering, Intrusion Detection and Prevention (IDP),
application patrol, and anti-virus.

Summary Use this menu to view network statistics specific to the Security Firewall in

report the site.

Security gateway

Event log Use this menu to view all events on the Security Appliance. An event is
something that has happened to a Nebula managed device.

VPN Use this menu to view status of the site-to-site VPN connections.

connections

NSS analysis Use this menu to view the statistics report for NSS (Nebula Security Service),

report such as content filtering, Intrusion Detection and Prevention (IDP),
application patrol, and anti-virus.

Summary Use this menu fo view network statistics specific to the Security Appliance

report in the site.

Containment list

Use this menu to view and manage Nebula Devices contained by CDR
(Collaborative Detection & Response).

Site features logs

Use this menu to view log messages about configuration changes made
by the NCC for the site.
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Table 9 NCC Menu Summary (continued)

LEVEL 1

LEVEL 2 / LEVEL 3

FUNCTION

Configure

WiFi SSID settings

Use this menu to view and configure SSID settings and authentication
methods.

Access points

SSID advanced
settings

Use this menu to configure network access, traffic options and advanced
settings for SSID profiles.

Captive portal
customization

Use this menu to configure captive portal settings for SSID profiles.

SSID availability

Use this menu to configure SSID visibility settings and set whether the SSID is
enabled or disabled on each day of the week.

Radio settings

Use this menu to configure global radio setftings, such as maximum output
power or channel width, and enable smart client steering for all Access
Points in the site.

Traffic shaping

Use this menu to configure the maximum bandwidth and load balancing.

Security service

Use this menu to enable application visibility and optimization, and IP
reputation filter on the managed Access Point.

AP & port Use this menu to configure load balancing settings and enable or disable
settings a port on the managed Access Point and configure the port’s VLAN
settings.
Switches

Switch ports

Use this menu fo view the Switch port statistics and configure Switch
settings for the ports.

ACL Use this menu to configure the access control list in order fo confrol
access to the Switches.

IP & Routing Use this menu to configure layer 3 features such as creating IP intferfaces
and static routes on the Switch.

ONVIF Use this menu to enable ONVIF and configure ONVIF VLAN ID for the

discovery selected Switch.

Advanced Use this menu to enable and configure IGMP snooping and create IGMP

IGMP filtering profiles.

Authentication | Use this menu to configure authentication servers and policies.

PoE schedules

Use this menu to set the schedule for Switches in distributing power to
powered devices.

Switch settings

Use this menu to configure global Switch settings, such as (R)STP, QoS, port
mirroring, voice VLAN and DHCP white list.
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Table 9 NCC Menu Summary (continued)

LEVEL 1

LEVEL 2 / LEVEL 3

FUNCTION

Security router

Interface Use this menu to configure interface address, subnet mask and VLAN ID
settings on the Security Router.

Threat Use this menu to enable threat management categories, configure

management | exception list using client's name/IP address, and allowed/blocked
domain name list.

Traffic Use this menu fo manage the use of various applications on the network

management | and control access to specific web sites or web content.

Firewall Use this menu to configure firewall rules for outbound traffic, create new

NAT rules and edit/delete existing NAT rules.

Site-to-Site VPN

Use this menu to configure VPN rules between Security Routers.

SSID advanced
settings

Use this menu to configure WiFi security, band selection, assisted roaming
and U-APSD (Unscheduled automatic power save delivery) settings for
the SSID profiles.

Radio setftings

Use this menu to configure global radio settings, such as maximum output
power or channel width, and enable smart client steering for all Security
Routers in the site.

Router settings

Use this menu to configure DNS settings.

Firewall

Port Use this menu fo configure network mode and port grouping on the
Security Firewall.

Interface Use this menu to configure interface address, subnet mask and VLAN ID
settings on the Security Firewall.

Routing Use this menu to view and configure policy routes, static routes and WAN
load balancing.

NAT Use this menu to view and configure virtual servers and NAT settings.

Site-to-Site VPN

Use this menu to configure VPN rules between Security Firewalls.

Remote access
VPN

Use this menu to enable and configure IPsec VPN or L2TP VPN rules from
off-site clients to an on-site Security Firewall.

Security policy

Use this menu to configure firewall rules for outbound traffic, application
paftrol, schedule profiles and port forwarding rules for inbound traffic.

Security service

Use this menu to enable content filtering and block access to specific
web sites. You can also enable Anti-virus and Intrusion Detection and
Prevention (IDP) on the Security Firewalll.

Captive portal

Use this menu to configure captive portal settings for each Security
Firewall interface.

Authentication | Use this menu to configure network access settings through a captive
Method portal or Nebula Cloud Authentication.
Wireless Use this menu to configure different SSID profiles for your ZyWALL USG FLEX

100W and USG20W-VPN.

Note: This menu only appears for the ZyWALL USG FLEX 100W and
USG20W-VPN.

Firewall settings

Use this menu to configure the DNS server and address records and also
set the external AD (Active Directory) server or RADIUS server that the
Security Firewall can use in authenticating users. You can also specify
walled garden web site links for all inferfaces on the Security Firewall.
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Table 9 NCC Menu Summary (continued)

LEVEL 1

LEVEL 2 / LEVEL 3

FUNCTION

Security gateway

Interface Use this menu to configure network mode, port grouping, interface
addressing address, static route and DDNS settings on the Security Appliance.
Policy route Use this menu to view and configure policy routes.

Firewall Use this menu to configure firewall rules for outbound traffic, application

patrol, schedule profiles and port forwarding rules for inbound traffic.

Security service

Use this menu to enable content filtering and block access to specific
web sites. You can also enable Anti-virus and Intrusion Detection and
Prevention (IDP) on the Security Appliance.

Site-to-Site VPN

Use this menu to configure VPN rules.

Remote access

VPN

Use this menu to enable and configure IPsec VPN or L2TP VPN settings.

Captive portal

Use this menu to configure captive portal settings for each Security
Appliance interface.

Network

access method

Use this menu to enable or disable web authentication on an interface.

Traffic shaping

Use this menu fo configure the maximum bandwidth and load balancing.

Gateway
settings

Use this menu to configure the DNS server and address records and also
set the external AD (Active Directory) server or RADIUS server that the

Security Appliance can use in authenticating users. You can also specify
walled garden web site links for all interfaces on the Security Appliance.

Alert settings

Use this menu to set which alerts are created and emailed or sent by the
Zyxel Nebula Mobile app. You can also set the email addresses to which
an alert is sent.

Firmware Use this menu to upgrade firmware or schedule firmware upgrades for
management Nebula Devices in the site.

Cloud Use this menu to add user accounts and grant user access to the selected
authentication site through different authentication methods, such as the MAC-based

authentication, captive portal or the IEEE 802.1x authentication method.

Collaborative
detection &
response

Use this menu fo view and configure the policies and notification settings
for malware, IDP and web threats and corresponding containment
actions to quarantine, alert or block. This is only available for ZyWALL USG
Flex Series and ZyWALL ATP Series at the time of writing.

Site settings

Use this menu to change the general settings for the site, such as the site
name, Nebula Device login password, captive portal reauthentication,
SNMP, AP traffic logs to a Syslog server, traffic logs to SecuReporter, WiFi
network authentication voucher settings, and APl access for DPPSK third-
party integration.
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Table 9 NCC Menu Summary (continued)

LEVEL 1

LEVEL 2 / LEVEL 3

FUNCTION

Organization-
wide

License & inventory

Use this menu to manage your licenses and view the summary of Nebula
Devices which have been registered and assigned to the sites in the
selected organization.

Administrators

Use this menu to view, remove, or create a new administrator account for
this organization.

Organization-wide manage

Organization

Use this menu fo view a list of sites belonging to the selected organization

portal and detailed information about the Nebula Devices connected to the
sites.

Configuration Use this menu to synchronize the configuration between sites or switch

management ports and back up or restore a configuration file.

Configuration Use this menu to create or delete a configuration template or bind a site

templates to the template.

VPN orchestrator

Use this menu to view and manage VPNs created for the selected
organization.

Security profile

Use this menu to synchronize the settings of URL threat filter, anti-malware

sync and content filtering on the selected gateways.

Firmware Use this menu to upgrade firmware or schedule firmware upgrades for

management Nebula Devices in the organization.

Cloud Use this menu o create or remove user accounts and grant user access

authentication to all sites in the selected organization through different authentication
methods, such as MAC-based authentication, captive portal, or the IEEE
802.1x authentication method.

Change log Use this menu to view log messages about configuration changes in this

organization.

Organization
settings

Use this menu to configure security settings or delete the organization.

Group-wide

Group-wide manage

Group portal

Use this menu to view organization and license details of a selected
group.

Org-to-Org VPN

Use this menu to view and manage VPNs between members in the group.

Inventory

Use this menu fo view Nebula Devices belonging to organizations. You
may also export the list of Nebula Devices found to your computer.

Administrators

Use this menu to view, remove, or create a new administrator account for
the selected group.

Change log

Use this menu to view log messages about configuration changes in the
group.

Group seftings

Use this menu to configure group information and group members.
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Table 9 NCC Menu Summary (continued)

LEVEL 1 LEVEL 2 / LEVEL 3 | FUNCTION
MSP MSP cross-org manage
MSP portal Use this menu fo create multiple organizations and change the branding
and assign administrators to multiple organizations.
Cross-org Use this menu to sync or clone organization-wide settings from a source
synchronization organization to a destination organization.
Alert templates Use this menu to configure MSP alert templates to monitor Nebula Devices

for unexpected events (for example, online or offline events).

Admins & teams Use this menu to create administrators or groups of administrators (teams)
and view their login details.

Change log Use this menu o view log messages about configuration changes in the
Admins & teams and Cross-org synchronization screens.

MSP branding Use this menu to upload/replace/remove the dashboard logo. You can
also set the support contact details.

1.4 Create Organization

Use this screen to first create an organization, then create a site (network) in the organization, and finally
add Nebula Devices to the site.

Note: You have to contact Zyxel customer support if you need to change the device owner
at myZyxel or remove an Organization from the NCC. But an administrator can remove
sites without customer support. Configure your Nebula Device owners and
organizations carefully. See also Section 11.2 on page 492.

Note: There is no limit as to how many organizations you can create, but you can only
activate a tfrial license up to 10 new organizations every 90 days. The expiration date of
the organization created using a frial license is shown.

1 Click Create Organization from the Organization drop-down list box in the title bar. The Wizard starts. See
Chapter 2 on page 46 for detailed information about how to use the wizard to create an organization
and site. Otherwise, click Exit Wizard to close the wizard and display the Create organization screen.

2 Enter a name for your organization.

3 If you already have one or more than one organization under your account and you want to copy the
organization setftings of an existing one, select the organization name from the Copy setting from field
and also Add this Org to MSP Teams by selecting existing teams before clicking the Create organization

button.

4 Click the Create organization button to add a new organization.
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Figure 17 Create Organization

e A i Graup: TW Test - 3 |urgnnizutinn Greats arganizatian - 3 Site & Q @

@
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New Organization

@
@ Cruate organizatan |

5 Choose whether to activate a one-month trial of Nebula Pro Pack and Nebula Security Services for the
organization. For example, USG FLEX 700, Secure WiFi License, TMO; USG FLEX 700, UTM Security Pack
License, 1TMO; Nebula Professional Pack License, TMO.

1.5 Choose Organization

When you have more than one organization on your account, the following screen displays right after
you log in. Select the organization you want to manage now, access the MSP Portal or click Create
organization fo add a new one.

Note: You need to purchase an MSP license to see the MSP Portal menu.

Figure 18 Choose Organization
Accounts for enmalvii@mzuval coam twr

# MSP Portal

Choose organization

- O Create organization

Name Type

End-OCT MNebula Base Pack
Hotel Maeir Nebula Base Pack
MY HOME MNebula Base Pack
Nebula_0Org Nebula Professional Pack
NSBU Nebula Professional Pack
Switch_AE Nebula Professional Pack
Test July MNebula Professional Pack
Test_October MNebula Base Pack
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1.6 Cloud-Saving Mode

If you do not log into a base (free) license tier organization for over 30 days, the organization
automatically enters Cloud-saving mode to save your network bandwidth and cloud resources.

When Cloud-saving is enabled, NCC does not record any data traffic statistics, except the following:

* Eventlogs
» Security Appliance WAN interface logs between the Nebula Device and NCC, and

¢ NSS (Nebula Security Service) analysis report (requires Nebula Security Pack (Nebula Security Service)
license).

To disable Cloud-saving mode, click the Cloud-saving mode switch or click the link in the NCC banner
when notified.

Figure 19 Cloud-saving mode

Welcome back X

You haven't logged in to this Organization over 30 days.

NCC has deactivated the collection of the traffic stats (except for the device's

event log for troubleshooting) to conserve bandwidth & cloud resources.
You may disable cloud-saving mode on the banner and NCC will resume data
collection.
‘:,- Cloud-saving mode
Close
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CHAPTER 2
Setup Wizard

2.1 Setup Wizard

* The setup wizard helps you create an organization and site, add Nebula Devices, upgrade your
Nebula Device firmware, and set up WiFi networks quickly.

* The wizard appears automatically after you log in the first time or if there is no organization created
under your account.

* The wizard also starts when you click Create Organization from the Organization drop-down list box in
the title bar.

Oroup: List All Groups v 5 Orgonization: Switch AL v 5 She 2F_Office - q @ O Q f@] HE e
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2.1.1 Stepl: Run the Wizard

1 Afferlogging in fo https://nebula.zyxel.com, the following screen appears. Click GO to start the NCC
wizard.
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.“
-1,

nebiia

Nebula
Control Center

2 The welcome screen displays when you are creating the first organization under your account. Click
Let’s Start to begin.

Hevy! It looks like your first time here.
Let's get you set up!

7= o~
(5 ,_J. QL D .l
f / o -
N~ [ v
. g —
have you up and running in no time!
Just a few initial steps and you'll scon be in the cloud!

Note: This screen will appear only if you have not created a new organization.

2.1.2 Step 2: Create an Organization and Site

1 Enter a descriptive name for your organization and site. Both names must consist of 1 — 64 characters.
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2 Select the time zone of your location. This will set the time difference between your time zone and
Coordinated Universal Time (UTC).

3 Click Next to confinue.

First step is to create your Organization and Site

2.1.3 Step 3: Add Your Nebula Devices

1 Enter your device's MAC address and serial number.

You can also leave the fields blank and click Next to move on to the next step without adding a Nebula
Device.

2 Click the + Add button to register and add the Nebula Device to the site. You can register multiple
Nebula Devices at a time.

3 Click Next to proceed.

— = Let's now add your device(s) to Nebula

MAC cadress Serial number MNamae
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2.1.4 Step 4: Upgrade your Nebula Device Firmware

You should always use the most recent firmware to get the latest features, improvements, and bug fixes
by clicking Yes (default setting).

Even if you choose not to upgrade the firmware, NCC will still perform a mandatory upgrade to Stable
firmware version if the Nebula Device's firmware have security vulnerabilities, and/or lack key
performance improvements. See Table 176 on page 538 for the description of a Stable firmware.

The following table shows when a mandatory firmware upgrade occurs for the different Nebula Device

types.
Table 10 Mandatory Firmware Upgrade Behavior
NEBULA DEVICE TYPE MANDATORY FIRMWARE UPGRADE TIME
Access Points The mandatory firmware upgrade occurs when the Nebula Device is

online with NCC.

Switches / Firewalls / Security Gateways The mandatory firmware upgrade occurs after registering the Nebula
Device on NCC.

Click Next to proceed.

If a newer firmware is available, do you want to upgrade it

during the device registration?

2.1.5 Step 5: Set up your WiFi Network

1 Configure the WiFi settings for the managed APs. Enter the WiFi network name (SSID) and the WiFi
password.

You can also leave the fields blank and click Next fo move on to the next step without sefting up the
main WiFi network.

2 Configure the ID number of the VLAN to which the SSID belongs.

The VLAN ID 1 is generated automatically by the NCC and reserved for a gateway’s LAN 1 and LAN 2 by
default. The IPv4 subnets 192.168.1.0/24 and 192.168.2.0/24 are also reserved for these two LAN
interfaces.
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If you enter a different VLAN ID other than the default one (*1”) in the VLAN field, click the Set up VLAN
interface link to create a gateway interface with the specified VLAN ID. You need to configure an IPv4
address and subnet mask and enable the DHCP server function for this interface.

3 Click Next to proceed.

Let's get your WiFi set up

2.1.6 Step 6: Set up a Guest WiFi Network

1 Configure WiFi and VLAN settings for guest users who can wirelessly access the Internet or networks
through Nebula Devices.

You can also leave the fields blank and click Next fo move on to the next step without sefting up the
guest WiFi network.

2 If you want fo enable web authentication, select Clicking “Agree” to access the network fo block
network fraffic until a client agrees to the policy of user agreement. Otherwise, select Using their
Facebook account to join the network to block network traffic until the client logs in using his/her existing
Facebook account.

Note: If you do not enable any WiFi security, your network is accessible to any WiFi networking
device that is within range.

Note: The guest network function and Layer 2 isolation between clients are enabled on this
WiFi network by default.

If you enter a different VLAN ID other than the default one (“1") in the VLAN field, click the Set up VLAN
interface link to create a gateway interface with the specified VLAN ID. You can set the gateway
intferface as a guest interface, configure the IPv4 address and subnet mask and enable the DHCP server
function for this interface.

Note: If you set the guest WiFi network to use the same VLAN ID as the WiFi network and have
already configured the gateway interface, the gateway interface configuration fields
will be grayed out in this screen.

3 Click Next to proceed.
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MNeed to set up a Guest WiFi?

2.1.7 Step 7: Set up the Deployment Method

If you added a ZyWALL USG FLEX / ATP / USG20(W)-VPN Series device in step 3, you need to select a
deployment method for management by Nebula. Select Nebula native mode if available. If not, select
Zero Touch Provision mode and configure an email address to send an activation link to the
administrator who is in charge of managing the Nebula Device.

Deployment Method

Deployment Method B

2] —
G IS = | T T T T Yol
I e o L o

Front WAN L

2.1.7.1 Nebula Native Mode

To use the Nebula native mode deployment method, perform the steps described in On the Nebula
Device.

2.1.7.2 Zero Touch Provision Mode

To configure the Zero Touch Provisioning (ZTP) settings, do the following in NCC:
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Enable VLAN Tag and configure the VLAN ID (1 — 4094) for the WAN port.
Select Static/DHCP/PPPOE/PPPOE with static IP for the WAN type of the Nebula Device.

If you select DHCP, enter the MTU (Maximum Transmission Unit) to set the maximum size (1280 — 1500) of
each data packet, in bytes, that can move through this interface.

If you select Static, enter the IP Address, Subnet Mask, Default Gateway, First/Second DNS Server, and
MTU (1280 - 1500).

If you select PPPQE, select the Authentication Type, enter the Username, Password, and MTU (1280 —
1492).

If you select PPPoE with static IP, select the Authentication Type, enter the Username, Password, IP
Address, Default Gateway, First DNS Server and MTU (1280 — 1492).

Note: Configure the VLAN ID and WAN interface for the Nebula Device exactly as your ISP
gave it to you.

Click Next.

Select I will install Firewall by myself to receive an activation email and activation link/file.
Alternatively, if you want another administrator to activate the Nebula Device, enter the recipient’s
Email Address.

Click Next.

Select where the Nebula Device will get and install the activation file, from a computer or through a USB
drive.
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Deployment Method

Deployment Method B

1. Configure your WaAN
Mext

2. Send installation file to installer @
O | will install Firewall by myself

3. Install by Laptop o USE
Wﬂ]ﬂ:‘ﬁ 4 # ummﬂ

— 4

Front usg

On the Nebula Device

Back up the current configuration (in case you want to return fo On Premises mode later).
Reset the Nebula Device if it was previously configured.

Connect the Nebula Device's WAN port to a modem/router that has Internet access.
Connect your computer to the Nebula Device's LAN port.

If you select Nebula native mode, go directly to step 7.

Click the activation link in the email.
Alternatively, save the activation file in the root directory of a USB drive. Then insert the USB drive into

your Nebula Device.
Wait until Nebula Zero Touch Provisioning is successful.
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Zero Touch Provisioning (ZTP) succeeded

‘ Go to Nebula Control Center '

6 Click Go to Nebula Control Center to configure the Nebula Device using NCC.

7 When you log into the Web Configurator for the first time or when you reset the Nebula Device to its
default configuration, the Initial Setup Wizard screen displays. Choose Nebula Mode to manage your
Nebula Device remotely using Nebula Control Center (NCC).

8 Follow the wizard to configure the Nebula Device network seftings to connect to NCC.

The screens vary depending on the encapsulation type. Refer to information provided by your ISP to
know what to enter in each field. Leave a field blank if you do not have that information.

Note: Refer to the Nebula Device User's Guide for more information.

2.1.8 Step 8: View the Summary

1 A summary of the wizard configuration will display after you complete the deployment method.
2 You can click a section’s edit icon ( [&]) to modify its setting.

3  You must click Go to Nebula Dashboard to save your changes in the wizard; otherwise click Exit Wizard
to close the wizard screen without saving the settings.
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Let's take a look for what you had done

Organization Summary [ Devices [&]

Organization name for Mockup D 2 Mobile router(s)
L

[ 1 Firewall(s
Site name for Mockup with a long name description @ rewallls)
. == 123witchjes)
@ amwan
v) 22 Access point(s)
% Asia - Taipei (UTC +8.0) © )

Overview for your Wifi configuration

=

= Wifi setting [& i Guest Wifi setting [
WiFi Name (SSID): Wifi name for Mockup Guest WiFi Name (SSID): Wifi name for Mockup
WiFi Password: 12345478 Guest WiFi Password: 12345678
VLAN Interface (Gateway): VLAN 2 -232.22,123.2 Authentication: Click-to-continue
DHCP server ON VLAN Interface (Gateway): VLAN 2-232.22,123.2

Overview for your Security Appliance configuration (&

Model Name: USG20-VEN WAN Setting: =« WA Recipient: wvn.zyxel@gmail.com

* WAN Type: STATIC

* VLANID: 2

Everything seems fine, ready to goe

| Goto Nebula Dashboard |}

2.1.9 Step 9: Activate the Trial License(s)

After setting up the wizard, the following screen will appear. You can decide if you want to activate a
one-month trial period of Nebula Pro Pack and Nebula Security Services for the organization. Before
deciding on the frial license to activate, see Section 11.2.8 on page 505 for more information.

Note: Before activating a trial license, make sure the services in the license can be used by a
Nebula Device in the organization.

If you choose to activate a trial license, click to select the trial license(s) and then click OK. NCC will
send you an email reminding you to purchase the full license when the trial is close to expiring.

NCC User's Guide
55




Chapter 2 Setup Wizard

Notification

We offer 30 days free trial for each kind of services per demand.
Note: You can activate once per service type and cancel it anytime during the trial period.

[ Activate All

ebula Pro Pack Trial

[ connect & Protect Trial

A full feature set/service with all advanced functionality and management Apply to NWATI23ACV3, WACS00, WACS00H, NWATIOAX, NWA2I0AX, WAXS10D,

features of Nebula Control Center for device, site and organization, WAXG10D, WAXS30S & WAXG50S.

Connect & Protect service is a cloud mode license focus on SB hotspot wifi
scenarios. Through de-identification and application throttle to ensure smooth &
D Gold security Pack Trial secure wireless experience for wifi clients.

Apply to ATP/USG FLEX series.
Gold Security Pack includes Sandboxing, Web Filtering, Application Security,

Malware Blocker, Intrusion Prevention, Geo Enforcer, Secure WiFi Service, [ secure WiFi Trial

Collaborative Detection & Response, SecuReporter Premium, Security Profile Sync Secure tunnel & managed AP service

[ content Filter Pack Trial
Apply to USGZ0(W)-VPN/USG FLEX 50(W)

Content Filter Pack include Web Filtering/Content Filtering, SecuReporter
Premium, Security Profile Sync.

Note: To set the administrator privileges, see Section 13.5.1 on page 581 for more information.
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CHAPTER 3
Tutorials

3.1 Overview

This chapter shows you how to use the NCC's various features.

* Add a Nebula Device

* Activate and Assign a License for a Nebula Device, Site, or Organization
* Monitor a Site

¢ Know What Licenses are Set to Expire in My Site or Organization

e Renew an Expired License

e Transfer Licenses

* Reset the Nebula Password

¢ Change an Organization and/or Site Name

* Maintain Firmware

* Assign an Administrator to Manage a Nebula Device

e Transfer the Ownership of the Organization

* Manage a Configuration Template

* Activate an MSP License

* Configure CNP/CNP Plus Security Services

* Delete an Organization

* Remote Access VPN Setup

e Route L2TP VPN Traffic

* Resolve WiFi Connection Problems (for Nebula APs only)

* Configure Voice VLAN (for Nebula Switches only)

* Manage IPTV (for Nebula Switches only)

* Enable IP Source Guard (for Nebula Switches only)

e Set Up MAC Authentication With NCAS (for Nebula Switches only)
e Set Up Dynamic VLAN With RADIUS (for Nebula Switches only)

* Monitor Dynamic VLAN Using Event Logs (for Nebula Switches only)
e Register a Nebula Device (mobile router) in Nebula

* Using Collaborative Detection and Response (CDR)

* Deploy With Nebula Native Mode (for Security Firewalls in Nebula)

e Configure DHCP Domain Name (for Security Firewalls in Nebula)
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3.2 Add a Nebula Device

This section shows you how to add a Mobile Router, Security Gateway, Nebula Firewall, Access Point or
Switch to a selected organization and site on NCC for management.

1 Go to the Site-wide > Devices > + > Add devices screen. Click +Add.

Add devices

Add devices using MAC Address and Serial Number. When you register a device, that device will be added to your organization's inventory and assigned to your site
B Device name Serial number MAC Address Model Registered On

You currently have no devices in your inventory.

2 Enter the Serial number, MAC address, and a descriptive Name of the Nebula Device you want to add.
Click the Finish button fo save the changes.

Note: When a Nebula Device is added to a site other than a Nebula Device owner, the
Acknowledge button appears. Click this button first fo confirm that the Serial number
and MAC Address information are correct. Then click the Next button to check the
Nebula Device firmware.

. [
Add devices e
Add devices Devices

Firmware upgrade Enter one or more MAC address and serial number.

Qr you can download the template here and import multiple records for faster registration.

License info  Expiration date Assign licenses from invent

~+ Add ancther device
A\ Registered device will be added to Organization Creator account in myZyxel.com.

[

3.3 Activate and Assign a License for a Nebula Device,
Site, or Organization

This section shows you how to activate and assign a license for a Nebula Device, site, or organization.
See Section 1.1.4.2 on page 17 for a summary of NCC licenses.
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The following table describes the license types at the time of writing.

Table 11 License Types
LOCATION LICENSE TYPE APPLICATION
MSP (Managed MSP NCC (Nebula Control Center) user account

Services Provider)

Organization-wide

Professional / PLUS

AP (Access Point) / NSG (Nebula Security Gateway) /
Switch / USG FLEX device

Organization-wide | Gold Security ATP device
Site-wide NSS (Nebula Security Service) NSG device
Site-wide UTM (Unified Threat Management) | USG FLEX device
Security / Secure WiFi
Site-wide Content Filter USG FLEX 50 / USG20-VPN / USG20W-VPN device
Site-wide Connect & Protect (CNP) / NWAT1123ACv3, WAC500, WACS500H /
Connect & Protect Plus (CNP+) NWAT10AX, NWA210AX, WAX510D, WAX610D,
WAX630S, WAX650S device
Site-wide SCR Pro SCR 50AXE

3.3.1 Bundled License and Add-on License

A bundled license is a license that is included when you purchase a Nebula Device (Mobile Router,
Access Point, Switch, NSG, USG FLEX, ATP, and USG20(W)-VPN). The bundled license is automatically
assigned to the purchased Nebula Device when you add the Nebula Device to NCC. A bundled
license cannot be transferred to another Nebula Device.

An add-on license is a license purchased separately from a Nebula Device as a license key, from Zyxel
or another vendor. An add-on license can be applied to any Nebula Device.

3.3.2 License States

The following are the license states in NCC.

* Active —the license pack is assigned to a Nebula Device, is activated, and is in use (expiration
countdown/timer has started).

* Queued -the license pack is assigned to a Nebula Device, is activated, but not yet in use.

¢ Inactive - the license pack is assigned to a Nebula Device, but is not yet activated in NCC.

¢ Unused - The license pack is assigned to an organization, but is not yet assigned to a Nebula Device
and not yet activated in NCC.

3.3.3 License Activation Process

You must have a Nebula Device and a license pack to activate a license. Perform the following to

activate a license.

1 Inthe Organization-wide > License & inventory, click Action > Add more licenses.
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License & inventory

Overview Devices Licenses Trial Change log Purchase History

Organization status @ m

Organization type:  Professional Pack (Expire on: 2023-06-23) Add more devices
NCC license: @ Device(s) with over 90 days but less than 1 year license.
Security license: ® Device(s) expired or unlicensed k license issue.
Install wizard
Device status by expiration date k.2
Device detail status ~

Nebula Professional Pack v @

# unlicensed # expires within 90
(expired) days
@ Access Point A 1 o o 1 o
- NAP102 1 a o] 1 (4]
== Switch ~ 3 ] o 3 o
M Unlicensed (expired) s}
- 81350-6 1 1
B Expires within 90 days Q S 9 9 = 9
M Expires ofter 90 days 5 _ XGS2220-30HP 1 0 o 1 o
Inactive 0
- XS1930-12HP 1 (2] o 1 o
@ Security Appliance A 1 o o 1 o
- NSG50 1 o o 1 ¥

Enter the License key and the License information will display.

Add licenses X

Add licenses Add licenses

Enter one more license keys. Or You can download the template here and impeort multiple license keys for faster registration.

LIC-PRO-4YR-202106170006 Nebula Professional Pack License, 4YR (1]

+ Add

Click Finish. The license is now assigned to your organization and site.

Note: A newly assigned license will not start its expiration countdown/timer until activated.
Multiple add-on Plus Pack and Pro Pack licenses can be assigned to the same Nebula
Device managed by NCC.

In the Organization-wide > License & inventory, select the Devices tab.

Locate the Nebula Device to assign a license(s). Click the Actions button and select Assign license on
the device row.

Clear any license that you do not want added to the Nebula Device.
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7 For multiple licenses of the same type to be added to the Nebula Device, set the number of licenses in
the Select # of license field.

8 Setthe expected expiration date criteria from the License assignment mode.

¢ Assign min. period — NCC assigns one of each license type with the shortest duration to each Nebula
Devices.

¢ Assign all - NCC assigns all selected license type equally fo each Nebula Device.
* Target expiration date — Set a future date. NCC assigns an equal number of licenses to each Nebula
Devices until the expiration date (future date) is reached or exceeded.

9 Click Please check this box if you want to activate licenses and upgrade. Then, click Finish.

rn
H
X

Assign licenses

Assign licenses Assign licenses

You are currently assigning unused licenses which can be assigned to any matching devices

Nebula Professional Pack License, 4YR I

= ‘ License assignment mode Assign min. period = ’

MAC address Expiration date | Selected licenses Select # of license O @

204 99:CFAFE3JC:99 |_NCC| N/A ->2025-08-17 Nebula Professional Pack License, 4YR * 1 ' Select # of license = }

0
C D)

Ccmcel @

The features that will be unlocked depends on the license type purchased.

Figure 20 License Activation Process

Base (Tier) Unlock Features Depending Base
on License Type (Tier)

Add
Device

Assign License Activate License Expiry

License Expires
to Device License Countdown

Add
License

3.4 Monitor a Site

This section shows you how fo view and monitor your Nebula Devices and WiFi/wired networks within a
site.
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1 Go to the Site-wide > Dashboard screen. To change the default view, click Customize to show the
Widget, Reset, and Close buttons.

Dashboard

(2 AP Sto
() AP stotus

Wireless Clients =2 Switch Stotus [% pok Power (&) Gateway stotus () waN Throughpot

=]

1_5,;-19 1:1 160:86 "

‘]7 No Switches No Switches <
0. 57. 315,55+

Heovy loading CPU Usage

v Network Applications ’:;I) B coteway Clisnts (by Usag -’-..7:.".
B Youtube 1775 MB Nbns M8 Obytes
B Anydesk 314 MB M Mdn= 17MB O bytas
Ssdp B ME M Dhep 14 ME 0 bytes
B W= Discovery 75 MB A LZME 0 bytes
maTTe 55 ME Windows Marketplace 12 ME Bl
gl ssio= tey Uage) : ) I wirsie=s "7:: (j‘ Wirslszz Clients Manufactursr 27)
[ ] 142 GB B intel Corporate
| 104 GB r B Zyxel Communications Corporation
876GE Vizio, Inc
- 87GB B7GB , B Atheros Communications, Inc
S D3_10 69GB 68GB B ~pple Inc
(1B wireless Clients 05 #) [ APs tby Usaged o)

M Windows 7 or newer

2 Click Widget to select which widgets to display. For example, clicking SSIDs (by Usage) will show the top
5 SSIDs with the highest percentage of bandwidth usage in the past 24 hours.
Click Reset to restore the dashboard back fo the default view.
Click Close to hide the Widget. Reset, and Close buttons and show the Customize button.

Dashboard 82 widget l , Reset l Close
AP Google Map AP Status Mobile router $SIDs (by Usage) AP Google Map [ ] WAN Utilization
AP Traffic PoE Power Wireless Clients (by Usage) Hit for Threat Protection by CNP Service
w e C‘)‘ . Map Wireless Clients WAN Utilization Wireless Clients Manufacturer

Switch Status Appliance Network Applications Wireless Clients OS
< Appliance Status Appliance Clients (by Usage) APs (by Usage) No Gateways

Hsigy

3.5 Know What Licenses are Set to Expire in My Site or
Organization

Use the Overview tab in the Organization-wide > License & inventory to keep track of what licenses are
set fo expire to prevent a cut in services.
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License & inventory

Overview Devices Licenses Trial Change log Purchase History

Organization status @

Organization typs:  Professional a 2023-02-18)

NCC lic

Securit:

Secure

CNP license:

Device status by expiration date v
Device detail status ~
f Nebula Professional Pack v @
i unlicensed # expires within 90 i expires after 90
(expired) days days
Access Point ~ 4 o o 4 ]
- NWATIOAX 1 a o 0
- NWA220AX-6E 1 (e] (0] 1 o
B Unlicensed (expired) o
- WAXE505 I 0 2
ithin 90 days 1 WRSRCEDE 2 O - 2
EX fier.a0davs 7 =1 Switch ~ 1 o o 1 o
nactive 0
- G52220-10HP 1 0o o 1 o

The license health is shown in the Device detail status and the following are the definition:

¢ Red - Nebula Device with expired license.
* Orange - Nebula Device with license that will expire in 90 days.
¢ Blue — Nebula Device with license that will expire in less than a year but over 90 days.

* Green - Nebula Device with license that will not expire within a year.

If a Pro or Plus fier license expires while assigned to a Nebula Device or you add an unlicensed Nebula
Device to the organization, you have a 15-day grace period during which the organization’s license
remains active. See Section on page 23 for details on a Nebula Device entering the grace period and
what actions you must take.

3.6 Renew an Expired License

An administrator account should have read and write (Full) access privilege to add or renew licenses for
Nebula Devices in the organization. Go to Organization-wide > License & inventory to view the
available (unused) licenses assigned to your organization.
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Overview Device License Change log
5 A '] unused unused unused unused
sig (Pro Pack, IMO) (Pro Pack, TYR) (Plus Pack, 1IMO) (Plus Pack, 1YR)
(licenseStatesFilter=ACTIVE ~ (38 ) matches in(18) licenses [> Export~

‘j WITECST ZIAVY ALLEV LA/ 1 AC [ICOCV Active 20:21:03:2113:46 2021-06-15

O  11e-DHHeAMN M NNINMENAAT Queued 20:21032113:40 2021-06-11

‘j WTEQT_-QBEAE_D 1N T _VVAZA_LVISO) Inactive 20:21:03:2113:41

D 11/ D 1IC AL AN SA0ANNNDIRNER A4 Unused

[] ‘i~ miie sin meinannisns as Active 202103211340 2021-06-07

In the example figure above, four kinds of licenses are available for assigning to your Nebula Device: Pro
Pack TMO / 1YR and Plus Pack TMO / 1YR. Click any one of the license. For example, if you click Plus
Pack 1YR, then only the two Plus Pack License Keys with 1-year validity will display in the table.

Select the check box and click Action. Then click Assign license. See Section 3.3.3 on page 59 for details
on assigning a license to a Nebula Device.

If the expired Nebula Device is sfill in the organization after the grace period elapses, the organization

automatically downgrades to the Base tier. See Section on page 23 for details on a Nebula Device
entering the grace period and what actions you must take.

3.7 Transfer Licenses

A license assigned fo an organization and Nebula Device can be fransferred to another Nebula Device
in the same or different organization. The following guidelines apply when transferring licenses:

* The Nebula Devices must have the same owner.
¢ Bundled, Trial, and Promotion licenses cannot be transferred. (See Table 159 for more information.)

 |f the license transfer causes the Nebula Devices in the organization to be without a valid license, the
organization automatically downgrades to the Base ftier.

3.7.1 Select Transferable Licenses
To select a transferable license(s), do the following:

1 Go to the Organization-wide > License & inventory > Licenses screen.

2 Select the license you want to transfer. Click Actions, and then click Transfer license.
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License & inventory

Overview Devices Licenses Trial Change log Purchase History

2 cignes

m - @ selected @ matches in @ licenses. ‘:‘ Show expired licenses +- Add [> Export~

W License Key i Claim date
LIC-NPRO-ZZ1YQ0F202103261313 Nebula Professional Pack License, TYR Active 2023-04-11 9ldays 2021-03-26 BBECAZAEEAIS
D LIC-NPRO-ZZ1Y00F202103261311 MNebula Professicnal Pack License, TYR Expired 2022-04-10 - 2021-03-3 B8:EC#

D LIC-NPRO-ZZ1YO0F202104091025  Nebula Professional Pack License, TYR Queued Queued 366 days 2021-04-09 BBECH

3.7.2 Undo Assigning a License

An administrator account should have read and write (Full) access privilege to un-assign licenses. Only
an Inactive license (license is assigned to a specific Nebula Device but not activated) can be un-
assigned.

To un-assign a license, do the following:

1 Go to the Organization-wide > Configure > License & inventory > License screen.

2 Select the License Key with an Inactive license state that you want to undo assign. Click Action, then
click Undo assign. The license will return to the Unused license state.

Overview Device License Change log
5 e unused unused 1 unused unused
9 (Pro Pack, TMO) (Pro Pack, 1YR) (Plus Pack, IMO) (Plus Pack, 1YR)
(licenseStatesFilter=ACTIVE « matches in licenses. [ Export~

License Key
D WITCCT ZIAVIF AL V LA AC G ICDCV ACtEVE‘ 202103 21 13 46 2021,06:‘5 m
O | A B — e — —— |
[J te-piiesmn smnanmanads Active 20:21:.03:21:13:40 2021-06-07 m

@ P S —— _—— —— ) @

P e e P

3.7.3 Transfer a License to a Different Organization

Only an Unused license (a license which is assigned to an organization but not assigned to a specific
Nebula Device) can be transferred. Both source and destination organizations should belong to the
same owner.

To transfer a license to another organization, do the following:
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Perform the steps described in Select Transferable Licenses.

With the licenses you want to transfer selected, click Actions and then click Change organization.

License & inventory

Overview Devices Licenses Trial Change log Purchase History

4 - 5 unused
assigne: (Pro Pack, 2YR)

@ show expired lic

Remaining days  Claim date

Assign license CFAF477DF1-01 Nebula Professional Pock License, IMO - Expired 2021-0419 = 2021-03-19  2021-03-19 BC:CF4F47:7D:F1

202106040001-11  Nebula Professional Pack License, 2YR  Unused s+ 731days 2022-03-23 -

202106040001-12  Nebula Professional Pack License, 2YR  Unused %= 731 days 2022-03-23 -
LIC-NPRO-ZZ2YD0F202106040001-13  Nebula Professional Pack License, 2YR  Unused g 731days 2022-03-23 -
LIC-NPRO-ZZ2Y00F202106040001-14  Nebula Professional Pack License, 2YR  Unused = 731days 2022-03-23 -

. »
K < Page 2 ofz Resultsper page: 10 ¥

Select the Organization you want o fransfer the licenses to. The current organization will be excluded
from the list. Then click Yes.

Change organization X

You are going to move license(s) from organization.

WWTCCST DTWTFT CVI KMA COMMNC MCUVD i
@rgcnizotion MY HOME v)
'
Cancel | Yes '
—

You have successfully fransferred a license to another organization, but without assigning it to a Nebula
Device yet.

3.7.4 Assign a License to a Nebula Device in the New Organization

To assign a license(s) fo a Nebula Device in the new organization, do the following:

Perform the steps mentioned in Transfer a License to a Different Organization.

Select the Organization and Site where the license is tfransferred.
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Organization: Switch_AE - Site: AE_Test -
SRS 1ck! Make the most of your network
Hotel Maeir
se & inventory
MY HOME
Nebula_Org
kvices shawn Change log
1 Switch_AE
Test July

4

Test_October

Go to the Organization-wide > Configure > License & inventory > Device screen.

Select the Devices, click Actions, then click Assign license.

License & inventory

Overview Licenses Trial Change log Purchase History

@'] Access Point 3 switeh @ 1 security Appliance
[ sciore- | Bt o To

| MAC address Claimdate License expiration date
ans1AToACIoA ‘Access Point NAP102 ciaaTARIANAAR  AASTNTOACIOA 20001000 2024-07-22

[] sr~esemsmanae  Security Gateway  NSGSO STMiamANNSE  Smcaers~anas  9022-2-20  2028-07-22

[] snnanannsos Switch XS1030-12HP AnnaaGHASEA NN ARDGNSRA 20230110 2025-0110

] mreesarne Switch &51350-6HF St Mmannea  BECEAEATING!  2022-1220  2023-07-05

[] XGS220-30HP_Test  Switch XGS2220-30HP  S9911RNGANAN  BRECAIEEEETA  2023-01-05  2023-06-23

D O Mabile Router

!
Nebula Professional Pack W

Nebula P Change organization

Nebula P Change site assignment

Nebula Pri  Remove from organization

heme

Transfer license

License assignment mode Assign min. period~

Ere e —— Assign min. period

Assign all
(Nce) 2024-07-22 > 2026-0723  Nebule

o Target expiration date

2023-01-31 i)

Custom assignment

- —

Select the License assignment mode to have NCC filter licenses that can be assigned.

¢ Assign min. period — one month license packs for your Nebula Device will be picked and displayed.

¢ Assign all - all licenses that can be assigned are displayed.

¢ Target expiration date — all licenses that meet the expiry criteria you set and can be assigned are

displayed.

¢ Custom assignment — any change in value fo Assign min period and Assign all licenses above will

become a Custom assignment and are displayed.
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6 Click Select # of license. In the pop-up window, confirm or edit the value appearing beside the license
type based on the criteria set in License assignment mode. Click Select fo confirm. Then click Finish.

ra

Assign licenses B

Assign licenses Assign licenses

You are currently assigning unused licenses which can be assigned to any matching devices
Py

2y
Nebula Professional Pack License, 2YR I
Nebula Professional Pack License, 2YR 1 s

- dv

Model  Serialnumber MACaddress  Expiration date | OReset
NAP102 Fren7oErnnnan Sommamnarana |NCC| 2024-07-22 -> 2026-07-23  NeHula Professional Pack License, 2YR *1 Select # of license i'
J »

Sanee! m

3.7.5 Transfer a License to a Nebula Device in a New Organization

To transfer a license(s) to a Nebula Device in the new organization, do the following:

1 Perform the steps mentioned in Assign a License to a Nebula Device in the New Organization.
2 Click Organization-wide > License & inventory > Device tab.
3 Select the devices with the license to be transferred.

4 Click Actions and select Transfer License.

License & inventary

Overview Devices Licenses Trial Change log Purchase History

‘] Access Point = 3 Switch @ 1 Security Appliance D O Mobile Router
=3 ([P - - Dt Do > e

Change organization

Claimdate  License expiration date

Change site assignment
scess Point NAP102 5162725100249  60:31.9784E184 20229900 24722 Nebula Professional Pack

Remove from organization B
scurity Gateway ~ NSGS50 5172037100056  SCE2BCS5C0048  2022-12-20  2023-07-22 Nebula Professional Pack

Aszsign license

witch GS1350-6HP S192L11090036  BC.CF4F477DF1 20221220  2023-07-05 Nebula Professional Pack

Transfer license

witch XGS220-30HP  S229116090040 BBECAAZFFEEIA  2023-01-05  2023-06-23 Nebula Professional Pack Actions~

witch XS1930-12HP 200629110584 20:06:29:11:05:84 2023-01-10  2025-01-10 Nebula Professional Pack m

5 The License transfer window appears. Click Search to set the filter to select the licenses.
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License transfer X

License transfer License transfer

Transfer add-on license(s) from device(s) to other device.

Select target device - Q Search... - @ selected in @ licenses.
+ License Key License state License states  Associated device Target device )

Any
LIC-NPRO-ZZ2YQOF2 ' v al Pack License, 2YR  Active snornTosElas Not set yet Select~
4 ] Service B »
Any -

Associated device

Any -

Days remainin
& g Cancel

A -

_ . _

6 Click Select target device to transfer all licenses to one Nebula Device by selecting the same/different
Organization and target Device. Then click OK. Or select the devices individually.

License transfer X

License transfer License transfer

Transfer add-on license(s) from device(s) to other device

Select target device Q, Search.. - @ selected in @ licenses

QOrganization:

License states  Associated device Target device .5

SRS Eal te il ¥ \la Professional Pack License, 2YR  Active RM-21-07-24-C124 Not set yet Select~
Device: i '
Reset
Cancel

3.8 Reset the Nebula Password

If you forget your Nebula portal login password and need to reset it, do the following:

1 Inthe Nebula portal Sign In page, click Forgot Password.
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2

ZYXEL

NETWORKS

Sign In

Don't have an account? Create account

Email Addre

[ remamber me

or

| have signed up but haven't activated my account
Resend Activation Email

Legal Notice Terms of Use Privacy Coolkie Sattings

Enter your myZyxel account’s email address, and then click Send.

ZYXEL

NETWORKS

Forgot Password

Mo waorries! Enter your email address, and we will send you

a password reset email shortly,

Email Address

Remember your password now? Sign In

Don't have an account?  Create account

A reset password email has been sent noftification appears.
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NETWORKS

Forgot Password

You are almost there!
o We have cent o reset password email to

rrvrr el v s nend +u Please check your inbox
o Follow the instructions in the email to reset your

passward

Didr't receive an email from us? Send Again

nt. Sign In

7 Create account

Click the link in the Request Password Reset to Login Zyxel emaiil.

5 Reply €2 Reply All (2 Forward G5 IM

myZyxel <info@myzyxel.com>

Request Password Reset to Login Zyxel

Tao Camial Vii ==

Thiz email nofificatfion was generated by Iyxel. Do not reply to thiz email.

ZY XEL

NETWORKS

Dear Customer,

You have recently requested to reset your password for your Zyxel account. Click the following link to set your new
password.

|mlgs:Hoccoun‘rs.myzvxeI.com;’users{gossword{edi‘r#KZZWWZkLF){KQPZéDSXZL'

Need Help?
Contact us and we will be happy to help.

Sincerely,
Iyxel Support Team

If you wish to stay updated on the latest news, insights and special offers, please click here to receive our newsletter.

The following screen appears. Click Reset Password.
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ZYXEL

NETWORKS

Reset Password

Click "Reset Password™ to continue

| Reset Password |

5 Enter the New Password. Use a minimum of 8 characters, including 0-9 a-z A-Z "~1@#$%&* (_+-={} | []
<> 2). Then click Continue.

R
.

ZYXEL

NETWORKS

Reset Password

New Passwaord

Remember your paseword now? Sign In

Don't have an account? Create account

6 You will be transferred to the myZyxel portal. Click Update password.
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D0 Zywel Nebula Comtrol Cente X | Z Zywel Nebula - Dashboard % | Z Zywel Nebula - Dashboard X | G mymymel sccountpasswors X | T el X T mylpe x4
“ C t & portalmyzynelcom e v Bobky»TO0g
@ Customize Unks Y Free Howmail  BE Windows @) Windows Marketsl. @3 Wi c

myZyxel o P (;-
’ 0

= Amnouncemant

L I e - a

Now Open 24/7 ‘v

Martenance Mansgersert

£ St M et T

« License Check B 2 =
Near Expire and Expired Services List

- Device Registrafion

Product Select | Davica w| Fimer | Naar Expira in Twa Months ~

- Service Regitrasen

Service Name Model Liked Product Expired AL -

N cata available

3.9 Change an Organization and/or Site Name

To change your organization name or site name, do the following:

Organization Name

1 Go to Organization-wide > Organization-wide manage > Organization settings.

Settings

Organization information

MName: Test_July

Country: Taiwan -

2 Enter a new descriptive name, 1 — 64 characters including 0-9 a-z A-Z “~1@#$%&*(_+-={} | [|;"./<> 2) in
Name.

Note: NCC does not allow duplicate organization name.

NCC User's Guide
73



Chapter 3 Tutorials

Note: Changing the organization name will not affect the Nebula Devices configuration in
NCC.

3 Then, click Save at the bottom of the screen.

Site Name

1 Go to Site-wide > Configure > Site settings.

General settings

Site information

Site name ZyHet TW

Local time zone Taiwan w  Asia - Taipei (UTC +8.0) v

Site location

Configuration template This site uses the configuration of the template SSID Template2 m

2 Enter a descriptive name, 1 — 64 characters including 0-9 a-z A-Z "~1@#$%&*(_+-={} | [|;""./<> 2) in Site
name.

Note: NCC does not allow duplicate site name.

Note: Changing the site name will not affect the Nebula Devices configuration in NCC.

3 Then, click Save at the bottom of the screen.

3.10 Maintain Firmware
This section shows you how to update and maintain a Nebula Device's firmware.

1 Go to the Site-wide > Configure > Firmware management > Overview screen. Under Settings, you can
set different times to upgrade firmware for your Access Points, Switches, Firewalls, Security Gateways,
and Mobile Routers in your site. Select the day and time of the week when NCC will detect if any new
firmware is available. NCC will send out a reminder email to the administrator for the available updates.
If the administrator does NOT perform the update, after the set period of time is over, NCC will
automatically upgrade the firmware for the Nebula Devices in the site. Or select Upgrade now to
upgrade immediately.
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Firmware management

Devices

Overview

@ Upgrade available

Newer firmware is available that may contain security fixes, new features, and performance
improvements. We recommend that you upgrade to the stable or latest firmware version

Upgrade policy Auto upgrade at  Monday ~ 0200 v UTC+80
Upgrade at = 2023-01-11 ™ oo - UTC+80
Upgrade now
o lgnore upgrade
Firmware type T = v

] EE—

@ Upgrade available

There's newer firmware available but not your preferred firmware type settings or per device
scheduled settings. No further actions required

Upgrade policy o Auto upgrade at  Monday ¥ 0200 v UTC:80

Upgrade gt = 2023-01-11 2 100 - UTC+80

Upgrade now
Ignore upgrade

Firmware type Stable >

@ Security Gateway

No devices

0 =]

No devices

You can seft different times to upgrade firmware for your Nebula Devices to overwrite the site-wide
Settings by going to the Site-wide > Configure > Firmware management > Devices screen. Or select
Upgrade now to upgrade immediately.

Firmware management

Overview Devices

Status Device type Model Current version Firmware status Firmware type Availability Locked

@ selected |n® devices

MAC address

4 Upgrade now # -+ Schedule upgrade

S/N

Current version rmware status

® Switch NSW100-10P 8172113000021 V3.00{ABGO2) | 11/19/2018 Good @ Upgrade available Stable No
O ® Access point  WAX510D 5212140102451 VE.00(ABTFO)T_20221019121600 Custom o Upgrade available General Availability No
(m} [ ] Access point  NWASOAX $211842002072  V100(ABYW.0) warning @ Uparade available General Availobility No
() ® Access point  WAXE508 $1921.29290035 V6.50(ABRM.0)bS Custom o Upgrade available Beta No
O ® Access point  NWAGSOAX PRC 5220Y51018102 V6.50(ACGE 0)b6 Custom 0 Upgrade available General Avallability No
] [ ] Access point  NWAQOAX PRO $220Y51018132 VE.50(ACGF.0)b6 Custom o Upgrade available General Availability No
|} &) Access point  WAXB20D-6E 7 §220Y16011741  VB.50(ACCN.O)bS Custom Upgrade available General Availability No
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3 Ifyou do not want to upgrade the firmware immediately, you can click +Schedule Upgrade to create a
schedule for your Nebula Device.

» Select Follow device type settings to upgrade the Nebula Device according to the site-wide
schedule configured for all Nebula Devices in the site.

¢ Select Auto upgrade at every Week/Month on Sunday-Saturday at hh:mm to set up a routine
schedule for upgrades.

» Select Upgrade at to set up a specific date and time for a one time upgrade. This option can be
enabled only when the selected Nebula Devices have a new firmware available.

Note: Due to network bandwidth and number of Nebula Devices per site, not all Nebula
Devices may get the firmware upgrade on the specified date/time.

¢ Select Upgrade now to immediately install the firmware. Then select the Firmware type (Stable or
Latest (default)).

Note: When a firmware is officially released by Zyxel, it is the Latest firmware. For example, Vé
is the Latest frmware. When the next firmware, V7, is released by Zyxel, V7 becomes the
Latest firmware, and Vé will be classified as General Availability. Your Nebula Device
firmware can be upgraded to V7 to use the new features. Zyxel will select a previous
version (for example, V3) as a Stable release if no major issues have been reported by
users.

Note: The Upgrade at and Upgrade now options can be enabled only when the selected
Nebula Devices have a new firmware available.

4 Click Add to save the settings.

Schedule upgrade x

Upgrade policy Q Follow device type settings What is this?

Selected device(s) will be updated to site-wide per device's type settings. Device(s) will remove locked status and clear recurrent schedule,

Auto upgrade ot every Week ¥  on Monday v at 0200w UTC+80

Upgrade at = 2022-10-1 (2 1400 v UTC+80

Upgrade now
Below device(s) will be upgraded as required time.
Device type Model MAC address S/N Current version Schedule upgrade version
Access point WAXSI0D FIEAERTEERAR  GEEUR Mnaasa V6.40(ABTF4) N/A

Cuncel m

3.11 Assign an Administrator to Manage a Nebula Device

This section shows you how to assign an administrator to manage your Nebula Device.

1 Go to the Organization-wide > Administrators screen. Click +Add.
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Administrators

~ (1) odministrotors [2 Import | + Add

Email address Merged privilege | Privilege  Accountstatus  Last accesstime (UTC)  Create date (UTC)  Status changed

ok ] 2021-10-05 082116 2021-07-1206:4424  2021-07-12 06:44:24

1 3

or Cancel

(Please allow 1-2 minutes for changes to take effect.)

Enter the Name and Email of a myZyxel account. Assign the Organization access (Full, Read-Only,
None). See Table 202 on page 581 for information on organization privileges.

If you select Full for Organization access, select Delegate owner’s authority to grant owner privileges to
the new administrator except deleting/transferring organization ownership. Otherwise, do not select this
option.

Select Yes if you wish to Activate the account administrator. Alternatively, select No if you wish to create
an account administrator, but activate at a later time. The click Create admin.

Create administrator X
Name: Jon ’
Email: jon@zyxelcom )
Organization access: Full -
Activate: Yes -
Create admin

The Account status field will show Unverified. Click Save.

Administrators

bt @Udmlmstmtors [ Import m

Email address Accountstatus  Lastaccesstime (UTC)  Createdate(utc) ([5]
] SYu syu@zyxelcomtw [Owner | o] 2021-10-05 082116 2021-07-12 06:4424 2021
] Jon jon@zyxel com tw Organization (Full) Organization (Delegated) [ Unverified Never - 2021

] 3

r Cancel

(Please allow 1-2 minutes for changes to take effect)

The Account status field will show OK after saving. The new administrator will receive an email
noftification.
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Administrators

Email address Merged privilege | Privilege Accountstatus  Last access time (UTC)  Create date (UTC) El,
0 syu syu@zyxelcomtw [ Owner] [ Owner| o] 2021-10-05 082116 2021-07-1206:4424 2021
L] Jon jon@zyxel.comiw Organization (Full) Organization (Delegated) 2021-10-01 02:14.07 2021-10-05 09:16:15  2021-
4 »
or Cancel

(Please allow 1-2 minutes for changes to take effect)

3.12 Transfer the Ownership of the Organization

This section shows you how to transfer an organization’s ownership, which includes transfer ownership of
the Nebula Devices.

Note: Only the owner can transfer ownership of an organization to another administrator.

See Section 3.11 on page 76 if you want to tfransfer management of your Nebula
Devices only.

1 The new owner must be an administrator in the same organization. Go to the Organization-wide >
Administrators screen. Click Change owner.

Administrators

- administrators 2 Changeowner [% Import | - Add

Email address Merged privilege Privilege Last access time (UTC)  Createdate (UTC)  Status change date (UTC) El
=] elyu@zyxelcomtw @ @ m 2022-11-02 010416 2021-07-1206:4424  2021-07-12 06:44:24
0 j@zyxel comtw oK ] 2022-10-21 01:26:43 2021-10-06 0210:50  2021-10-06 02:4523
m zhen@zyxel.com tw E3 2022-06-07 0142:02 2022-0110 050915  2022-01-10 05:0915
| . Vuang@zyxelcomtw ok ] 2022-11-01 06:30:04 2022-03-16 02:08:48 2022-03-16 02:08:48
] hen@zyxel com tw oK ] 2002-07-11 03:33:51 2022-08-16 0826:00  2022-03-16 083:26:09
] ckuo@zyxel comtw B 2022-11-01 06:33:09 2022-10-21 015144  2022-10-21 0151:44

2 Select the new owner from the other administrators in this organization from the drop-down menu.
Select the checkbox to continue, and click Yes fo confirm fransfer of ownership.

Change organization owner X

Please select current organization admin to become new owner.

John - j@zyxel comtw -

The process will take a while, it will automatically reload the privilege when task is done.

This action will cause you lose ownership rights include Nebula devices
under this organization. Do you want to continue?

The new owner will be notified by email and must accept ownership of the organization.
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3.13 Manage a Configuration Template

This section shows you how to use a configuration template to manage sites for your organization.
Create asite and then bind a site to a template. You may enable the local override function if you want
to configure some specific settings directly in a site after a site is bound to a template.

Note: This feature is available to an organization administrator with full privileges only (see
Table 202 on page 581 for details on organization privileges).

1 Creatfe and Bind a Template Site/Setting
2 Duplicate and Import a Template Setting to a Site

3 Enable the Override Site-wide Configuration (Local Override) Feature
3.13.1 Create and Bind a Template Site/Setting

1 Go to the Organization-wide > Organization-wide manage > Configuration templates screen. Click
+Create.

Configuration templates

[J site-wide general m
() ssiD Template Zyxel 2
[J switch Templatet m

or Cancel

2 The following screen appears. Enter a Template name and Template description for the tfemplate site or
setting you want to create.
To create a new configuration template, select Create new configuration template.
To import an existing template from a site or template, select Import settings from.
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Create a new template X
Template name: SSID Template 2

Template description: Zyxe

Q Import settings from: b

Create new configuration O\
Sites
¥ou could also bind sites during Hgjnechu
Target sites: Kaohsiung
SiteO1
Taipei :
Templates

Site-wide general

-

Note: Under Import settings from, select a site from Sites to copy a site’s settings. Under Import
setting from, select a template from Templates to copy a site’s site-wide general
setting, an Access Point’s SSIDs setting or a Switch’s port setting.

Select a site from the Target sites drop-down list box to bind the template to a site.
Click Create and then click Save to save the changes.

Create a new template X

Template name: SSID Template2

Template description: Zyxel
Import settings from: -

Q Create new configuration template

You could also bind sites during create template:

Target sites: -
Hsinchu
Kaohsiun
: oo [
Sited
Taipei ‘

If you skip this step, you can bind a template to a site later. Go to the Organization-wide > Organization-
wide manage > Configuration templates screen. Select the template you want to use and then click the
row with the template that you want to bind to a site.
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Configuration templates
B Name Description # bound sites Bound sites
[J site-wide general 1 m
SSID Template 2 Zyxel 0
O ssiD Templatet Zyxel 2
[J ssID Template3 0
[J switch Templatet 1 m
or Cancel

The following screen appears. Click Bind additional site to select the site you want to bind the template
fo.

Configuration templates

Configurgtion template list / SSID Template2

1site are bound to this configuration template.
Q Sears - Dste

Tags Device Local Override

7 [ a» [ swcH SITEWI

The following screen appears. Click the Target sites drop-down list box.

Select sites to follow "SSID Template 2" X

Target sites:
Hsinchu
Kaohsiung

Site01
_ Ll

Select a site from the Target sites drop-down box list and then click Bind.

Select sites to follow "SSID Template 2" X
Target sites: | .

=)

Click Save to save the changes.
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Configuration templates

Configuration template list / SSID Template?

2 sites are bound to this configuration template.

Bind additional site m Revert to template setting - selected in(2 ) site

1] Name Tags Device Local Override

7 N T BT

Q

r 2l

(Please allow 1-2 minutes for changes to take effect)

8 A configuration template is created as shown in the Organization-wide > Organization-wide manage >
Configuration templates screen.

Configuration templates

B Name Description # bound sites Bound sites
[ site-wide general 0
(D ssiD Template 2 Zyxel 1 )
[J ssID Templatel Zyxel [}
[ ssID Template3 0
[ switch Templatel o]
1 3

9 Torelease a site from using a configuration template, select a site and then click Unbind to unbind the
site. The site which is unbound from the template still retains the settings applied from the template. The
following screen appears. Click Confirm to confirm the changes.

Unbind from template X

Unbind site(s) from the configuration template and keep current setting.

10 Click Save to save the changes.
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Configuration templates

t / SSID Ter

Configurgtion te

2 sites are bound to this configuration plate.

Bind additional site m Revert to template setting 2 hd sslectad in @ Site

i Name Tags Device Local Override

r caneel

(Please allow 1-2 minutes for changes to take effect)

3.13.2 Duplicate and Import a Template Setting to a Site
This section shows you how to duplicate and then import the following femplate settings to a site:

* The site-wide general setting includes the device configuration, SNMP and captive portal re-
authentication.

¢ An Access Point's SSID setting.
* A Switch’s port setfting.

The site-wide general setting

1 Select a bound site from the Site drop-down list box.

Group: TW Test ~  Organization: TestJuly v |site: zynetTW - Q @ 0} 5:(:):3 ] o

Sites

testSite-02-23

Configuration management

TW Temp

Synchronization ZyNet TW
TW-

Settings: site-wlde ¢ TS

Template

From source site: TWTefnp  Site-wide general X

SSID Template2 v
To site{s): -

2 Go to the Organization-wide > Organization-wide manage > Configuration management screen. Under
Synchronization, select the Site-wide settings in Settings fo copy a site's general setting to another site.
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Configuration management

Synchronization

Settings: Site-wide settings v
‘ Site-wide settings '
From source site: =
55IDs
To site(s): ) )
Kaohsiung v

Switch settings clone

From source DO.Cr AS. ACCAAA -
device:
To device(s): -

D Include uplink port settings

From the From source site drop-down list box, select the site you want o copy the Site-wide settings
from.

Configuration management

Synchronization

Settings: Site-wide settings -
From source site:  einehy -
To site(s): Q

Hsinchu

M Kaohsiung

Site01
Taipei
Switch settings clone
From source PO AR AT A -
device:
To device(s): -

D Include uplink port settings

From the To site(s) drop-down list box, select the site you want to import the Site-wide settings to. Click
Sync to save the changes.
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Configuration management
Synchronization

Settings: Site-wide settings -

Fromsource  £| Ex100W_0630
site:

6 sitels):

Switch settings clone

From source -
device:
To device(s): -

D Include uplink port settings

An Access Point’s SSID Setting

Go to Organization-wide > Organization-wide manage > Configuration management screen. Under
Synchronization, select SSIDs to copy a site’s SSIDs settings to another site. The duplicated SSIDs include
the authentication and captive portal settings.

Configuration management

Synchronization
Settings: 55108 -
Site-wide settings

From source site: =
SSIDs

To site(s):

Kaohsiung -

Switch settings clone

From source BR-E-ATAEEAAA v
device:
To device(s): -

D Include uplink port settings
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From the From source site drop-down list box, select the site you want to copy the SSIDs from.

Configuration management

Synchronization

Settings: 55Ds =

From source site:  einehy

-

To site(s): Q

Hsinchu

ot will be svA kaohsiung
SiteO1
Taipei
Switch settings clone

From source DO.Cr AS. ACCAAA -
device:
To device(s): -

D Include uplink port settings

From the To site(s) drop-down list box, select the site you want to import the SSIDs to. Click Sync to save
the changes.

Configuration management
Synchronization

Settings:

Fromsource  £| Ex100W_0630
site:

6 sitels):

Switch settings clone

From source -
device:
To device(s): -

D Include uplink port settings
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A Switch’s Port Setting

Go to the Organization-wide > Organization-wide manage > Configuration management screen. Under
Switch settings clone, select the Nebula Device's MAC address from the From source device drop-down
list box. The cloned switch setting includes the port setting, IGMP advanced settings and STP bridge
priority.

Configuration management

Synchronization

Settings: 55Ds =
From source site:  einehy >
To site(s): ) )

Kaohsiung -

Switch settings clone

From source DO.Cr AS ACCAAA -
device:

To device(s):

D Include uplink port settings

Vhat will be cloned?

From the To device(s) drop-down list box, select the Nebula Device's MAC address you want to import
the Switch setting to. Click Clone to save the changes.
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Configuration management

Synchronization

Settings: 55Ds =
From source site:  einehy >
To site(s): ) )

Kaohsiung -

Switch settings clone

From source ROEM-A2-AECAAA v
device:

( To device(s): - ]

D Include uplink port settings

3.13.3 Enable the Override Site-wide Configuration (Local Override)
Feature

A configuration template is a list of common settings that you can bind (apply) to a site. If you do not
want to apply any new settings from the template to a site, just unbind that site. If you want fo configure
some specific settings directly in a site after the site is bound to a femplate, turn on the local override
function. This feature is available to an organization administrator with full privileges only.

This section shows you how to enable the Override site-wide configuration feature to update site
information. Select a bound site from the Site drop-down list box to edit the details of the selected site.

Group: TW Test ~  Organization: Test July -+ |site zynetTW = Q @ Q @ 1o °
a ‘ - HH
Sites
estSite-02-23
Configuration management .
TW Temp
Synchronization ZyNet TW
Settings: oo DyMerTW-2
Template
Fromysolrssite TWTegnp | Site-wide general -
SSID Template2

1 Go to apage under Site-wide > Configure and then select the Override site-wide configuration box. The
Configuration page of a bound site contains an Override site-wide configuration box.

NCC User's Guide

88



Chapter 3 Tutorials

3

This site is bound to template SSID Tempigte?

[ override site-wide configuration

Site information
ZyNet TW

Local time zone Taiwan ¥  Asia - Taipei (UTC +8.0)

Site location

This site location will apply to your new added device(s) as address

on map automatically.

nfiguration of the template SSID Temp :r—:,;m

This site uses the

The following screen appears. Click Confirm fo continue.

Override template X

Configuration in this page will not follow template Site Templatel

Clo se@

Please click confirm to continue..

In the Site-wide > Configure > Site settings screen, edit the Site information, Device configuration,
Captive portal reauthentication, SNMP and Voucher settings on the following page. Click Save to save

the changes.

This site is bound to template SSID Ter ate?

Override site-wide configuration

Site information
Site name ZyNet TW
Taiwan ¥  Asio - Taipei (UTC +8.0)

Local time zone

Site location

location will apply to your new added device(s) as address

tomatically.

To verify the local override setting of a site, go to Organization-wide > Organization-wide manage >
Configuration templates. The Local Override field may show that AP/SWITCH/GATEWAY /SITE-WIDE
settings in the template do not apply to the site. A tag for AP, as shown in the following figure, indicates
that Access Point settings have a local override and any further changes in the template’s AP settings

will not be synchronized to the site.
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5

Configuration templates

1site are bound to this configuration template.

Bind odditional site m Revert to templote setting - @:ele:ta: 'r@E'te

or Cancel

(Please allow 1-2 minutes for changes to take effect)

If you decide to go back to the original template settings, clear the Override site-wide configuration box
on any page under Site-wide > Configuration. The following screen appears. Click Confirm to confinue.

Revert override X

Configuration in this page will follow template Site Templatel.

-

Overwrite the Access Point / Switch Setting

Please click confirm to continue...

Go to any page under Site-wide > Configure > Access points / Switch and then select the Override

access point configuration box. Every Configuration page of a bound site contains an Override site-
wide configuration box.

Note: If the local override configuration is enabled on one page, all configuration pages of
the Nebula Devices in the selected site will be enabled.
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2

3

i Override acces confi
SSID advanced settings ‘ [ Override access point configuration )

SsiD- | SSID1 -

MNetwork access
Security options o Open

Users can connect without entering a password

Enhanced-opzn @
User can cennect without password. Enhanced open provides improved data encryption in open Wi-Fi networks

WPA Personal With 2 v
Users must enter the password to associote

Dynamic personal psk @ Model list

() MAC-based Authentication with . " -

Use MAC cddress as a username and password

WPA Enterprise with v
Use 8021X authentication that requires a unique username and password

WPA Enterprise with n + 4 + -

Sign-in method © Disobled
Users can access the network without any web cuthentication
Click-to-continue
Users must view and agree the captive portal page then can access the network
Voucher

Users must enter a voucher code then can access the network

Create and manage voucher passcode on the Vo
Sign-on with 'Nebula cloud authentication

Users must enter a username and password then can access the network

This allows a specific type of Nebula Device setting override. The following screen appears. Click
Confirm to confinue.

Override template X

Configuration in this page will not follow template Site Templatel.

In Site-wide > Configure > Access point > SSID settings, edit your SSIDs, authentication or captive portal
settings on the following page. Click Save to save the changes.

Please click confirm to continue...
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SSID settings Override access point configuration

Advanced mode: [EET) @D whotisthis®

= ! . : s :
ssiDt % ssiD2 < ©  ssipa
Enckied @ a» »
Programmable SSID Beta J» a» a»
Tagging
Enable SSID on APs with any of the specifisd tags Enable SSID on APs with any of the specified tags Enable SSID on APs with any of the specifie
B e B e o
SSID advanced settings Edit Edit
WLAN security Open Open Open
Sign-in method Disable Disable Disable
VLAN ID 1 1 1
Rate limiting @unlimited Kb/sTunlimited Kb/s @unlimited Kb/sTunlimited Kb/s @unlimited Kb/sTunlimited Kb/s
Captive portal customization Edit Edit

Theme Modern Modern Modern e

In the Site-wide > Configuration > Switches > Switch settings screen, edit VLAN configuration, STP
configuration, Quality of service, or Port mirroring settings on the following page. Click Save to save the
changes.

Switch settings | Override switch configuration

Auto configuration recovery Model list

Auto configuration recovery @ ‘:,

VLAN configuration
Management VLAN 1 *

Before changing management VLAN, please check that uplink port enable management control and belongs to management VLAN member for
avoiding disconnect with NCC.
To configure management control port in Switch ports

STP configuration

Rapid spanning tree protocol (RSTP) (D

idge priority: @
STP bridge priority: Switches Bridge prior

Default 32788

To go back to the original femplate settings, clear the Override switch configuration box on any page
under Site-wide > Configuration > Access points / Switches. The following screen appears. Click Confirm
to continue.
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Revert override X

Configuration in this page will follow template Site Templatel.

-

Please click confirm to continue...

3.14 Activate an MSP License

You must have an NCC account and an MSP license pack to activate an MSP license.

To activate an MSP pack, do the following:

1 Click the More icon (upper right) and select My devices & services.

Q ©

1t =3 My devices & services JIEN

id  Active sessions

¥ Recent logins

2 Select the Services tab.

User > My devices & services
My devices & services

The list of all Nebula devices and services that have been owned by your account

Devices Purchase history

+ License key Service description Start date End date Status Actions Registered date Activated date

LIC-NMSP-2YR-202206230916 Nebula MSP Pack License; 2YR 2022-07-01  2024-07-01 Activated Transferlicense 2022-06-23 2022-07-01

3 Select the MSP Pack license, click Actions, and select Activate. The MSP menus can now unlock the MSP
branding, Admins & teams, Cross-org synchronization, and MSP alerts features (see Chapter 13 on page
570 for details on the MSP menus).

3.15 Configure CNP/CNP Plus Security Services

Different features are enabled depending on the type of trial license you purchased.
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If you activate the CNP trial license, only the IP reputation filter is enabled. If you activate the CNP Plus
trial license, IP reputation filter and application visibility & optimization are enabled.

3.15.1 Threat Protection

An IP address with a bad reputation is an IP address associated with suspicious activities, such as spam,
virus, and phishing. These are stored in a database. IP reputation checks the reputation of an IPv4 (only)
IP address from the database. When there are packets coming from an IPv4 address with bad
reputation, you can set the Nebula Device to respond by blocking these packets. You can change the
response action setin NCC. You can also configure an exempt list to allow packets from specific IP
addresses regardless of their content rating.

Both the CNP/CNP Plus licenses enable the IP reputation filter feature. To configure IP reputation filter, do
the following:

1 Go to Site-wide > Configure > Access points > Security service.

2 Referto Section 5.3.6 on page 268 for details on how to configure the Threat Protection fields.

% Threat Protection Model list

Enabled

DNS Threat/IP Reputation Filter screens out unsafe phishing sites or botnets to provide users a trustworthy wireless service

This high risk page is blocked by Zyxel Connect & Protect service due it may contain maliclous

Neotification page ‘_

3 Thenclick Save.
Go to Site-wide > Dashboard: Hit for Threat Protection by CNP Service to view the following:

» total number of times packets coming from an IPv4 address with a bad reputation occur, and

¢ the number of times connection attempts to an IPv4 address with a bad reputation occur.
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G

Total Scan for AP Network IP Reputation Filter: 1075025601

3.15.2 Application Visibility & Optimization

Application visibility provides a way for a Nebula-managed Access Point to manage applications in WiFi
network. It can detect the type of applications used by WiFi clients and how much bandwidth they use.

Application optimization is a way to limit the bandwidth usage of applications in the WiFi network. For
example, applications that need real time traffic such as video stfreaming may use more resources. Use
application optimization to limit the bandwidth used to stream video to prevent it from slowing down
your WiFi network. Application optimization limits the applications bandwidth usage by their categories.
You can manage and view the applications and their categories in Site-wide > Applications usage >
Application View by Access Point.

You need o purchase the CNP Plus license to enable application visibility & optimization. To configure
application visibility & optimization, do the following:

1 Go to Site-wide > Applications usage.
2 Make sure you are in Application View (--> Category View is displayed)
3 Select Application View by Access Point in the Applications field.

4 Hover the mouse pointer anywhere on an application row. Click the Limit icon to set its Bandwidth limit.
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3

—
L
o

- upp\icoticns

Bandwidth limit

{Applications  Application view by Access Point - v Last24hours ~ O
o o
\\‘i-! =
\ i =)
\ 367.37 M8 -
— 282GB
fi.
183,68 MB - ; / \
& | "
; Obytes T T ; i T T T T T T T — T —
Application 1930 2100 2230 TFeb 0130 0300 0430 0600 0730 0900 1030 1200 1330 1600 1830 18

® Apple Web Services 5Mb @ 4 13268 4680%
(] Microsoft SharePoint Microsoft Office 20Mb 28736 MB 9.96%
[] Akamai Web Services 5Mb 25827 MB 8.96%
(] Apple iTunes Web Services SMb 163.67 MB 5.68%
[] Microsoft Outlook Mail 10Mb 9471 MB 328%
(] Facebook Social Network 20Mb 78.06 MB 271%
[] Microsoft Office Microsoft Office 20Mb 68.31MB 237%
(] QuIC Web Services SMb 5780 MB 200%
[] HTTPS Web Services 5Mb 56.28 MB 1953
(] Zoom Video Telephony (VoIP) 20Mb 53.25 MB 185%
Use the slider or enter the Traffic allowed in Mb/s (1 — 30 or Unlimited).
Web Services X

15M

Unlimited

(Mb/s)(1 - 30)

Bandwidth limit applies on application category.
network bandwidth.

(Per client device traffic rate)

The setting helps on smooth wireless experience by limiting the applications consuming large amounts of

Then click Ok.

To monitor the application bandwidth usage, go to Site-wide > Dashboard: Access points application
usage to view the fop ten applications that use the most bandwidth in the site.
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Qj‘ AP Traffic Gan)
ot

31GB

3.16 Delete an Organization

Only the Organization owner can delete an Organization. An Organization can be deleted only when it
has no site(s), administrator(s), user(s), license(s), or Nebula Device(s) in the Organization.

To delete an Organization from the NCC, do the following:

3.16.1 Remove All Nebula Devices

1 Go to Organization-wide > License & inventory > Devices tab (1).
2 Click the check box (2) to select all Nebula Devices.

3 Click the Actions button (3).

License & inventory

Overview 1 Licenses Trial Change log Purchase History

1 Access point 3 switch @ 1 security Appliance u (O Mobile Router
3 ‘ In s Both = selected in (5 ) devices. + Add [> Export~

Claimdate License expiration date

60310784 E184 Access Point NAP102 5162725100249 60319784 E184 20221250  2024-07-22 Nebula Professional Pack

SCE28CSCO048  Security Gateway  NSGS0 5172037100056  SCEZBCSCO0048 20221220  2023-07-22 Nebula Professional Pack

BC:CFAFA7IDF1 Switch G51350-6HP S192L11090036  BC:CF4F-477D:F 202241220  2023-07-05 Nebula Professional Pack

XGS220-30HP_Test  Switch XES2220-30HP  S222116080040  BB-ECAZFFEEIA 2003-01-05  2023-06-23 Nebula Professional Pack

20-06:20-11.0584 Switch X81930-12HP 200629110584 20:06:29-11.05:84 2023-01-10 2025-01-10 Nebula Professional Pack m

4 Click Remove from organization.

5 Click the Yes button to confirm, or click the delete icon to remove each devices individually.
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Remove devices X

You are going to remove device(s) from organization. Those device(s) belong to site will be removed and

network services will be stopped.

Device name MAC address Serial number Site
il
£EMN-21-07-0A.C1-0A aMN-21-07-0A.C1-0A CARITIACANMNTIAN QF Ofﬁce .
il
EM-CN-0r-Sr-Nn-A0 CACH-0r-Sr-Nn-A0 C1TI OTINNNER QF OfﬁCe .
il
AN-NE-N1-NE-0A AN-NE-N-11-NE-0 A ANNENNTINED A Alex test PoE schedules .
il
D AC-ATTM-C DM AC- ATTIMN-C1 CA0 MNONNI8 QF OfﬁCe .
il
YEQPIN_ANHP Tact Ro-E-ATEE-EE1A SO ARNGNNAN 2F OfﬁCe .

Do you want to continue?

3.16.2 Transfer All Licenses

See Section 3.7 on page 64 in this chapter for information on how to transfer licenses assigned to an
organization and Nebula Device to another Nebula Device in a different organization.

3.16.3 Delete All Sites

1 Go to Organization-wide > Organization-wide manage > Organization portal > Sites tab (1).
2 Click the check box (2) to select all sites.

3 Click the Delete button (3) to remove all sites.
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Map  Satellite

Google ®
1

ite tags Devices
3' @selected m®51tes Over the last day: O Client, 0 bytes

Keyboard shortouts. Mop data £2022 Google  10m L———1 Terms of Use'» Report & map erar

4 Clients Offline devices % Offline  Template

[ ] I G Obytes 0 3 1000 % SSID Template2
0 Obytes O (o] N/A

0 Obytes O (o] N/A

4 Click the Delete sites button to confirm.

Delete site confirmation X

Deleting sites is irreversible; all configuration and client data associate with those sites will be lost!

e ———
S

3.16.4 Delete All Administrators

1 Go to Organization-wide > Administrators (1).
2 Click the check box to select all administrators (2).
3 Click the Delete button (3).

4 Click the Save button (4) to confirm.
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Organization-wide » Administrators |

Administrators

Activati

= @ selected in @ﬂdmlmstmtors

Merged privilege Privilege Account status Last access time (UTC)

2022-02-07 00:56:07

4 r Cancel

(Please allow 1-2 minutes for changes to take effect.)

Createdate (UTC)  Status change date (=]

2021-07-1206:44:24  2021-07-1206:44:24

3.16.5 Remove All Users

3.16.6 Delete the Organization

1

2

3

Go to Organization-wide > Organization-wide manage > Cloud authentication (1).

Select the User tab (2).

Click the check box to select all users (3).

Click the Remove users button (4).

Click the Save button (5) to confirm.

5] v

| Crganization-wide > Configure > Cloud authen

Cloud authentication

2|user| mMac Depsk

Authorization~ VPNaccess~ | VLAN attribute »

4

Email Userna..  Descri..

nsbusvd3.. nsbusvd3 svdiest

test@gm.. test1234

BO21X

No

No

No

No

@ selected in @ Users

Authori.. Expirei.. Leoginby DPPSK & VLANGa..

No Email LTI Y Y

No e Email [IITT XY

H D or Cancel

(Please allow 1-2 minutes for changes to take effect.)

2FA St
Not Enroll

Not Enrall...

Bypass...

No

No

Authori.. Create.. Create.. E
N
sddord@.. 2022-12-27 06

e sddord@.. 2022-12-27 06

b

Go to Organization-wide > Organization-wide manage > Organization settings (1).

Enter the Name of the organization you wish to remove (2).

Click the Delete organization button (3).
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Settings

Organization information

@m- Test_July ) 9

Country: Taiwan -
Security
Idle Timeout @ \) 0 minutes of inactivity will logout users.

% Login IP ranges ‘:’ Only allow access to this organization from IP addresses in the specified ranges.

This computer is using IP address : 61.222.86.26

Import certificate ‘\) Use my certificate

You can delete this organization only if it has no sites, adminis s, Users, licenses, or devices registered in this inventory

Delete this crganization

Please check your setting as below: sites

Delete organization 3

4 Click the OK button to confirm.

WARNING

WARNING!
Deleting an organization cannct be reversed! Are you sure you want to delete this organization?

Cancel | OK |

—

3.17 Remote Access VPN Setup

The following figure illustrates a secure VPN channel configured through Nebula. The VPN client (C)
remotely accesses the office server (A) through the Nebula Device (S) in a typical work from home

scenario.
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A

To set up aremote access VPN on Nebula, do the following:

e Create a VPN user
¢ Enable the remote access VPN rule for IPSec VPN client

¢ Check the connection in Nebula.

The user needs to do the following:

¢ Set up the VPN using Zyxel's SecuExtender (only), a VPN client software
* Import the VPN configuration file
* Open the VPN tunnel

¢ Set up two Factor Authentication on a mobile device to bind the user account.
3.17.1 Create a VPN User

1 Go to the Site-wide > Configure > Cloud authentication screen. Click +Add to create a user.

Cloud authentication  (Site :AE_Test)

User MAC DPPSK

* (2)users [2 import | + Add | [3 Export~

Userna..  Descri... VPNac.. Authori. Expirein Loginby ~DPPSK & VLANG.. 2FASt.  Bypass.. Authori. Create.. Create.. [5]

D nsbusvd3 . nsbusvd3 svdtest No No No _ Email [ITITTT I Not Enroll. No . sddord@.. 2022-12-27141
[] test@gm.. test1234 No No No . Email (ITTTITT Not Enroll.. No sdd9.rd@.. 2022-12-2714:.

4 3

2 Enter an Email, Username, generate or enter a Password (4 — 31 characters, including 0-9 a-z A-Z
~@#3%R* (_+-={} | [I;"./<> 2). Click Allow to use Remote VPN access. Click Does not expire to set no
time limit for this user account. Select Username or Email in Login by. Click to select Email account
information to user. Then click Create user.
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Create user

Account type:

Email:

Username:

Description:

Password:

DPFPSK:

8021x:

VPN Access:
Authorized:

Expires:

Login by:

Two-Factor Auth.:

Email to user:

VLAN assignment:

USER

vpnuser@zyxel.com

vpnuser

viMMB4In

had A
_ Generate
', Generate

D Allow to use WPA-Enterprise to access network

Allow to use Remote VPN access
Yes -
© Does not expire
*
minutes ¥

Expires in:

Username or Email -

D Bypass two-factor authentication.

Email account information to user.

B3 -

3 Click Save.

Site-wide > Configure > Cloud
Cloud authentication

User MAC DPPSK

| Userna...
[ nsbusvd3d_ nsbusvd3
[] test@gm.. testi234
[ wvpnuser vpnuser

ication

(Site :AE_Test)

Desori...

svdtest

Authori... DPPSK & VLANG..

Login by

Expire in

No No No _ Email
No No No _ Email (IXYTYT o
No ves ves Never Usernam _

r anes!

(Please allow 1-2 minutes for changes to take effect)

Not Enrall

Not Enroll..

Not Enrall

No

No

No

samuelyu.

sdd9 rd@

sdd9.rd@..

samuelyu.

2022-12-27 141

2022-12-2714:.

3.17.2 Enable the Remote Access VPN Rule for IPSec VPN Client

1 Go to the Site-wide > Configure > Firewall > Remote access VPN screen. Click IPSec VPN server to
enable VPN. Enter the IP address range in Client VPN subnet. Select IKEv2 in IKE version.
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Click Two-factor authentication with Captive Portal to enable two-factor authentication with the Google
authenticator app. The VPN client will be asked to provide a Google authenticator verification code, so
must install the Google Authenticator app. Then click Save.

Remote VPN
N .
a 4435
: « .
- oz @
C -u|:|
1 al-i-
______ PN J

(Please allow 1-2 minutes for changes to take affect )

Click Send Email to give your VPN client the configuration instructions through email.

Remote accese VPN

Nsbla Cloud -
& ptive Portsl @
e 5 serd v
un v »
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3.17.3 VPN Setup by the VPN Client

1 The VPN client should receive the following emails:

= Configuration for Secukxtender IPSec VPN Client email with attached VPN configuration file (.tgb).
Save the configuration file in your computer.

* Nebula Cloud Account Information email with the following login information: Email, Username,
Password, and Expired time (validity = NEVER).

2 Click the link in the Configuration for SecuExtender IPSec VPN Client email for instructions on installing the
SecuExtender and activating the license key. The How to activate SecuExtender license key after your
online purchase webpage appears.

¢ Click Download.

» Select the SecuExtender app based on your computer’'s operating system to install it.
¢ Follow the online prompts to activate the SecuExtender license.

3.17.4 Import the VPN Configuration File

1 Save the attached VPN configuration file (.tgb) from the Configuration for SecuExtender IPSec VPN
Client email on the VPN user’'s computer.

2 On your computer, open Secukxtender. Click the menu icon.

VPN Connections X

' &

3 Click Configuration > Import.
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W SecuExtender IPSec VPN Client — O e
Configuration Tools 7

Save Ctrl+5

Import
Export

Get from Server
Move to USB Drive

Wizard...
Quit

IKE V2 tunnel creation wizard

@ Export all IKE ¥2 tunnels

& VPN Client ready

4 Locate in your computer and click Open to import the VPN configuration file from the Configuration for
SecuExtender IPSec VPN Client email.
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Configuration Tools 7

] ven confi| W Open

*

Quick access

Desktop
(o ]
Libraries

This PC

MNetwork

W SecuExtender IPSec VPN Client

Lookin: | | | P15

v @@ e mr

MName

How to Setup Zyxel Nebula Remote Acce... 2022/5/30 T4 05:34 File fe

PDF Files
PNG Files

SecuExtender VPN Client_IPSec_6.6.87.10... 2022/6/16 T4 01:29 File ft

uG

[ % IKEv2-alpha-6ebedd3s.d2ns-nbl.com.tgb  2022/6/16 L4F 10:56 TheG

-

Date modified Type

2022/4/12 T4 02:55 File fe
2022/6/16 £4 10:37 File fe

2022/6/16 T4 01:26 File fe

£ >
File name: | |IKEv 2-alpha-6ebe4d35.d Zns-nbl.com tgb - |
Flesoftype: | Compatible files (*tgb) |

[ Open as read-only

& VPN Client ready

5 Click RemoteAccessVPN in VPN Configuration > IKE V2 > RemoteAccessVPN.
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W SecuExtender IPSec VPN Client — O e

Configuration Tools 7

] vPN Configuration KE V2
- IKE V1
IKE V1 Parameters ) )
IKE V2 Configuration

his ol of IKE

IKE V2 tunnel creation wizard

@ Export all IKE ¥2 tunnels

& VPN Client ready

3.17.5 Open the VPN Tunnel

1 Right-click RemoteAccessVPN in VPN Configuration > IKE V2 > RemoteAccessVPN and click Open
tunnel.

NCC User's Guide
108



Chapter 3 Tutorials

W SecuExtender IPSec VPN Client — O e

Configuration Tools 7

RemoteAccessVPN: Child SA

[Z] VPN Configuration ChidSA  Advanced Automation Remote Sharing IPV4 B0
B IKE VL
| IKE V1 Parameters
i lect:
B IKE V2 Traffic
E“: Ii)emoheAccessVPN VPN Client address | 6 .0 .0 .0 |
Open tunnel Ctrl+0
Address type | Subnet address ~
Export
RemoteLANaddress| o .0 .0 .0 |
Copy Ctrl+C
Rename F2 Subnetmask| 0 .0 .0 . 0D |
Delete Del
Request configuration from the gateway

Cryptography

Encryption |AES CBC 256
Integrity |SHAZ2 256

Diffie-Hellman |DH21 (ECP 521) ~

IoI

Extended Sequence Mumber |1y

Lifetime

Child 5A Lifetime | 23800 sec.

& VPN Client ready

On the next screen, enter the Login: Username and Password from the Nebula Cloud Account
Information email. Then click OK.

W' RemoteAccessVPN Authentication x

q Enter Authentication login and password to open the
9 e

Logn: . vpnuser ‘

Password: 'uou| |
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Wait until Tunnel opened appears on the lower right of the screen.

An IP address will now appear in VPN Client address to replace the previous 0.0.0.0. The button lights
green in front of RemoteAccessVPN in VPN Configuration > IKE V2 > RemoteAccessVPN.

When Your connection isn’t private appears on the web browser, click Advanced to continue.

A

Your connection isn't private

Attackers might be trying to steal your information from 192.168.1.1 (for example, passwords

messages, or credit cards)

Click the Continue to xxx.xxx.x.x (unsafe) link on the bottom of the screen.

A

Your connection isn't private

Attackers might be trying to steal your information from 192.168.1.1 (for example. passwords

messages. or credit cards)

Hide advanced Go back

This server couldn't prove that it's 192.168.1.1; its security certificate is not trusted by your
computer’s operating system. This may be caused by a misconfiguration or an attacker
intercepting your connection.

Continue 1o 182, ﬁ 1.1 mmare}l

3.17.6 Set Up Two Factor Authentication to Bind the User Account

1

On the Two factor authentication screen, click Setup.
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L

The prompt to download and install the Google Authenticator app on a mobile device appears. Install
the Google Authenticator app. Then click Next.

Setup Google Authenticator

# Download on the GET IT ON
®& App Store P> Google play

2 Use the Google Authenticator app to scan the QR code. The QR code contains the user account
information created in step 2 of Create a VPN User. Enter the code. Then click Verify.
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Link your account

sean the QR code enter the following code (13D 10 CODY) N0 the app Y MAIEAAIA ETRI SALALILE 41 I IPAISERIARS |

Note: Two Factor Authentication needs to be set up by the user only once. On the next login,
just enter the Two Factor Authentication passcode.

The following screen will appear in the user's web browser.

e & A Mot r hetes/ /192 168.1.1

ZYXEL

[

3.17.7 Check the Connection in Nebula by the Administrator

Go to the Site-wide > Monitor > Firewall > VPN connections screen. The remote VPN connection should
appear in Client to site VPN login account table.
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VPM eonnactions

Connection status

Configuration: This security gateway is exporting 2 subnet over the VPN 19218810/24, 192887 024

Bite connectivity

Lecation Subnet Status Inbound Outbound Tunnal Up Tima Last Heartbeat

Men-Mebula VPM peers connectivity

Tunnel Up Time

Remote AP VPN

Cllent to site VPN login account
User Nama Hostnama Assignad IP Public i

vpnuser 192,148,100.3 114.43.70.129

3.18 Route L2TP VPN Traffic

L2TP (Layer 2 Tunneling Protocol) is a tunneling protocol used to support virtual private networks (VPNs).
L2TP works at layer 2 (the data link layer) to tunnel network fraffic between two Nebula Devices over
another network (like the Internet). In L2TP VPN, establish an IPSec (Internet Protocol Security) VPN tunnel
first and then build an L2TP tunnel inside it. IPSec VPN connects IPSec routers or remote users using an
IPSec software such as SecuExtender.

The following example figure shows a VPN client (C) connecting to a Nebula Device (R1) through an
L2TP VPN (V1). Nebula Device (R1) connects to Nebula Device (R2) using site-fo-site VPN (V2). The VPN
client (C) can access a server (S) inside the Nebula Device (R2) through the two VPN tunnels (V1, V2).

R1 R2

V2 v
{ | 39 n

LAN: 192.168.0.1/24 LAN: 192.168.20.1/24

Vi

192.168.20.100
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You can sef up a VPN site-fo-site tunnel fo a cloud computing service like Microsoft Azure. To route L2TP
fraffic between your site and Microsoft Azure site, do the following:

Nebula Device (Firewall device) IP address | 192.168.1.1
L2TP VPN (source site) 192.168.3.0/24
Microsoft Azure network (destination site) 172.10.1.0/24

Go to Site-wide > Configure > Firewall > Routing: Policy Route/Traffic Shaping: Add.

¢ Enter a definition for the rule in Description: for example, L2TP_Routing.

* Enter the L2TP IP address range to which this rule applies in Source IP: 192.168.3.0/24.
¢ Entfer the Destination IP address range to which this rule applies: 172.10.1.0/24.

¢ Select Any protocol to apply the policy route to in Service.

* Click fo enable Policy Route.

» Select VPN Traffic in Type to route the matched packets through the VPN ftunnel you specified in the
Next-Hop field.

e Select the remote VPN gateway's site name in Next-Hop.

Then click Update. Network traffic can now pass between your site and Microsoft Azure site through the
L2TP tunnel.

Update policy route / Traffic Shaping Rule X

Matching Criteria

Descuphar: |L2TP Routing |

Source: !
| 1921683.0/24 @ |

Destination: !
| 1721010/24 @ |

Service: | |
Any -

Policy Route ‘:
Type: | VPN Traffic 7 |
Next-Hop: | HQ - |

Traffic Shaping :’
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3.19 Resolve WiFi Connection Problems (for Nebula APs
only)

The WIiFi Aid tab in Site-wide > Clients helps you identify connection problems between WiFi clients and
supported AP(s) for a selected fime range.

Note: Make sure your Nebula AP is using the latest firmware.

The following tables allow you to view and identify connection problems using the following categories.

e Connection Issues by SSID
e Connection Issues by Client
¢ Connection Issues by Access Point

» Captive Portal Login Issues by Client

client list ¥ wiFi aid (B0 ¥ connection oo [

This featurs is designed to provide an overview to summarize the issus from a wireless client connection. It's only avallable for access pointa

client devices aifected by connection problems

Cannection issues by access paint Captive portal login issues by client
Access pont & Clients affected by conmecton problems Client device & Faibed authenticatson
Product team

Connection Issues by SSID

This table displays the number of WiFi clients with WiFi connection/DHCP client/DNS failures in each WiFi
network. The list displays the WiFi network with the most connection failures first, in descending order.

1 Click a hyperlink in the # Clients affected by connection problems column.
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Connection issues by SSID

SSID # Clients affected by connection problems

e-Nebula-FT m

The Site-wide > Monitor > Site features logs screen appears showing all related event logs for WiFi clients
in the e-Nebula-FT WiFi network in the last 24 hours.

Clients
Client list ¥ wiri aid EE8) & connection log [EZ5)
Lostashours - alars = irsless e connecti = Al clients =
Connection time Connected to Event type Detail Issue

2023-01-16 17:37:32

Wireless foiled connection [WiFi Aid] Station: a0:78:17:8d:4d-b9 blocked by key handshake fail on Channel: 112, SSID: e-Nebula-FT, 5GHz, Signal: -88dBm
2023-01-16 17:26:21 Wireless failed connection [WiFi Aid] Station: Be:34:72:56:40:74 blocked by key handshake fail on Channel: 8, SSID: e-Nebula-FT, 24GHz, Signal: 0dBm, [
2023-01-16 17:13:58 wireless foiled connection [WiFi Aid] Station: 2210:08:0b:66:c8 blocked by key handshake fail on Channel: 112, $8ID: e-Nebula-FT, 5GHz, Signal: 0dBm, [
2023-01-16 16:33:49 Wireless foiled connection [WiFi Aid] Station: fé:11:ba-5e-ab-ef blocked by key handshake fail on Channel: 112, 8SID: e-Nebula-FT, 5GHz, Signal: 0dBm, D¢
2023-01-16 16:33:48 Wireless foiled connection [WiFi Aid] Station: fé:11:ba:5erabref blocked by key handshake fail on Channel: 6, 551D: e-Nebula-FT, 24GHz, Signal: 0dBm, D
2023-01-16 16:28:59 DHCP client [WiFi Aid] F6:11:BA:5E:AB:EF failed to receive an IP address due to DHCP failure/timeout (No response after offer) with DHCF
2023-01-16 14:50:09 wireless foiled connection [WiFi Aid] Station: fé:6c:06:d2:51:af blocked by key handshake fail on Channel: 1, SSID: e-Nebula-FT, 2.4GHz, Signal- -75dBm,
2023-01-16 14:41.58 Wireless foiled connection [WiFi Aid] Station: b6:5b:d8f7-60-1c blocked by key handshake fail on Channel: 112, SSID: e-Nebula-FT, 5GHz, Signal: -76dBm,
2023-01-16 14:28:49 Wireless failed connection [WiFi Aid] Station: 30:9c:59:3a:f5:¢3 blocked by key handshake fail on Channel: 112, SSID: e-Mebula-FT, SGHz, Signal: -93dBm

2023-01-16 13:03:34

wireless foiled connection [WiFi Aid] Station: 7c:04:d0:f1:50:51 blocked by key handshake fail on Channel. §, $SID: e-Nebula-FT, 2 4GHz, Signal: 0dBm, D

1 3

Page 1 of2 > D| Resultsperpage: 10 -

Use the following information listed in chronological order to resolve WiFi connection issues.
¢ Connection time. This shows the starting fime period from which the event log occurred.
¢ Connected to. This shows the name (if available) or MAC address of the connected client.

e Event type. This shows the event type (Association, Authentication, Disconnection, DHCP server,
Wireless failed connection, DHCP client, DNS failure, Captive portal) that occurred.

¢ Detail issue. This shows a summary of the APs event logs in chronological order.

Connection Issues by Client
This table displays the number of WiFi clients with failed connection attempts (WiFi connection/DHCP

client/DNS failures — numerator) over the number of total connection attempts (denominator). The list
displays the WiFi client with the most connection failures first, in descending order.

Click a hyperlink in the Client device column.
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Connection issues by client
Client device # Failed/total connections failed issue

2/16 Wireless connection
1/14 ‘Wireless connection
1/16 Wireless connection
1/17 ‘Wireless connection
1/3 DHCP

1/1 Wireless connection

The Site-wide > Clients > Client list: WiFi client details screen appears showing individual client statistics.

Client / D235.0EEETIF &
o
Basic information ol N e \‘Ibog Map Satellite
) -
= n & QY (o
Status = (Lost seen 2023-01-16 11:48:55) ' 1/ Ll
e fra
Lo
SSID: e-Nebula-FT
Connected to: Product team @
signal '24
%
Security: WPA2-Parsonal d’!'
Captive portal
Art Gallery
User: ition Hall
EHIE
Manufacturer Unspecified ’
%
[o]53 Other 1
%
Capability 80211a/bla/n, BO211k/v/r () + B
Note 4 /
History: Eventlog =
Google boardsh e gle 10mL 1 Termsofise Report
Period ‘ 2 hours ‘ % 7days | ¥ 30days ‘
12718 KB 52.31KB)
500 1630 1800 1050 700 2% 16 Jan otz0 0300 o430 oz00 o730 1200 8¢
1500 1630 1800 19:30 200 2230 16.Jan 0130 0200 0430 0500 o730 09:00 030 1200 13:30
Network
IPv4 address 0000 L
MAC address: D2:35:0EEE71F9 08
EE Y os No data to display
03
o
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Use the information in this screen to identify the WiFi client with connection issues. See Table 24 on page
196 for the description of the fields.

Click History: Event log to view Nebula AP log messages. Enter the Nebula AP's name or a key word,
select one or multiple event types, or specify a date/time or even a time range to display only the log
messages related to it.

Click Ping to ping the client’s IP address from the Nebula AP to test connectivity.

Click the numerator hyperlink in the # Failed/total connections column.

Connection issues by client

Client device # Failed/total connections Latest foiled issue
M9 NCCET-En 2) 19 Wireless connection
SETOE1AAMEAD 1|14 Wireless connection
E-DA-CA.CHAD.09 116 Wireless connection
O&-5D.Mo.CT 1117 Wireless connection

cCe-n.o CC-AD.CC 1 3 D—'CP

_ 1 Wireless connection

The Site-wide > Monitor > Site features logs screen appears showing all related event logs between APs
and WiFi clients. See Section on page 115 on using the information listed in chronological order to
resolve WiFi connection issues.

Clients

Client list

F WiFi Aid

% Connection log

Last 24 hours >

Connection time

2023-071-16 13:44.10

2023-01116 13:44.08

All SSIDs -

Connected to

All APs

Event type
DHCP client [wiFi Aid]

Association

w  Association, Disconnecti_. v | D2:35:0EEl

Detail Issue
D2:35.0EEETIF9 succeeded to receive IP address 173162121, SSID: e-Nebula-FT.

Station: d2:35:0e:ee71f9 connected on Channel: 112, SSID: e-Nebula-FT, 5GHz, Signal: -52dBm. Interface:wlan-2-1

2023-01-16 1:33:51 Assaciation Station: d2:35:0e:ee71f3 connected on Channel: 112, SSID: e-Nebula-FT, 5GHz, Signal: -41dBm. Interface-wlan-2-1

2023-01-16 10:48:05 DHCP client [WiFi Aid] D2:35:0E:EE71:F9 succeeded to receive IP address 173.16.2.121, SSID: e-Nebula-FT.

2023-01-16 10:48:04 Association Station: d2:35:0e:ee71f9 connected on Channel: 112, SSID: e-Nebula-FT, SGHz, Signal -46dBm. Interfacewlan-2-1

2023-0116 10:03:21 Wireless failed connection [WiFi Aid] Station: d2:35:0e:ee:71f9 blocked by group rekey handshake fail on Channel: 112, SSID: e-Nebula-FT, 5GHz, Signal

2023-01-16 10:03:17 wireless failed connection [WiFi Aid] Station: d2:35:0e:ee71:f9 disconnected by group rekey handshake fail on Channel: 112, SSID: e-Nebula-FT, 5GHz, S

2023-01-16 10:03.07 DHCP client [WiFi Aid] D2:35.0EEET1:F9 succeeded to receive IP address 173162121, SSID: e-Nebula-FT.

2023-01-16 10:03-:03 Assaciation STA fast roamed, MAC:D2:35:0E:EET1:FS, From:PMM, To:Product team, 88ID-e-Nebula-FT.

2023-01-16 10:03:03 Assaciation Station: d2:35:0e:ee71f9 connected on Channel: 112, SSID: e-Nebulo-FT, 5GHz, Signal: -79dBm. Interface:wlan-2-1

1 3

Page 1 of2 » | Resultsperpage: 10 -

Connection Issues by Access Point
This table displays the number of WiFi clients with WiFi connection/DHCP client/DNS failures listed

according to access point. The list displays the access point with the most connection failures first, in
descending order.

Click a hyperlink in the # Clients affected by connection problems column of a specific AP.
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Connection issues by access point

Access point # Clients affected by connection problems

Product team

PMM

The Site-wide > Monitor > Site features logs screen appears showing all related event logs between a
specific AP (for example, Product team) and its WiFi clients. See Section on page 115 on using the
information listed in chronological order to resolve WiFi connection issues.

Clients
Client list ¥ wiFi aid % Connection log
Last 24 hours > All SSIDs b 4 Association, Disconnecti.. v Allclients b2

Connection time Connected to Event type Detail Issue

2023-01-16 14:17:31 Association Station: f6:6¢:06:d2:51.af connected on Channel: 112, SSID: e-Nebula-FT, 5GHz, Signal: -73dBm. Interface:wlan-2-1

2023-01-16 13.57.05 Association STA fast roamed, MAC:3A.9C:59:3A:F5.C3, From:PMM, To:Product team, SSID:e-Nebula-FT.

2023-01-16 13:57:05 Assaciation Station: 30:9¢-58:3a:f5.¢3 connected an Channel 112, SSID: e-Nebula-FT, 5GHz, Signal: -57dBm. Interface-wlan-2-1

2023-01-16 13:45:25 DHCP client [WiFi Aid] A0:78:17:80:4D:B9/ TWNBNTO3245-MBP succeeded to receive IP address 17316.2.40, SSID: e-Nebula-FT.

2023-01-16 13:45:25 Association Station: a0:78:17:8d:4db8 connected on Channel: 112, S5ID: e-Nebula-FT, 56Hz, Signal: -65dBm. Interface:wlan-2-1

2023-0116 13:44:23 Association Station: 22:10:08:0b:66:c8 connected on Channel: 112, 55ID: e-Nebula-FT, 5GHz, Signal: -56dBm. Interface:wlan-2-1

2023-01-16 13:4410 DHCP client [WiFi Aid] D2:35.0EEETI.FI succeeded to receive IP address 173162121, SSID: e-Nebula-FT.

2023-01-16 13:44.08 Assaciation Station: d2:35:0e:ee71fa connected on Channel: 112, 8SID: e-Nebulo-FT, 5GHz, Signal: -52dBm. Interface:wlan-2-1

2023-01-16 13:43:37 DHCP client [WiFi Aid] 62-84:AB:B& FF27/Free-Wifi succeeded to receive IP address 17316.2.56, 55ID: e-Nebula-FT.

2023-01-16 13:43:35 Assaciation Station: 62:94:ab:b8:ff:27 cannected on Channel: 112, SSID: e-Nebula-FT, 5GHz, Signal: -68dBm. Interface:wlan-2-1

4 »
Page 1 of22 > D Results per page: 10 -

Captive Portal Login Issues by Client
This table displays the list of WiFi clients with the corresponding number of failed hotspot authentication.

The list displays the WiFi client that failed hotspot authentication the most number of times first, in
descending order.

Click a hyperlink in the Client device column.

Captive portal login issues by client

Client device # failed authentication

example

Nebula
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The Site-wide > Clients > Client list: WiFi client details screen appears showing individual client statistics.
See Section on page 116 on setting the filters and using the information listed in chronological order to
resolve WiFi connection issues.

- T —— = =
Client / D2:35:0EEE71F9 &
v
Basic information ] > ‘\’O(\Q Map Satellite
&° =
Statu = (Lost seen 2023-01-16 11:48:55) "],“ o
Tra
L
ssl e-Nebulg-FT
AL
%
<
/PA2-Persona
‘ @
Art Gallery
ition Hall
it
%
%
<
@ +
Note 4
Hisf Eventlog G
O 9‘2 Keyboard shortouts.  Map dota ©2023Google 10miL_ 1 TermsofUss  Reportsmap aror
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Use the information in this screen to identify the WiFi client with connection issues. See Table 24 on page
196 for the description of the fields.

Click History: Event log to view Nebula AP log messages. Enter the Nebula AP’'s name or a key word,
select one or multiple event types, or specify a date/time or even a time range to display only the log
messages related to it.

Click Ping to ping the client’s IP address from the Nebula AP fo test connectivity.

Click the hyperlink in the # Failed Authentication column.
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Captive portal login issues by client

Client device # failed authentication

The Site-wide > Monitor > Site features logs screen appears showing all related event logs of a specific
client device with failed hotspot authentication event type.

Clients

Client list ¥ wiri aid (23 & connection log

Last 24 hours - All ssiDs v All APs v Captive portal [WiFi Aid] D6:20-21:43:41:F6 v

6 Use the following information listed in chronological order to resolve failed hotspot authentication issues.
¢ Connection time. This shows the starting time period from which the event log occurred.

* Detail issue. This shows a summary of the APs event logs in chronological order.

3.20 Configure Voice VLAN (for Nebula Switches only)

VolIP (voice over Internet protocol) devices are commonly in use in office environments. When designing
a network, assign a higher priority fo voice fraffic. Use voice VLAN fo prioritize voice packets from a VolIP
device, and separate data packets from a computer.

As shown in the next figure, connect the VolP device (P) to the Nebula Device (S) on one end. Connect

the computer (C) to the VolIP device (P) on the other end. The VolIP device (P) serves as a bridge for
both the Nebula Device (S) and computer (C).

D |
IE PjV| FEEH —&éﬁ

e S

The Nebula Device will add a VLAN tag for voice packets (V) and data packets (D) separately after
receiving them. Then forward the voice packets (V) and data packets (D) to the uplink port (U). This
section shows you how to separate data packets (D) and voice packets (V) between a VolIP device (P)
and computer (C), without having to assign a VLAN tag.

* Configure the Nebula Device Ports
» Configure the Voice VLAN
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3.20.1 Configure the Nebula Device Ports

Go to Site-wide > Configure > Switches > Switch ports.

Select the port that connects to a VolP device and click Edit.

Switch ports

Last 2 hours

»||&

- @ selected in @ Switch ports

[= Export~

1 Enabled O bytes Obytes I Enabled A Enabled
0 2 Enabled 0bytes O bytes I Enobled N/ Enabled
0 Enabled O bytes 0 bytes I Crobled NiA Enabled
i 4 Enabled O bytes 0 bytes I Erobled Nia Enabled
O 5 Enabled O bytes Obytes I Enobled N/ Enabled
0 6 Enabled O bytes 0 bytes I A NiA Enabled
»
Select Access for the port Type.
Select Voice VLAN for the VLAN type.
Assign a PVID for the port. Use the PVID to tag data packets with the VLAN ID.
Then click Update.
Update 1 port X
Sl BC.CFA4F 477D FI(G51350-6HP)/1
Name Portt Bandwidth control Disabled -
Tags Lecgieucd Disabled -
Port enabled — . Storm control Disabled -
Broadcast Limit (pps)
G0 Enabled - PP 100
LLDP Enabled - Multicast Limit (pps) 100
Link Auto ) DLF Limit (pps) 100
Extended range @ Disabled -
Type
Port isolation Disablad - | Access =4 |
Management control Enabled -
|VLAN &= Voice VLAN A |
|P\I\D = |

3.20.2 Configure the Voice VLAN

1

Go to Site-wide > Configure > Switches > Switch settings.
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2 Scroll to the Voice VLAN part of the screen.

3 Click the switch to enable the voice VLAN feature in the Nebula Device.

4 Enter a Voice VLAN ID.

5 Select the Priority of the voice VLAN from 1 to é.

6 Select OUI'in Assign VLAN by. The Nebula Device assigns the port connected to the VolP device fo the
voice VLAN if the connected VolIP device's OUl matches any OUl in the list.

7 Enter the OUI address of the VolP device. The OUI (Organizationally Unique Identifier) is the first three
octets of the VolIP device's MAC address. By specifying the MAC address, the Nebula Device can
identify voice traffic accordingly.

Note: The Nebula Device supports up to six vendor OUls.

Voice VLAN

Voice VLAN ID.

Priority:

Assign VLAN by:

Qul:

1

Voice VLAN @ (/

00:50-04

-} Add OUI on this network
Vendor ID based VLAN
Vendor ID based VLAN Model list )
Access management
Access management Model list J
DHCP Server Guard
DHCP Server Guard: @ a»
IP source guard Mods! list
(Please allow 1-2 minutes for changes to take effect.)
P source guard » Ask Question

8 Then click Save.

3.21 Manage IPTV (for Nebula Switches only)

This section shows you how to configure IPTV settings and view IPTV reports:

e Set up the VLAN for IPTV

¢ Define the Role of a Switch
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* Configure the Channel Profile and Naming

3.21.1 Set up the VLAN for IPTV

2

Go to the Site-wide > Configure > Switches > Advanced IGMP screen. Click IGMP snooping to enable
IGMP snooping on all Switches in the site. Under IGMP-snooping VLAN, select Auto-detect to
automatically detect which VLANs are used for IPTV. Otherwise, manually enter the VLAN IDs (1 — 4094,
up to 16 VLANSs, separated by commas, no spaces) in the User Assign VLANS field. Click Save when you
are finished.

Advanced IGMP Override switch configuration

IGMP snooping (,'

% IGMP-snooping VLAN Modzl list

Auto-detect

124

User Assign VLANS.

% Unknown multicast drop Model list &

Drop on VLAN All

¥ IGMP filtering profiles @ @) 'GP filtering profiles

W IPTV topology setup

m o Sapee!

(Please allow 1-2 minutes for changes to take effect)

If you have not defined the IP address of the Switch, go to the Site-wide > Configure > Switches > IP &
Routing screen and click +Add under IP interface. The following screen appear. Enter the Interface IP,
Subnet mask and ID number of the VLAN used for IPTV. Click Create fo save the setting.
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Interface editor X

Switch

® This switch only supports interfaces for management
and monitor purpose. No routing capability on this

switch.
Name nterface VLAN 2
Interface IP
Subnet
mask
VLAN 2

Close

3.21.2 Define the Role of a Switch

1 Go to the Site-wide > Configure > Switches > Advanced IGMP screen. Under IPTV topology setup, select
a Switch you want to configure and select a Role to define the role of your Switch from the drop-down
list box.

Note: Click the IGMP topology tips link to view information about Switch roles. If the role of the
Switch is not defined accordingly, the IPTV performance will be greatly affected.

¥ IPTV topology setup

ELIER A Port settings GMP topology tips

| IGMP snooping ~

v Switch name IGMP snooping Role Port settings
Re-EM-AS-AE-EAA ‘:/\ -Select role- hd
-Select role-
Querier
Aggregator
Access
GrCancel

(Please allow 1-2 minutes for changes to take effect.)

2 After you define the role of the Switch, click Advanced setup and the following screen appears. The
Leave mode will show the default setting based on the role you select. But you can still go back o the
Advanced IGMP screen to configure the Role and Leave mode. Under Maximum group, you can select
Enable and enter the maximum number of channels allowed at a fime. Otherwise, select Disable. Click
Save to save the changes.

Note: You can click Reset to reset the port setftings to default.
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Port settings X

Switch name

Role Querier

Leave mode

Normal leave * 20000
Maximum group Enable -
IGMP filtering profile No select -

Close

3 Ifareminder of Network analytic alert appears on the Site-wide > Monitor > Switches > IPTV report page,
click the Update filter rules link below to use the default ACL rules to block UPnP packets. In the example
screen below, a Network analytic alert indicates that your IPTV fraffic flow is affected by unneeded
UPnP packets. Click the Update filter rules link to define IP filtering rules in the Site-wide > Configure >
Switches > ACL screen to block these packets.

Popularity (%)

22400252 239255255250 22400251 22922923951 230923923952

Network analytic alert

2021-03-08 15:15:39

UPNP packets have been detected on the IPTV network

b

UPNP packets may interfere with IPTV traffic and cause pixilation. You can use IP Filtering to block UPNnP packets. Update filter rules
to drop UPNP traffic by destination address.

4 The Update filter rules link will lead you to the following screen. Click Save to save the default setting fo
block UPnP packets.
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ACL
Management rules Whaot is this?
Nebula control center IP address
521985221
Customization rules \odel list
Enabled Policy Protocol Source MAC Source IP Source port Destination MAC
¢-§-) 1 Deny ~ UDP - any " any " any ” any
Allow Any Any Any Any Any
»
-+ Add

3.21.3 Configure the Channel Profile and Naming

A channel profile is the IP address range allowed fo receive IPTV channels. An IPTV channel is used to
send video traffic o the IP addresses in the channel profile.

1 Toset up arange of available IPTV channels, go to the Site-wide > Configure > Switches > Advanced
IGMP screen. Under IGMP filtering profiles, click +Add and the following screen appear. Enter a Profile
name and enter the Start IP address and End IP address. Click Save & Back to save the changes.

IGMP filter X

ile
Profile name e

Start IP address End IP address

1 ' ' &

-+ add

2 To edit the naming of the IPTV channels, go to the Site-wide > Monitor > Switches > IPTV report screen
and click Channel management under Channel information.
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PTV report

O 0 0

Total channels Channel in use =

Channel summary | Top 11to 20 channels -

Before - 2021-03-10 (@ 1618 ¥ 24 ho -

a3 No data to display

Popularity (%)
a
I

MNetwork analytic alert

Mo abnormality detected

Channel information

3 You can choose to either import an updated channel list (channels.xlsx), or enter/edit each Channel
address and Channel name individually.

¢ Under Channel management, click channel list to download a blank Excel file template, edit
accordingly and save it, and then click import to import the complete channel list fo Nebula. Or,

¢ Click +Add to add and then add/edit a Channel address and Channel name at a time.
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Channel management

You can download the] channel list hpre and port ultiple records for faster channel naming

Channel address Channel name

channels (1).xlsx ~

4 To view the summary of the IPTV report, go to the Site-wide > Monitor > Switches > IPTV report screen.
Click Channel summary to see the top or bottom viewed channels within the specified fime period you
choose.
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IPTV report
Total channels Channel in use Current viewers
2020-01-0 f8) 10415 Last day v Bef. w

Channel summary

‘ Top 10 channels~ '

Popularity (%)

2240025 230,258 285 250 24002852

Network analytic alert

2020-01-07 07:48:36
UPNP packets have been detected on the IPTV network.

b

UPNP packets may interfere with IPTV traffic and cause pixilation. You can use IP Filtering to block UPNP packets. Update filter rules to drop UPnP traffic by destination address.

Channel information

Channel management | @) channels

Channel Switch Port name Port VID Client View-time

22400252 @

239255255250 @

Last login: 18 second ago from 61222.86.79 (Taiwan, Hsinchu)
Copyright @ 2019 Zyxel and/or its affiliates. All Rights Reserved. | Build version: gamma 20200107-042607

3.22 Enable IP Source Guard (for Nebula Switches only)

IP source guard consists of the following features:

¢ DHCP snooping. Use this to filter unauthorized DHCP server packets on the network and to build a
binding table dynamically.

* ARP inspection. Use this fo filter unauthorized ARP packets on the network.

* Static IP bindings. Use this to create static bindings in the binding table.
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Binding Table

IP source guard uses a binding table to distinguish between authorized and unauthorized ARP packets
in your network. The Nebula Device builds the binding table by snooping DHCP packets (dynamic
bindings) and from information provided manually by administrators (stafic bindings).

DHCP Snooping

The Nebula Device only allows an authorized DHCP server on a trusted port to assign IP addresses.
Unauthorized DHCP servers will not be able to assign IP addresses o network clients. When the Nebula
Device receives a DHCP server packet from an authorized DHCP server, it inspects the packet and
records the DHCP information in a binding table. The binding records are used in ARP inspection fo filter
unauthorized ARP packets.

ARP Inspection

When the Nebula Device receives an ARP packet, it looks up the appropriate MAC address, VLAN ID, IP
address, and port number in the binding fable. If there is a binding, the Nebula Device forwards the
packet. Otherwise, the Nebula Device discards the packet.

If you want fo use dynamic bindings to filter unauthorized ARP packets (typical implementation), you
have to enable DHCP snooping before you enable ARP inspection.

The following figure demonstrates a scenario with DHCP snooping and ARP inspection enabled. In this
scenario, we connect an authorized DHCP server (A) and the client devices on the ARP trusted ports (T).
A client device (B) is assigned the IP address 192.168.1.56 by the authorized DHCP server (A). A malicious
host (C) on an untrusted port (UT) puts a wrong MAC address with the IP address 192.168.1.56 in an ARP
reply packet pretending to be client device (B) (192.168.1.56). The Nebula Device snoops DHCP packets
sent from the authorized DHCP server (A) and creates bindings in the binding table. When the Nebula
Device receives ARP packets from an untrusted port (UT), it compares the IP and MAC addresses with
the existing bindings. Since the IP and MAC binding is different from the existing bindings, the Nebula
Device blocks the unauthorized ARP packets sent from the malicious host (C). The malicious host (C)
therefore cannot disguise as client device (B) to build connections with other client devices on your
network.
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192.168.1.56

To setup IP source guard on the Nebula, do the following:

Go to Site-wide > Configure > Switches > Switch settings. Slide the switch to enable IP source guard for
the Nebula Devices in your site. Then click Save. The Protected switch and Allowed client list will appear.
The Protected switch information synchronizes with the port’s IPSG Protected setting in Site-wide >
Configure > Switches > Switch ports. It will display the enabled ports.

¥ IP source guard Model list

IP source guard @

Protected switch

IPSG adds protection to allow only authorized client traffic in the network, Client with static IP
address will need to be inserted to "Permitted client entry", others need to renew their DHCP-
IP address to successfully access the network

Switch name IP source guard Protected ports Client table
Allowed client list @ \ 1P MAC, VLAN = @c%ients + Add client
Bl Pv4 address MAC address VLAN

2

ml:ur Cancel

(Please allow 1-2 minutes for changes to take effect)
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Click the IP Source Guard switch to enable/disable IP source guard for the specific registered Nebula
Device(s) in your site.

m IP Source Guard Protected poris Client table

D001 1-MO-2 A A 4 ( ]’317 @ P Run
XS3800-30 e 14 4 b Run
XGS52220-30 a» Null &

Click the edit icon to go to Site-wide > Configure > Switches > Switch ports to configure Protected ports
for the Nebula Device. A port is protected if IPSG protected is enabled on this port.

m IP Source Guard Protected poris Client table
@

0/-00-11-M2-2A-AA 1,37 &4 b Run
X53800-30 & 1,4 &4 P Run

XGS2220-30 a» Null

Click to select the port you want to enable IP source guard.

Switch ports  Last 2 hours il [

t - @ selected in Switch ports
n Switch / Port Portname #Port LLDP  Receivedbytes Sentbytes Enabled Connection PoE Status Type Tag Number of IGMP Group =l
1 Port1 1 Enabled 0 bytes 0 bytes Enabled SN N/A  Disabled Trunk o
M Port2 2 Enabled 0 bytes 0 bytes Enabled | N/A  Disabled Trunk o
(] s Port3 3 Enabled 0 bytss 0 bytss Enabled NN N/A  Disabled Trunk o
- s Portd 4 Enabled 0 bytes 0 bytes Enobled SN N/A  Disabled Trunk o
(] Forts 5 Enabled O bytes 0 bytes Enabled NS N/A  Disabled Trunk o
] s Portt 6 Enabled 0 bytes 0 bytes Enabled NN N/A  Disabled Trunk o
(] Port? 7 Enabled O bytes 0 bytes Enabled G NA Disabled Trunk (o]

] s Ports 8 Enabled 0 bytes 0 bytes Encbled NN N/A  Disabled Trunk o
0O s Portd 9 Enabled © bytes 0 bytes Enabled NN N/A  Disabled Trunk o
= ils Port10 10 Enabled O bytes 0 bytes Enabled N N/A Disabled Trunk o
Page 1 of3 3> J| Resultsperpage: 10

Note: Do NOT configure IPSG on an uplink port as this may cause disconnection between the
client device and Nebula.

To restore connection on an uplink port, go to Site-wide > Configure > Switches > Switch ports to select
the uplink port. In the Update 1 port screen select Disabled in IPSG protected. Then reset the Nebula
Device to its factory-default sefting (see the Nebula Device’s User’s Guide for more information).

In the Update port screen, select Enabled in IPSG protected. The IPSG protected field in the Site-wide >
Configure > Switches > Switch ports table for the updated port will display Enabled.
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Leave mode @

Normal leave ~ 4000 e
Maximum Group @ Enabled ~ |1
IGMP filtering profile No Select -
Fixed router port Auto -

Update 1 port X
General settings v -
Switch ports XS3800-1-1
Name Portl Bandwidth control Enabled -
Tags Ingress 1000000 Kbps
Port enabled Enabled . Egress 1000000 Kbps
RETR Enabled - EDETEE Enabled -
STP guard Root guard - Stormicontiol Enabled -
LLDP roble . Broadcast Limit (pps) 100
Link i . Multicast Limit (pps) B
Media type SFP- - DLF Limit (pps) 100
Port isolation Enabled - 1 T — .
#|IPsG protected Enabled hd | VLAN type Vendor ID based VLAN -
Radius policy open - PVID .
PoE settings A4
¥ IPTV setting  Override advanced IGMP setting ‘?J v

2 -

Close

Click Run.

m IP Source Guard Protected poris Client table
& » Run

FaTa T aTa et LT W L Y ]:3:5:7

[ 9 1.4
[&] 1

A merged list window appears. Click to select the port and then click Transfer.

X53800-30
XGS2220-30
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The lzarning table could be empty if:
1. It takes about 5 minutes to refresh the address table after you opply the Switch setting.
2. Protected port is not specified.

2 o

O 1P address MAC address

192.168.1.100  ~~

7

1 1 dhcp-snooping

8 The port with the particular IP and MAC addresses is added to the Allowed client list. Click Save.

Allowed client list :
llowed client list @ = @.3 ients -+ Add client

B IPv4 address MAC address VLAN

[ 1921881100 ALARANATA1AD 1

(Please allow 1-2 minutes for changes to take effect)

3.23 Set Up MAC Authentication With NCAS (for Nebula
Switches only)

To set up MAC authentication with NCAS (Nebula Cloud Authentication Server), do the following:

1 Go to Site-wide > Configure > Switches > Authentication: Server type to select the authentication server.

2 Click +Add to create the Authentication policy.
Enter the Name (for example, Trusted Device) and select MAC-Base in Authentication type.

3 Go fo Site-wide > Configure > Switches > Switch ports to bind the authentication policy to the access
port(s).

3a Select the port(s) and click Edit.

3b Inthe Update # port screen, select Access in Type.
Select MAC-Base/Trusted Device in Auth. policy. Then click Update.

4 Go fto Organization-wide > Organization-wide manage > Cloud authentication > MAC to add MAC
addresses in the cloud authentication list.

4a Click +Add to create to create a new user account.

4b In the Create user screen, enter the MAC address for this account.
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4c In the Authorized field, select the user’s access to All sites or Specified sites. If you select Specified
sites, a field displays allowing you to specify the sites fo which the user access is authorized.

4d Then click Create user.

3.24 Set Up Dynamic VLAN With RADIUS (for Nebula
Switches only)

In this example, VLAN10 is configured on port 1 (P1) of the Nebula Device. The user creates the following
two accounts in the RADIUS server (R):

* Account with VLAN100 assignment
¢ Account without VLAN assignment.
Scenario 1:

The login account passes IEEE 802.1x port authentication with dynamic VLAN assignment. Client (C) will
connect fo the network through VLAN100.

Scenario 2:
The login account passes IEEE 802.1x port authentication without dynamic VLAN assignment. Client (C)
will connect to the network through VLANT10.

Figure 21 [EEE 802.1x Port Authentication With and Without Dynamic VLAN Assignment Example

P1 (VLAN1O)!

To set up dynamic VLAN with RADIUS, do the following:

1 Configure the client list in the RADIUS server. In the example screen below, enter the management IP
address of the Nebula Device in NAS. Enter the shared Secret (password) in your Site-wide > Configure >
Switches > Authentication screen. Then click the add (+) button.
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=

=  RADIUS Manager - O X

File Service Help

‘ Users !, Groups f: Clients [Z) Settings Log @ Active Sessions ! Dictionary Reports @ Counters @ sqQL

NAS Secret Vendor Username Part Enabled Interim Update PoD &...
107 188 1 28 admin1234 P Voo 5

RADIUS Client Properties
NAS Secret

Im-) 120 1 22

Username Part Vendor Enabled Interim Update Period
v “ndmin1234 I [ l ietf

v iYes v 013 seconds

Kill Command PoD & CoA Key Attributes

I | [ %

Create a user with dynamic VLAN attributes in the RADIUS server. In the example screen below, 10in the
Tunnel-Private-Group-ID is the value of the dynamic VLAN of this user account.

p—

- RADIUS Manager

File Service Help

Browse Users

User vlan10 (Enabled)

{AI ~ “..‘s:'-NimE v

2|

> ] Attribute

Username Group
vian10 Default
vlan20 Default

|Fo-DE-F1-F9-£2-45

E = X

| Default ~ I

User-Password
Service-Type
Tunnel-Type
Tunnel-Medium-Type
Framed-Protocol
[Tunnel-Private-Group-1D]

Type

Check
Success-Reply
Success-Reply
Success-Reply
Success-Reply
Success-Reply

& users B Groups [ Clients ) Settings Log (2@ Active Sessions [ Dictionary Reports () Counters EP sqL

Value

P

Administrative
VLAN

802

PPP

| check v | |user-Password

~ I...'.'..O!

@ %

Go to Site-wide > Configure > Switches > Authentication fo create the authentication policy.

3a Select the authentication server in Server type.

3b Click +Add in Authentication server to create a new RADIUS server entry.

3c Enfer the IP address of the external RADIUS server in Host.
Enter the port of the RADIUS server for authentication (default 1812) in Port.
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Enter a password (up to 32 alphanumeric characters) as the key to be shared between the external
RADIUS server and the Nebula Device in Secret.

3d Click +Add in Authentication policy to create a new policy.
3e Enfer a descripfive name for the policy in Name.
Select 802.1x in Authentication type to validate access to the ports based on the user name and

password provided by the client.

4 Go to Site-wide > Configure > Switches > Switch ports to bind the authentication policy to the Nebula
Device access ports.

4a Select the port(s) and click Edit.

4b In the Update # port screen, select Access in Type.
Select 802.1X/VLAN Assignment in Auth. policy. Then click Update.

5 Go to Site-wide > Configure > Switches > Switch ports to add the dynamic VLAN list to the allowed VLAN
list of uplink ports.

5a Select the uplink port and click Edit.

5b In the Update # port screen, select Trunk in Type.
Enter the dynamic VLAN(s) in Allowed VLANSs. Then click Update.

3.25 Monitor Dynamic VLAN Using Event Logs (for Nebula
Switches only)

Go to Site-wide > Monitor > Switches > Event log fo monitor dynamic VLANs. The following are example
dynamic VLAN-related event logs:

* User submits an incorrect 802.1X credential (wrong user name on the client port ‘Port4’).

Older > (1) matchesin @ Event logs @ [> Export~

& Priority Switch Category Detail

2022-09-16 16:20:07  Notice XGS1930- P AAA 8021x Authentication failure |Userchma w:cnguseul |NAS—F'o|t 4- Purt4|

* The dynamic VLAN attribute received is without a corresponding statfic VLAN (missing stafic VLAN 10
for the user name ‘vlan10’ on the client port ‘Port4’).

Older > (z) matches in @ Event logs @[5 Export~

2022-02-16 15:18:20 Warning ) F AAA BO21x -IStcxtiC VLAN 10 does not exi:tIU:;er-Ncrnelu\cm‘!t}l INAS—Dcrt 4 - Pch'I

2022-09-16 15:18:20 Notice 19! F AAA

8021x Authorization failure [username: viani0]

¢ The Nebula Device cannot connect with an external RADIUS server.
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Older » 13) matchesin (§E)) Eventlogs BB

Time w Switch Category Detail ;\,
2022-09-2714:54:37 351930-52H AAA 8021x Authentication - retransmit EAPOL-START packet [User-Name wronguser] [NAS-Port 20 - Port20] =
2022-09-27 14:4715 XGS1930-52HE AAA RADIUS server 1is unreachable

2022-09-27 14:47115 XGS1930-52HP AAA

B8021x RADIUS server timeout [User-Name wronguser] [NAS-Port 20 - Port20]

2022-09-27 14:46:45 8021x Authentication - retransmit EAPOL-START packet [User-Name wronguser] [NAS-Port 20 - Port20]

¢ The Nebula Device re-establishes connection with an external RADIUS server.

Older » 13 ) matehes in @ Event logs

Time w Switch Category Detail

[ Export~

—d
2022-09-2714:54:37 XGS1930-52HP AAA 8021x Authentication - retransmit EAPOL-START packet [User-Name wronguser] [NAS-Port 20 - Port20] =

2022-09-2714:45:.07 XGS1930-52HF AAA IRAD\US server 1 becomes reuchoblel

3.26 Register a Nebula Device (mobile router) in Nebula

2

To manage a Nebula Device (mobile router) and monitor its status in Nebula, do the following:

Nebula Configuration

Use the Setup Wizard to create an organization and a site, and add the Nebula Device. See Setup
Wizard on page 46 for more information on using the wizard.

After configuring the Setup Wizard, close the Nebula Confrol Center welcome message fo go to the
Nebula portal dashboard. 0/1 Online will show on Mobile router. This means that one Nebula Device
(mobile router) is registered in Nebula but not yet online.

AP Status (l;,- Hit for AP Network IP Reputation Filter

Appliance = Security £ N -
“24n, Status @ PGE Power @ Alert @ Mabile route

On On
Online Online

No Data No Switches O O/‘]

O O Online
Heavy loading CPU Usage

WAN Wireles
== Switch Status E] Utilization @ Appliance Clients (by Usage) L2k, Cﬂ?,_‘tg;s
O
bps
No Switches < > No Data O
O~
bps
SSIDs (by Usage) {241 [ wireless Clients (by Usage) {24n, .ereless Clients Manufacturer {241, B Hit for (iiHDDDTGtIVE Detecl & d
i E = - Response
No Data No Data No Data

No Data

Ask Question
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Insert the SIM Card

Insert the SIM card and do the hardware connections on the Nebula Device. Refer to the Nebula
Device's QSG (Quick Start Guide) for more information.

Check the Connection in Nebula

1 Go to Site-wide > Dashboard. 1/1 Online will show in Mobile router. This means that one Nebula Device
(mobile router) is registered in Nebula and is online.

@ AP Status @ Hit for AP Network IP Reputation Filter ’t__zJ @ ::_c;._\::'-e E‘% PoE Power @ zi:ri‘: '/l?-/l D Maobile router
On On
i No Data e No Switches O ‘I,"I
Heavy |:‘::|-:~.- g 3 -O:M—
== Switch Stotu [ I Appliance Clients ) DI ¥
O
' . < > b 0
O~
) [FL wireless Clients (by Usage Gy (B wireless Clients Ma rer () ()
D D No Dat No Data

Ask Question

2 Click Mobile router to monitor the Nebula Device's status.

The Nebula Device goes into Nebula-managed mode automatically after it is successfully registered in
the Nebula web portal and can be accessed there.

Nofte: Its login password and settings are then overwritten with what you have configured in
the Nebula web portal. To access the Web Configurator when the Nebula Device is in
Cloud mode, use the Nebula Local credentials password to login. The Local
credentials: Password can be found in Site-wide > Configure > Site settings > Device
configuration.

3.27 Using Collaborative Detection and Response (CDR)

Use CDR to block client IP fraffic when an unsafe connection is detected and reaches the pre-set
threshold. See on page 232 for more information.

To configure CDR, do the following:
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Go to Site-wide > Configure > Collaborative detection & response. Click Enable to activate CDR (refer to
the A part in the below figure).

Site-wide > Configure > Colloborat

Collaborative detection & response

¥ col ative fon & A

Enable (a'

Policy .
Category  Eventtype Occurrence Duration (Minutes) Containment |

B Malware  Malware detected 2 © 60 Y Aert -
PS Vulnerability exploit detected 2 * 10 = Alert -
Web Connections to malicious web sites 4 * a0 —
Threats detected R —_—
Containment
General
Theme

I
BUTTON

[+ ] Modern

Logo

No lago

Notification message =
There are malicious network activities found on your device. Please contact network administrator.

Redirect external URL ‘:
) URL- http://www.google.com

Caontainment period

Block

Block wireless client @ D &

Quarantine

il e bl m vian id: 44,10 254 2521/255 255 254 0

Exempt list

IP or MAC

Configure the criteria (Occurrence, Duration) and the Containment action (Alert, Block, Quarantine) for
each Category (Malware, IDP, Web Threat) (refer fo the B part in the above figure). See Table 39 on
page 226 for more information.

Configure the containment alert (Theme), customized pop-up (Notification message) for the client
blocked by CDR, and the (Containment Period) time interval (refer to the C part in the above figure).
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4 In Block, set how long a suspect client should be blocked or quarantined (1 minute to 1 day (1,440
minutes)). Enter O fo block a suspect client until released in Site-wide > Monitor > Containment list. In
Quarantine, configure a VLAN in order to isolate traffic from suspect clients (refer to the D part in the
figure for step 1).

5 Enter the IPv4 and/or MAC addresses of client device(s) that are exempt from CDR checking in Exempt
list (refer to the E part in the figure for step 1).

6 To unblock a suspect client, go to Site-wide > Monitor > Containment list. Select a client, then
¢ click Release to free the client fromm CDR containment, or

¢ select an IPv4 address or MAC address, click Add to Exempt List and then click OK to release the
client device from CDR containment. The client device's IP or MAC address is exempt from future
CDR checking.

Containment list

IP address MAC add.. User

Release/Add to Exempt List
© Paddress

MAC address

3.28 Deploy With Nebula Native Mode (for Security
Firewalls in Nebula)

Nebula native mode means the Security Firewall has a certificate (ZTP (Zero Touch Provision) or factory)
fo connect with Nebula.

Note: Make sure the Nebula Device can connect to NCC through the Internet by using any
of the following methods:

— DHCP WAN, or
— configure WAN through the Nebula Device's Web Configurator.

If you are adding a ZyWALL USG FLEX / ATP / USG20(W)-VPN Series Security Firewall (SF) with v5.10 and
later firmware to a site, or if your SF has run ZTP before, do the following to deploy the SF using Nebula
native mode:

* Reset the SF to factory-default settings

* Select the Nebula management mode.
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3

Reset the SF to Factory-Default Settings

Note: You only need to do this if you have configured the SF before.

Press the RESET button on the SF panel (see the SF user’'s guide for more information).

Note: Apply the factory-default settings on the SF before switching to cloud mode. Only the
following two settings can be changed after resetting:

¢ Default administrator account password
* WAN settings

Select the Nebula Management Mode

Log into the SF Web Configurator (see the SF user’s guide for more information). When you log into the
Web Configurator, the Initial Setup Wizard screen displays.

Select Nebula Mode and click Next.

1

|

Select a management mode to start...

p ~
On Premises Mode Nebula Mode 1
whge
1\
nebula
Chqose On P_r_.mi;os Mpcio to manage your Iyxel Choose Nebula Mode to manage your Zyxel Device
Device directly using either the browser-based Web remotely using Nebula Control Center [NCC). Select
Configurator or the Command Line Inferface (CLI). this mode if you want to configure and monitor one
or more Zyxel Devices through the cloud.

togout_[ weri>]

Configure the WAN settings and click Next.
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11 inifil Setup Wizard

Initial Setup Wizard

Connect to Intemet (WAN,
1

ISF Setfing
Ell have twe I5Ps

Internet Access - First WAN Interdace

FIVLAN Tegged

ISP Paramelers

Encopsulation: ' .;"-

MTU: 1500 Bytes
IP Address Assignment

First WAN Interface: gal

Lone: VAN v
I IP Addrass Assignment: Avlc _:I

DHCF Option &0:

Click Connection Test to check that you can access the Internet and then click Next.

11 Initial Setup Wizard

Initial Setup Wizard

Connect fo Internet (WAN) >
1

Congratulations. The Internet Access wizard is completed.
Summary of Internet Access configuration:

First Sefting
VLAN ID:
Encapsulation: Ethemet
First WAN Interface: wanl
IP Acidress Assignment: Statlc
IP Address: 192.168.69.35
IP Subnet Mask: 255.255.255.0
Gateway IP Addrass: 192.168.69.1

First DNS Server:

Second DNS Server:

l Connecfion Test

Note: Once you complete WAN configuration, you cannot go back to the initial management
mode menu. -

Click Go to Nebula.
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Initial Setup Wizard o[ [

Add Device
2

Cannect fo Infemet [WAN]

You can use the Nebula porfal or the app fo manage your Zyxel Device remotealy using Nebula
Conirol Center [NCC].

MNebula portal:

1. Log Into the Nebula portal (nifg://nebulg.zvxel.com) with your myZyxel account.

2. Foliow the wizard to create an organization and a site for your Zyxel Device.

3. Enter the MAC address and serial number [S/N) on the device labsl when prompied.
4, Click Go To Nebvla io finish the Wizard

MNebula app:

1. Download the Nebula Moblle app from App Store or Google Play.

2. Run the app and select a site for your Iyxel Device.

3.5can the QR code below to register the Iyxel Device using its MAC address and serial number,

(=]

| Go to Mebula |

Nebula Configuration

1 You will be redirected to the Nebula portal. Click Get Started.

ZYXEL

NETWORKS

NETWORKS

Welcome to Nebula Cloud!

Begin your journey towd

z

ros 4 a

one easy network and security management t‘,"}'.\h\, nebula
-’y

Get Started

2 Use the Setup Wizard to create an organization and a site, and add the Nebula Device. See Setup
Wizard on page 46 for more information on using the wizard.
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Note: Make sure to select Nebula native mode as the Deployment Method in the Setup
Wizard.
Nebula native mode may be un-clickable (grayed-out) if your Nebula Device do NOT
support it. Select Zero Touch Provision mode instead (see Section 2.1.7 on page 51 for
more information on the ZTP deployment method).

Deployment Method

Model Nome LISG FLEX 500

Deplayment Method @

Front WAN

3  After configuring the Setup Wizard, close the Nebula Control Center welcome message fo go to the
Nebula portal dashboard. 1/1 Online will show on Appliance Status. This means that one SF is registered
in Nebula and is online.
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=) Status it for etwork eputation Filter f2an i L4 'oF Power Lk {24n Maobile routsr
ol B it for AP N K IP R tion Fil Applionce PoE P oounty 1 il

On 1

Online Online

No Data No Switches O O/‘l
O -IO Online
Heavy loading CPU Usage
2 WAN = e Wireless
=3 Switch Status E] Utilization @ Appliance Clients (by Usage) t2an, Clients
O.
bps
No Switches 72 > Mo Data O
O~
bps

S oy Us: s Clients ( L s Clients Manul I Hit for Collaborative Detect & .

ﬂﬂgﬂ SSIDs (by Usage) (24n, @, Wireless Clients (by Usage) “24n, 6 Wireless Clients Manufacturer {24n, (l;, Response ks @
No Data No Data No Data No Data
L ss Clients O F v Usage o B e Traf G
Wireless Clients OS {24n, 1L APs (by Usage) (24 AP Traffic 24h,
Ask Question

3.29 Configure DHCP Domain Name (for Security Firewalls
in Nebula)

You can configure a DHCP domain name to map to a specific IP address on a specific interface. For this
example, to add a domain name for the IP address 192.168.8.1 in the lanl interface, do the following.

1 Go to Firewall > Configure > Interface. Click the Edit icon for the lanl interface to open the Site-wide >
Configure > Firewall > Interface > LAN interface configuration screen.

Interface
WAN interface
Name Status IP address Subnet mask VLAN ID Port group
-+ Add
LAN interface
Name Status IP address Subnet mask VLAN ID Port group Guest
lant & 19216881 2552552550 LAN G - E
lan2 [ @) 19216891 2552552550 LAN Group2 = 2@
-+ Add
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2 Click ADVANCED OPTIONS. Then click +Add new to open the Site-wide > Configure > Firewall > Interface
> LAN interface configuration: DHCP option screen.

LAN interface configuration X

A ADVANCED OPTIONS

DHCP extended options

First WINS server
Second WINS server
PXE server

PXE Boot loader file

Default gateway

IGMP proxy »

Lo [ o

3 Select User defined as the DHCP Option that you want to add in the DHCP packets sent through the LAN
interface. Select TEXT for the Type, enter a descriptive Name to identify and the Code number of the
selected DHCP option (15, for setting the Domain Name). See https://www.iana.org/assignments/
bootp-dhcp-parameters/bootp-dhcp-parameters.xhtml for the list of code numbers. Enter the DNS
domain name of the IP address in Value. Then click OK.
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DHCP option X

S User defined -

RIS DomainName

Code

15 (1-254)
Type TEXT -
Value cs.com

A new user-defined DHCP option appears in LAN interface configuration. Click OK.

LAN interface configuration X
DHCP extended options

First WINS server

Second WINS server

PXE server

PXE Boot loader file

Default gateway

Name Code Type Value
Domainhame 15 TEXT cscom ;'j i
IGMP proxy »

=

Go to Site-wide > Configure > Firewall > Firewall settings and click +Add in DNS fo create an Address
Record. This record specifies the mapping of a Fully-Qualified Domain Name (FQDN) to an IP address.
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Firewall settings

arder

Enter the FQDN (cs.com) and IP Address (192.168.8.1). Then click Save to finish mapping the FQDN to the
IP address.

Firewall settings

DNS

Address Record

19216881

To check if the domain name configuration is successful.

Connect a computer to the lanl interface (with IP address 192.168.8.1).

Run the Command Prompt and enter ipconfig. Check the value for Connection-specific DNS Suffix fo
confirm.

E¥ Command Prompt
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CHAPTER 4
Site-wide

4.1 Dashboard

If asite is created and selected, the Dashboard is always the first menu you see when you log into the
NCC. You can also click Site-wide > Dashboard to access this screen.

It shows the status and information for all types of Nebula Devices connected to the selected site by
default.

Note: The banner N Switches are currently protected by Auto Configuration Recovery will
display when the Nebula Switch(es) is locked by NCC. Click N Switches to go to Site-
wide > Monitor > Switches for more information.

Click Customize to show the Widget, Reset and Close buttons. You can then rearrange widgets by
selecting a block and holding it to move around. You can also click the Widget button to collapse, add
and close individual widgets. Click Reset to return the widget settings to the defaults.
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Figure 22 Site-wide > Dashboard

®— 2 (= —{2)
o Thi . 1 Griine = 1
i P 4 ding O« ading o]
I ~e by Usace -' |‘|;||_'U 5506 by Usage (an) 5 Pok power
o INARIDZ Mo Data .
Clignts @ .2 375
l:_lg AFS appAication usage _\ @ Wiraless clients by usage
(Jg Wireless clients by O3 -".:T-;:.Z C;-‘\ ents by manufocturers _h @ Security goteway chents by usage
[ ]
[ | B
1) B 2y m B
| 4
iy | ]
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< - 2 bv(t)es 0 o Mot
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” 0. 0.
The following table describes the labels in this screen.
Table 12 Site-wide > Dashboard
LABEL DESCRIPTION
APs status This shows the number of assigned and connected Nebula access points, and what

percentage of the access points become overloaded, that is, the number of online access
points that exceed the maximum client device number (in Site-wide > Configure > Access
points > Traffic shaping) by total number of online access points in the site.

Wireless clients This shows the number of WiFi clients currently connected to the managed access points.

Switch status This shows the number of Nebula Switches assigned and connected, and what percentage of
the Switches become overloaded, that is, the number of online Nebula Switches that exceed
70% of their upstream bandwidth by fotal number of online Nebula Switches in the site.
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Table 12 Site-wide > Dashboard (continued)

LABEL

DESCRIPTION

PoE power

This shows the total PoE power budget on the Switch and the current amount of power
consumed by the powered devices.

Security router /
Firewall / Security
Gateway status

This shows the number of Nebula Security Appliances assigned and connected, and what
percentage of the Security Appliance’s processing capability is currently being used if the CPU
goes over 93% usage.

WAN utilization

This shows the data rate of inbound/outbound traffic in Kbps (kilobits per second) or Mbps
(megabits per second) that has been fransmitted through the WAN interface. If the Security
Appliance supports multiple WAN interfaces and more than one are active, use the arrow to
switch and view the throughput of each WAN interface.

Security alert

This shows the total number of the latest alerts sent to the administrator in the last 24 hours.

Mobile router

This shows the number of Nebula mobile routers assigned and connected.

Security router /
Firewall / Security
Gateway
network
applications

This shows the top ten applications used by the Nebula Security Appliance in the past 24 hours.

Security router /
Firewall / Security
Gateway clients
by usage

This shows the top five clients of the Nebula Security Appliance with the highest percentage of
bandwidth usage in the past 24 hours.

Wireless clients

This shows the number of WiFi clients connected (clients of the access points only).

SSIDs by usage

This shows the top five SSIDs with the highest percentage of bandwidth usage in the past 24
hours. You can click a WiFi network name o go to the Site-wide > Monitor > Access Point >
Summary report screen.

Wireless clients by
usage

This shows the top five WiFi clients (clients of the access points only) with the highest
percentage of bandwidth usage in the past 24 hours. You can click a client’s name to go to
the Site-wide > Clients: Client list screen.

Clients by
manufacturers

This shows the top five manufacturers of WiFi client devices in the past 24 hours. You can click a
manufacturer name to go fo the Site-wide > Clients screen and view the client devices which
are made by the manufacturer.

Collaborative
detection &
response hit

This shows the total number of malicious traffic detected from wired and WiFi clients that are
blocked and quarantined using Collaborative Detection & Response (CDR) in the past 7 days.

Wireless clients by
(ON

This shows the top five operating systems used by WiFi client devices in the past 24 hours. You
can click an operating system to go to the Site-wide > Clients screen and view the client
devices which use this operating system.

APs by usage

This shows the top five managed access points with the highest percentage of bandwidth
usage in the past 24 hours. This also shows the number of WiFi clients associated with the access
points. You can click an access point’s name to go to the Site-wide > Devices > Access Points:
Access Points Details screen.

APs application
usage

This shows the usage statistic of the top fen applications used in the site in the past 24 hours.

APs locations

This shows the locations of access points on the Google map.

Threat protection
by CNP services

This shows the total number of times packets coming from an IPv4 address with a bad
reputation occur and the number of times connection atfempts to an IPv4 address with a bad
reputation occurin the past 24 hours.
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4.2 Topology

Use this screen to view the links between Nebula Devices in the site. Click Site-wide > Topology to access
this screen.

The icon of a node in the network topology indicates its Nebula Device type and the color shows
whether the Nebula Device is online (green), has alerts (amber), or is offline (red).

Move the pointer over a node to view detailed Nebula Device information, such as its name, model
number, number of connected clients, and MAC address. Click Reboot to restart the Nebula Device.

Move the pointer over a link to view link details, such as type (Ethernet or wireless mesh), speed, and
data usage from the past 24 hours. If the link is supplying power to a node using Power over Ethernet
(PoE), you can click Reset to perform a power cycle on the port. This action temporarily disables PoE
and then re-enables it, in order to reboot connected PoE devices.

Enable Label all devices to show Nebula Device information, such as MAC address in the network
topology diagram.

Enable Show redundant links to display the secondary connection between two nodes, if any.
Enable Show other devices to also display the Nebula Devices that are connected to your network but
cannot be identified by the NCC. This on/off switch is configurable only when there is a non-Nebula

Device installed in the network and detected by the NCC through LLDP packets.

Zyxel device is a device manufactured by Zyxel but not registered af the NCC or unable to work in
Nebula cloud management mode.

Figure 23 Site-wide > Topology

Topology

-1 178} Devices Online/{ 0 )| DevicaOffine @ Lobeioll devices Show redundant links Show other devices

G

Name  ZyNAPIO2

status @ online
Model  NAFIO2
MAC address  60-319784E184
1P address 10225610
Tag  (Notset)

Clients 0
Remote port 24
(;@ ‘—& Reboot
5CE28C5C.00:48 Aggr-GS22J0.JEAF DEECESECOUET
£z
B8EC:AZ A
=,
=z
=850
@ Security applionce [} Mobile Router =2 Switch @AF [ other BB zyxel device @ online @ Alert @ Offline
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4.3 Devices

Use the Devices menus to check Nebula Device information, client information, event log messages
and summary report for Nebula Devices in the selected site.

4.3.1 Access Points

This screen allows you to view the detailed information about a Nebula Device in the selected site. Click
Site-wide > Devices > Access points fo access this screen.

Figure 24 Site-wide > Devices > Access points

Access points  Last2 hours il

- @ Online @ Offline @ Alert @ Offline more than 6 days EAEY= =123

AP Role Capab..  PublicIP Current client MAC oddress
] (/J shown-620-6E 173162107 Disabled Remote AP 210612092 WAX620D-6E 7 2 10:71831B73:1C 0 bytes
(] 6 BSEC:AZDDI9... Standard NWASOAX o o B8:EC:AIDDIYIC O bytes
] @ BC:CF4F:56:B 17316293 Disabled Remote AP 210612092 WAXE505 3 6 BC:.CF4F:56:-BD6D 134 GB
] e shawn seat2 Standard NWABOAX PRC O 0 FC22FAGIEFDC O bytes
6 Marketing2 7316292 Standard 210612092 NWAS0AX PRO 10 3 FC22FA8TER82Z 90471 ME
(]} @ marketing Disabled Remote AP WAXS10D o (6] DB:EC:ES7B-ECBE O bytes

>

The following table describes the labels in this screen.

Table 13 Site-wide > Devices > Access points

LABEL DESCRIPTION
Access points Select fo view device information and connection status in the past two hours, day, week or
month.
©s Click this button to reload the data-related frames on this page.
Action Perform an action on the selected Nebula Devices.
Reboot Select this to restart the Nebula Device.
Upgrade Select this to upgrade the firmware on the Nebula Device.

Change PSK | Select this to generate a random Pre-Shared Key, or use a custom Pre-Shared Key. This allows a
user to access the WiFi network through the Nebula Device.

Update programmable pre-shared key X

Re-generate a random pre-shared key

Q Custom pre-shared key

WPAZ2 pre-shared-key supports 8~63 characters

Note: Programmable SSID must be enabled in Site-wide > Configure > WiFi SSID.
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Table 13 Site-wide > Devices > Access points (confinued)

LABEL

DESCRIPTION

Tag

Select one or multiple Nebula Devices and click this button to create a new tag for the Nebula
Devices or delete an existing tag.

Move

Select one or multiple Nebula Devices and click this button to move the Nebula Devices to
another site or remove the Nebula Devices from the current site.

AP Role

Select one or multiple Nebula Devices and click this button to enable or disable the Remote AP
feature.

Remote Nebula Device enables the site's Security Appliance to connect to the Nebula Device
through a secure VPN tunnel. This allows you to set up VPN-enabled WiFi Nebula Devices in
remote locations, such as in a branch office or at home. Clients connected fo these Nebula
Devices can securely access your network through the VPN tunnel.

Note: Enabling Remote Nebula Device automatically enables Ethernet and wireless
storm confrol on the Nebula Device.

Search

Specify your desired filter criteria to filter the list of Nebula Devices.

access points

This shows the number of Nebula Devices connected to the site network.

Export Click this button to save the access point list as a CSV or XML file to your computer.
* Click this to select all the rows in this table.
Status This shows the status of the Nebula Device.
e Green: The Nebula Device is online and has no alerts.
¢ Amber: The Nebula Device has alerts.
* Red: The Nebula Device is offline.
e Gray: The Nebula Device has been offline for 7 days or more.
. i-j: The Nebula Device is acting as a repeater.
For example, an alert is created and the status color is amber when the Nebula Device is
fransmitting data at 100 Mbps in full duplex mode or when the Nebula Device is in a Limited
Power mode.
Name This shows the descriptive name of the Nebula Device.
LAN IP This shows the local (LAN) IP address of the Nebula Device.
Remote AP This shows whether the Remote Nebula Device function is Enabled or Disabled.
2.4GHz This shows the number of WiFi clients in the 2.4 GHz band.
5GHz This shows the number of WiFi clients in the 5 GHz band.
6GHz This shows the number of WiFi clients in the 6 GHz band.
AP Role This displays whether the Nebula Device can act as a remote Nebula Device (Remote AP) or
Capability not (Standard AP).
Public IP This shows the global (WAN) IP address of the Nebula Device.
Model This shows the model number of the Nebula Device.
Client This shows how many clients are connected to the Nebula Device within the specified fime

period.

Current client

This shows how many clients are currently connecting to the Nebula Device.

MAC address

This shows the MAC address of the Nebula Device.

Channel

This shows the channel ID the Nebula Device is using.

Channel
Utilization 2.4GHz

This shows the percentage of the 2.4 GHz channel ID usage.

Channel
Utilization SGHz

This shows the percentage of the 5 GHz channel ID usage.

Channel
Utilization 6GHz

This shows the percentage of the 6 GHz channel ID usage.
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Table 13 Site-wide > Devices > Access points (confinued)

LABEL DESCRIPTION

Usage This shows the amount of data consumed by the Nebula Device's clients.
% Usage This shows the percentage of the Nebula Device's data usage.
Description This shows the user-specified description for the Nebula Device.

Tag This shows the user-specified tag for the Nebula Device.

Serial number

This shows the serial number of the Nebula Device.

Configuration This shows whether the configuration on the Nebula Device is up-to-date.

status

Connectivity This shows the access point connection status.
The red fime slot indicates the connection to the NCC is down, and the green fime slot
indicates the connection is up. Move the cursor over a time slof to see the actual date and
fime when an Nebula Device is connected or disconnected.

Ethernet 1 This shows the speed and duplex mode of the Ethernet connection on the Nebula Device's up-

link port. It shows Down if the Nebula Device is connected to a mesh confroller wirelessly.

Neighbor Info

This shows the LLDP information received on the up-link port.

Production This shows the production information of the Nebula Device.
information
Hop This shows the hop count of the Nebula Device. For example, “1" means the Nebula Device is
connected to a mesh controller directly. “2" means there is another mesh extender between
this Nebula Device and the mesh controller.
IP type This shows whether the IP address was assigned automatically (DHCP), or manually (Static IP).
Uplink AP This shows the role and descriptive name of the Nebula Device to which this Nebula Device is
connected wirelessly.
When Smart Mesh is enabled and the mesh extender losses connection to the mesh confroller,
click Reconnect to re-establish connection.
Note: Make sure to enable Manual uplink in Site-wide > Devices > Access points:
Details > Status > Smart mesh > Edit. You also need to specify the mesh
confroller in select an AP. See Table 14 on page 161 for more information.
Uplink signal Before the slash, this shows the signal strength the uplink Nebula Device (a mesh controller or a

mesh extender) receives from this Nebula Device (in repeater mode). After the slash, this shows
the signal strength this Nebula Device (in repeater mode) receives from the uplink access
point.

Uplink Tx/Rx rate

This is the maximum fransmission/reception rate of the mesh controller or mesh extender to
which the Nebula Device is connected.

Wireless bridge

This shows whether wireless bridge is enabled on the Nebula Device.

For more information about wireless bridge, see Section 5.1.2.2 on page 235.

Uplink

This shows whether the Nebula Device is connected to the gateway through a wired Ethernet
connection or WiFi connection.
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Table 13 Site-wide > Devices > Access points (confinued)

LABEL

DESCRIPTION

Power mode

This shows the Nebula Device's power status.

Full - the Nebula Device receives power using a power adapter and/or through a PoE switch/
injector using IEEE 802.3at PoE plus. The PoE device that supports IEEE 802.3at PoOE Plus can
supply power of up to 30W per Ethernet port.

Limited — the Nebula Device receives power through a PoE switch/injector using IEEE 802.3af
PoE even when it is also connected to a power source using a power adapter. The PoE device
that supports IEEE 802.3af PoE can supply power of up to 15.4W per Ethernet port.

When the Nebula Device's power mode is Limited, the Nebula Device throughput decreases
and has just one fransmitting radio chain.

It always shows Full if the Nebula Device does not support power detection.

Firmware
availability

This shows whether the firmware on the Nebula Device is Up to date, there is firmware update
available for the Nebula Device (Upgrade available), or a specific version of firmware has
been installed by Zyxel customer support (Locked).

Firmware status

This shows whether the firmware installed on the Nebula Device is up-to-date.

Firmware type

This shows Stable when the installed firmware may not have the latest features but has passed
Zyxel internal and external testing.

This shows Latest when the installed firmware is the most recent release with the latest features,
improvements, and bug fixes.

This shows General Availability when the installed firmware is a release before Latest, but is still
undergoing Zyxel external testing.

This shows Dedicated when the installed firmware is locked and Zyxel support is monitoring.
Contact Zyxel customer support if you want to unlock the firmware in order fo upgrade to a
later one.

This shows Beta when the installed firmware is a release version for testing the latest features
and is still undergoing Zyxel internal and external testing.

This shows N/A when the Nebula Device is offline and its firmware status is not available.

Current version

This shows the firmware version currently installed on the Nebula Device.

Remote AP VPN

This shows which VPN the Remote Nebula Device tunnel is configured to use.

If Remote Nebula Device is disabled, this field shows Disconnected.

S

Click this icon to display a greater or lesser number of configuration fields. For faster loading of
data, select only the configuration fields listed that do NOT take a long time to fetch data.

4.3.1.1 Access Point Details

Click a Nebula Device entry in the Site-wide > Devices > Access points screen to display individual
Nebula Device statistics.
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Figure 25 Site-wide > Devices > Access points: Details Part 1
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Figure 26 Site-wide > Devices > Access points: Details Part 2
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The following table describes the labels in this screen.

]

Table 14 Site-wide > Devices > Access points: Details
LABEL DESCRIPTION
&

Configuration

Click this button to reload the data-related frames on this page.

Click the edit configuration icon to change the Nebula Device name, description, fags, load balancing, and
address. You can also move the Nebula Device to another site or remove.
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Table 14 Site-wide > Devices > Access points: Details (continued)

LABEL

DESCRIPTION

Remote AP

Click this to enable or disable the Remote AP feature.

Remote AP enables the site's Security Appliance to connect to the Nebula Device through
a secure VPN tunnel. This allows you fo set up VPN-enabled WiFi Nebula Devices in remote
locations, such as in a branch office or at home. Clients connected to these Nebula
Devices can securely access your network through the VPN tunnel.

With the Remote AP feature (in the Secure WiFi license) the connection is from the Nebula
Device to a managed access point using NVGRE (Network Virtualization using Generic
Routing Encapsulation) over IPSec tunnel. This encapsulates and encrypts fraffic from the
remote access point to the Nebula Device. The clients connected to the remote access
point do not need IPSec client software installed.

Note: Enabling Remote AP automatically enables Ethernet and wireless storm
control on the Nebula Device.
At the time of writing, Ethernet Secure Tunnel Setting for Remote AP Setting
is available for WACS500H only.

Remote AP Setting X

Local SSID Setting
Enabled SSID Security Mode Key Band

1 :‘ I WRAZ-Perso.. v I Concurrent .. v

2 \_-. " wPA2-Perso. ¥ " Concurrent..

Ethernet Secure Tunnel Setting @ T

Enabled Tunnel to goteway Interfoce

1 @D VLANS20 -

Configure and enable up to two SSID(s) in Local SSID Setting. WiFi clients connected to
these SSIDs are forwarded to the local network of the remote site. The Local SSID Setting are
different from the SSIDs you configured in Site-wide > Configure > Access points > SSID
advanced settings. See Section 5.3.1 on page 247 for the description of the fields.

Select from the available LAN or VLAN interface in Tunnel to gateway interface to enable it,
and click Save.

Name

This shows the descriptive name of the Nebula Device.

MAC address

This shows the MAC address of the Nebula Device.

Serial number

This shows the serial number of the Nebula Device.

Description This shows the user-specified description for the Nebula Device.
Address This shows the user-specified address for the Nebula Device.
Tag This shows the user-specified tag for the Nebula Device.

Load balancing

This shows the load balancing group name that the Nebula Device belongs (up to two
groups per access point). Nebula Devices in the same group should be within the proximity.
This allows them to share the load.

Status
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Table 14 Site-wide > Devices > Access points: Details (continued)

LABEL DESCRIPTION
LAN IP This shows the local (LAN) IP address of the Nebula Device. It also shows the IP addresses of
the gateway and DNS server.
Click the edit icon to open a screen where you can change the IP addresses, VLAN ID
number and tagging setting.
Set IP Address X
1P type static 1P =
IP
Management VLAN ID 1 (1~4094)
o Untagged Tagged
Subnet mask
Gateway
Primary DNS
Close m
Public IP This shows the global (WAN) IP address of the Nebula Device.
Usage This shows the amount of data consumed by the clients.

Current clients

This shows the number of clients which are currently connecting fo the Nebula Device and
its details.

Topology

Click Show to go to the Site-Wide > Topology screen. See Section 4.2 on page 155.

Neighbor info

This shows the LLDP information received on the up-link port.

Link

This shows the speed and duplex mode of the Ethernet connection on the Nebula Device's
ports.

It shows Uplink: Wireless if the access point is an mesh extender and connected to a mesh
controller wirelessly.

A warning icon displays when the Nebula Device is running at 100 Mbps or a lower speed.

Ports

This is available only for the Nebula Device that has one or more than one Ethernet LAN
port (except the uplink port).

This shows the PVID of the LAN port and the ID number of VLANs to which the LAN port
belongs. See Section 5.3.7 on page 271 for how to change the port’s VLAN settings.

Storm control

Storm confrol limits the number of broadcast, multicast and destination lookup failure (DLF)
packets received per second on the Nebula Device's Ethernet ports. When the maximum
number of allowable broadcast, multicast and/or DLF packets is reached per second, the
subsequent packets are discarded. Enabling this feature reduces broadcast, multicast
and/or DLF packets in your network.

Channel (Band)

This shows the channel ID and WiFi frequency band currently being used by the Nebula
Device.

Channel utilization

This shows the percentage of the channel ID usage.
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Table 14 Site-wide > Devices > Access points: Details (continued)

LABEL

DESCRIPTION

Power mode

This shows Full when the Nebula Device receives power directly through a power outlet.

This shows Full (Power by DC) when the Nebula Device receives power using a power
adapter.

This shows Full (Power by PoE) when the Nebula Device receives power through a PoE
switch/injector using IEEE 802.3at PoE plus. The PoE device that supports IEEE 802.3at PoE
Plus can supply power of up to 30W per Ethernet port.

This shows Limited (Require 802.3bt power) when the Nebula Device receives power
through a PoE switch/injector using IEEE 802.3bt POE even when it is also connected to a
power source using a power adapter. The PoE device that supports IEEE 802.3bt POE can
supply power of up to 71.3W per Ethernet port.

This shows Limited (Require 802.3at power) when the Nebula Device receives power
through a PoE switch/injector using IEEE 802.3af POE even when it is also connected fo a
power source using a power adapter. The PoE device that supports IEEE 802.3at PoE can
supply power of up to 15.4W per Ethernet port.

This field is blank when the access point’s firmware is older than version 5.50 or (WAX650S /
WAX510D firmware is older than version 6.00P4C0). Or when the access point is offline.

Click the edit icon to open a screen where you can enable full power mode.

Power Setting X
a’: Force override the power mode to full power
Note:

Please make sure the power source can provide full power to avoid the system interrupt issue.

Close [V/elele1 =Y

Note: As of this writing, the following is a list of models that will show the edit icon
for enabling full power mode: NAP303, NAP353, NWA1302-AC, NWA1123-
AC HD, NWA5123-AC HD, WAC6303D-S, WAC6502D-E, WAC6502D-S,
WAC6503D-S, WAC6552D-S, WAC6553D-S, WAXE50S, NWATT0AX,
WAX510D.

Antenna This displays the antenna orientation settings for the Nebula Device that comes with internal
antennas and also has an antenna switch.
Smart mesh This shows whether Nebula Smart Mesh is enabled on the Nebula Device.

For more information about Smart Mesh, see Section 5.1.1 on page 233.

To view the list of Nebula Devices that support smart mesh, go to Help > Device function
table.
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Table 14 Site-wide > Devices > Access points: Details (continued)

LABEL DESCRIPTION
Edit Edit the Nebula Device's Smart Mesh settings.
Smart mesh X
Enabled ‘:, 3'
Band: [i] Auto (high band preferred) v
Downlink: [i] ‘:,
Manual uplink: ‘:,
Uplink auto failover: ‘:,
Q select a AP:
Note:
Configure smart mesh here will override global setting for this access point.
Cancel
Enabled Enable or disable Smart Mesh on the Nebula Device.
This setting overrides the Smart Mesh settings configured for the Nebula Device's site in
NCC.
Lock When enabled, the Nebula Device's local Smart Mesh settings overrides the Smart Mesh
settings configured for the Nebula Device's site in NCC.
Example 1: If Smart Mesh is enabled for the site in NCC, you can disable Smart Mesh on the
Nebula Device by setfting Lock to on and Enabled to off.
Example 2: If Smart Mesh is disabled for the site in NCC, you can enable Smart Mesh on the
Nebula Device by setfting Lock to on and Enabled to on.
Band This setting will apply fo mesh extender.
¢ Select Auto (high band preferred) to allow the mesh extender to select a higher radio
band mesh controller.
e Select 2.4 GHz to use the 2.4 GHz band for regular Internet surfing and downloading.
e Select 5 GHz or 6 GHz to use the 5 or 6 GHz band for time sensitive fraffic like high-
definition video, music, and gaming.
Note: 6 GHz will display only for mesh extender that support it.
Downlink When enabled, the mesh extender can provide downlink capability to another mesh

extender.

Manual uplink

When enabled, this allows you to select a mesh conftroller or mesh extender.

Uplink auto When enabled, an mesh extender that cannot connect to the selected mesh conftroller
failover after 5 tries, will automatically connect to another mesh controller or mesh extender.
select a AP Select a mesh controller or mesh extender.

Wireless bridge

This shows whether wireless bridge is enabled on the Nebula Device.

For more information about wireless bridge, see Section 5.1.2.2 on page 235.

Note: Wireless bridge can only work when smart mesh is enabled in this screen.

Edit

Edit the Nebula Device's wireless bridge settings.
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Table 14 Site-wide > Devices > Access points: Details (continued)

LABEL

DESCRIPTION

Enabled

Enable or disable wireless bridge on the Nebula Device.

Note: If Smart Mesh is disabled for the site in NCC, then enabling wireless bridge
automatically enables Smart Mesh on the Nebula Device.

Allowed VLANs

Enter the IDs of the VLANSs that the Nebula Device will forward over the wireless bridge.

By default, this field uses the VLANs allowed for LAN1 at Site-wide > Configure > Access
points > AP & port settings. For details, see Section 5.3.7 on page 271.

History

Click Event log to go to the Site-wide > Monitor > Access points > Event log screen.

Configuration status

This shows whether the configuratfion on the Nebula Device is up-to-date.

Firmware availability

This shows whether the firmware on the Nebula Device is up-to-date or there is frmware
update available for the Nebula Device.

Current version

This shows the firmware version currently installed on the Nebula Device.

Map

This shows the location of the Nebula Device on Google map (Map view or Satellite
imagery view) or on a floor plan. Click Floor plan to display a list of existing floor plans. Each
floor plan has a drawing that shows the rooms scaled and viewed from above. Drag-and-
drop your Nebula Device directly on the Google map or click Position device to update
the Nebula Device's address (physical location).

Position device X

Update my device's location. What is this?
Use the device's IP address (GEO IP).
Get my location from web browser.

Use the following address or coordinates.

Cancel VGGG

* Select GEO IP to use the public IP address of the Nebula Device.

¢ Select Get my location from web browser to use the public IP address of the computer
accessing the NCC portal.

* Select Use the following address or coordinates to enter the complete address or
coordinates of the Nebula Device.

Note: Nebula Devices that are offline cannot use GEO IP.

Photo

This shows the photo of the Nebula Device. Click Add to upload one or more photos. Click
x to remove a photo.

Live tools

Traffic

This shows the Nebula Device traffic statistics.

Current stations

This shows the Nebula Device's connected WiFi clients’ MAC address, SSID name, IPv4
Address, Signal strength, Security, Channel, Tx rate, Rx rate, Association time, and
Capability.

Ping

Enter the domain name or IP address of a computer that you want to perform ping from
the Nebula Device in order to test a connection and click Ping.

This can be used to determine if the Nebula Device and the computer are able to
communicate with each other.
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Table 14 Site-wide > Devices > Access points: Details (continued)
LABEL DESCRIPTION

Traceroute Enter the domain name or IP address of a computer that you want to perform traceroute
from the Nebula Device and click Run. This determines the path a packet takes to the
specified computer.

Reboot AP Click the Reboot button to restart the Nebula Device.

Note: All connected clients will be temporarily disconnected during reboot.

Locator LED Enter a time interval between 1 and 60 minutes. The locator LED wiill blink for the number of
minutes set here once you turn on the locator LED.

Click the /', | button to turn on the locator feature, which shows the actual location of the
Nebula Device between several devices in the network.

Remote Access This allows you to establish a remote connection fo this Nebula Device by specifying the
port number. Then click Establish.

This feature is available to the organization owner, organization administrators with full
privileges, and site administrators with full privileges.

Wired stations This shows the Nebula Device's connected wired clients’ MAC address, IPv4 Address, Port
number, and the VLAN ID assigned to the wired station.

Note: At the time of writing Wired stations is available for WACS500H only.

Access point usage and connectivity

Move the cursor over the chart to see the transmission rate at a specific time.

Zoom Select to view the stafistics in the past 2 hours, day, week, or month.

Pan Click fo move backward or forward by one day or week.

4.3.2 Switches

This screen allows you to view the detailed information about a Nebula Device in the selected site. Click
Site-wide > Devices > Switches o access this screen.

Figure 27 Site-wide > Devices > Switches

Switches | Last2 hours L alli [

~ (1) selected in (1 ) switches @ online @ Offline ® Alert ®0ffline more than 6
< Status Name Tag MAC address LAN IP Public IP Model ‘Configuration status
'y Q Shawn_NSWI100-10P B8EC:A32BACBA 1921681137 210612092 NSW100-10P Up to date

2023-01-04 16:04:17
UPNP packets detected in IPTV networks. Check detail

The following table describes the labels in this screen.

Table 15 Site-wide > Devices > Switches

LABEL DESCRIPTION
Switches Select to view the Nebula Device information and connection status in the past two hours, day,
week or month.
©s Click this button to reload the data-related frames on this page.
Action Perform an action on the selected Nebula Devices.
Reboot Restart the Nebula Device.
Upgrade Upgrade the firmware on the Nebula Device.
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Table 15 Site-wide > Devices > Switches (continued)

Utilization (Uplink
port)

LABEL DESCRIPTION

Tag Select one or multiple Nebula Devices and click this button to create a new tag for the Nebula
Devices or delete an existing tag.

Move Select one or multiple Nebula Devices and click this button fo move the Nebula Device to
another site or remove the Nebula Device from the current site.

Search Specify your desired filter criteria to filter the list of Nebula Devices.

Switch This shows the number of Nebula Devices connected to the site network.

Export Click this button to save the Nebula Device list as a CSV or XML file to your computer.

Status This shows the status of the Nebula Device. Hover the mouse over the icon for a brief
description.
* Green: The Nebula Device is online and has no alerts.
* Amber: The Nebula Device has alerts.
* Red: The Nebula Device is offline.
e Gray: The Nebula Device has been offline for 7 days or more.
* With lock: The Nebula Device is locked by Auto Configuration Recovery. See Table 75 on

page 312 for more information.

Move the cursor over an amber alert icon to view the alerts the NCC generates when an error
or something abnormal is detected on the IPTV network.

Name This shows the descriptive name of the Nebula Device.

Tag This shows the user-specified tag for the Nebula Device.

MAC address This shows the MAC address of the Nebula Device.

LAN IP This shows the local (LAN) IP address of the Nebula Device.

Public IP This shows the global (WAN) IP address of the Nebula Device.

Model This shows the model number of the Nebula Device.

# Port This shows the number of the Nebula Device port which is connected to the NCC.

Configuration This shows whether the configuration on the Nebula Device is up-to-date.

status

Bandwidth This shows what percentage of the upstream/downstream bandwidth is currently being used

by the Nebula Device's uplink port.

Production This shows the Nebula Device's product description to explain what this Nebula Device is and

information also provides information about its features.

Connectivity This shows the Nebula Device connection status. Nothing displays if the Nebula Device is offline.
The gray time slot indicates the connection to the NCC is down, and the green time slot
indicates the connection is up. Move the cursor over a fime slot to see the actual date and
fime when a Nebula Device is connected or disconnected.

Description This shows the user-specified description for the Nebula Device.

Serial number

This shows the serial number of the Nebula Device.

Firmware status

This shows whether the firmware installed on the Nebula Device is up-to-date.
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Table 15 Site-wide > Devices > Switches (continued)

LABEL

DESCRIPTION

Firmware type

This shows Stable when the installed firmware may not have the latest features but has passed
Zyxel internal and external testing.

This shows Latest when the installed firmware is the most recent release with the latest features,
improvements, and bug fixes.

This shows General Availability when the installed firmware is a release before Latest, but is still
undergoing Zyxel external testing.

This shows Dedicated when the installed firmware is locked and Zyxel support is monitoring.
Contact Zyxel customer support if you want to unlock the firmware in order to upgrade to a
later one.

This shows Beta when the installed firmware is a release version for testing the latest features
and is still undergoing Zyxel internal and external testing.

This shows N/A when the Nebula Device is offline and its frmware status is not available.

Firmware
availability

This shows whether the firmware on the Nebula Device is Up to date, there is frmware update
available for the Nebula Device (Upgrade available), or a specific version of firmware has
been installed by Zyxel customer support (Locked).

Current version

This shows the firmware version currently installed on the Nebula Device.

Usage This shows the amount of data that has been transmitted or received by the Nebula Device's
clients.
IP type This shows whether the IP address was assigned automatically (DHCP), or manually (Static IP).

N\

Click this icon to display a greater or lesser number of configuration fields. For faster loading of
data, select only the configuration fields listed that do NOT take a long time to fetch data.

4.3.2.1 Switch Detalils

Click a Nebula Device entry in the Site-wide > Devices > Switches screen to display individual Nebula

Device statistics.
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Figure 28 Site-wide > Devices > Swifches: Switch Details
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Note: The banner This switch is currently protected by Auto Configuration Recovery will
display when this Nebula Device is locked by NCC. Click the Unlock button to continue
using the Nebula Device.

The following table describes the labels in this screen.

Table 16 Site-wide > Devices > Switches: Switch Details

LABEL DESCRIPTION
©s Click this button to reload the data-related frames on this page.
Unlock This button only appears when the Nebula Device is locked by NCC.

Click this button to continue using the Nebula Device.

Configuration

Click the edit icon fo change the Nebula Device name, description, fags and address. You can also move the
Nebula Device to another site. After modifying a Nebula Device name, the new name will be synchronized to the
Nebula Device and can be seen by protocols such as SNMP and LLDP.

Name This shows the descriptive name of the Nebula Device.

MAC address This shows the MAC address of the Nebula Device.

Serial number This shows the serial number of the Nebula Device.

Description This shows the user-specified description for the Nebula Device.
Address This shows the user-specified address for the Nebula Device.
Tag This shows the user-specified tag for the Nebula Device.

Status
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Table 16 Site-wide > Devices > Switches: Switch Details (confinued)

LABEL

DESCRIPTION

LAN IP

This shows the local (LAN) IP address of the Nebula Device. It also shows the IP addresses of
the gateway and DNS servers.

Click the edit icon to open a screen where you can change the IP address, VLAN ID
number and DNS server settings.

Set IP address X

IPtype Static IP hd

VLAN 1

@ Follow site-wide setting Edit

Subnet mask
Gateway
Primary DNS

Secondary DNS

Cancel

DHCP server

This shows the IP address of the DHCP server.

Public IP

This shows the global (WAN) IP address of the Nebula Device.

Topology

Click Show to go to the Site-wide > Topology screen. See Section 4.2 on page 155.

RSTP status

This shows Disabled when RSTP is disabled on the Nebula Device. Otherwise, it shows the
name or MAC address of the Nebula Device that is the root bridge of the spanning tree,
and the bridge priority.

IGMP status

This shows whether IGMP is enabled on the Nebula Device. If IGMP is enabled, it also shows
the ID number of the VLAN on which the Nebula Device learns the mulficast group
membership and the IP address of the Nebula Device interface in IGMP querier mode.

PoOE status

This shows the power management mode, the amount of power the Nebula Device is
currently supplying tfo the connected PoE-enabled devices and the total power the
Nebula Device can provide to the connected PoE-enabled devices on the PoE ports. N/A
displays if the Nebula Device does not support PoE.

Click the edit icon to open the PoE Configuration screen. See Section 4.3.2.2 on page 175.

History

Click Event log to go to the Site-wide > Monitor > Switches > Event log screen.

Configuration status

This shows whether the configuratfion on the Nebula Device is up-to-date.

Firmware availability

This shows whether the firmware on the Nebula Device is up-to-date or there is frmware
update available for the Nebula Device.

Current version

This shows the firmware version currently installed on the Nebula Device.
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Table 16 Site-wide > Devices > Switches: Switch Details (confinued)

LABEL DESCRIPTION
Map This shows the location of the Nebula Device on Google map (Map view or Satellite
imagery view) or on a floor plan. Click Floor plan to display a list of existing floor plans. Each
floor plan has a drawing that shows the rooms scaled and viewed from above. Drag-and-
drop your Nebula Device directly on the Google map or click Position device to update
the Nebula Device's address (physical location).
Position device X
Update my device's location. What is this?
© Use the device's IP address (GEO IP).
Get my location from web browser.
Use the following address or coordinates.
Cancel VGGG
¢ Select GEO IP to use the public IP address of the Nebula Device.
¢ Select Get my location from web browser to use the public IP address of the computer
accessing the NCC portal.
* Select Use the following address or coordinates to enter the complete address or
coordinates of the Nebula Device.
Note: Nebula Devices that are offline cannot use GEO IP.
Photo This shows the photo of the Nebula Device. Click Add to upload one or more photos. Click
X to remove a photo.
Ports

This shows the ports on the Nebula Device. You can click a port to see the individual port stafistics. See Section
4.3.2.3 on page 175. Move the pointer over a port to see additional port information. The port color indicates the
connection status of the port.

* Gray (#888888): The port is disconnected.

¢ Orange (#FF8%00): The port is connected and is fransmitting data at 10 or 100 Mbps.

e Green (#64BEQO): The port is connected and is transmitting data at 1000 Mbps (1 Gbps).
e Azure (#0079FF): The port is connected and is transmitting data at 2.5 Gbps.

* Violet (#8800FF): The port is connected and is transmitting data at 5 Gbps.

* Blue (#004FEE): The port is connected and is fransmitting data at 10000 Mbps (10 Gbps).

When the port is in the STP blocking state, failed LACP negotiation state, or failed port authentication state, a
blocked icon displays on top of the port (g for example) in the diagram.

Name This shows the Nebula Device name configured in NCC.

Status This shows the connection status of the port.

Type This shows the port type (Trunk or Access), PVID, and allowed VLANSs.

Speed This shows the current connection speed of the port. If the speed is unavailable, this displays
“Ethernet”.

LLDP This shows the LLDP information received on the port.

Reset This button only appears when the PoE port is connected to a PD (powered device). Follow

the prompt and click Confirm to reboot the PD connected to this port.

Note: This button is not available for an uplink port.
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Table 16 Site-wide >

Devices > Switches: Switch Details (confinued)

LABEL

DESCRIPTION

Configure ports

Click this button to go to the Site-wide > Configure > Switches > Switch ports screen, where
you can view port summary. See Section 6.3.1 on page 288.

Live tools

Ping

Enter the host name or IP address of a computer that you want to perform ping in order to
test a connection and click Ping.

Port Power Cycle

Enter the number of the ports and click the Reset button to disable and enable the ports
again.

MAC table

This shows what device MAC address, belonging to what VLAN group (if any) is forwarded
to which ports.

You can define how it displays and arrange the data in the summary table below.

Note: This tab will appear for NSW100 and NSW200 Series only.

Switch tables

Import the following data info NCC:
* MAC table. Click Run to show what device MAC address, belonging to what VLAN
group (if any) is forwarded to which ports. You can define how it displays and arrange
the dafa in the summary table.

Routing table. Click Run to show the routing destination, gateway, interface IP
addresses, hop count, and routing methods. The routing table is only displayed for L3
Nebula Devices.

ARP table. Click Run fo show the IP-to-MAC address mappings. The ARP table is only
displayed for L3 Nebula Devices.

IP source guard. Click Run to show the statfic, DHCP snooping, blocked client entries,
and expiration tfime of DHCP snooping and blocked entries on the Nebula Device.

After clicking Run in IP source guard, the IPSG (IP source guard) table could be empty if:

e |t fakes about 5 minutes to refresh the address table after you apply the Nebula Device
settings

Protected port is not specified

NCC may not get completed data from Nebula Device due to unstable network.
Please retry.

Reboot switch

Click the Reboot button to restart the Nebula Device.

Locator LED

Enter a time interval between 1 and 60 minutes to stop the locator LED from blinking. The
locator LED will start to blink for the number of minutes set here.

Click the » button to turn on the locator feature, which shows the actual location of the
Nebula Device between several Nebula Devices in the network.

Remote Access

Select to use TCP (Transmission Control Protocol) Port 22 or 443 to establish a remote
connection to this Nebula Device. The Nebula Device will create a reverse SSH (Secure
SHell) connection. Then click Establish.

After clicking Ok, NCC will provide a remote connection IPv4 address and service port
number. For example, Remote connection: 34.247.173.104:27086. Use this IPv4 address and
port to connect to the Nebula Device using an SSH terminal emulator (for example, Putty).
The remote session will be available for 30 minutes.

In case the connection cannot be established, confirm that the network allows Port 22 or
443.

Note: Use Remote Access for troubleshooting only.

Uplink usage

Move the cursor over f

he chart to see the fransmission rate at a specific time.

Zoom

Select to view the statistics in the past 12 hours, day, week, month, 3 months or é months.

Pan

Click fo move backward or forward by one day or week.

Power Consumption
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Table 16 Site-wide > Devices > Switches: Switch Details (confinued)
LABEL DESCRIPTION

Select to view the Nebula Device power consumption in the past two hours, day, week or
month.

This shows the current, total, maximum and minimum power consumption of the Nebula
Device.

y-Qaxis The y-axis shows how much power is used in Watts.

X-axis The x-axis shows the time period over which the power consumption is recorded.

4.3.2.2 PoE Configuration

Use this screen to set the POE settings for the Nebula Device. To access this screen, click the edit icon
next fo PoE Status in the Site-wide > Devices > Switches: Switch Details screen.

Note: To set PoE settings for an individual port, such as schedule, priority, and power mode,
edit the Nebula Device's port settings. For details, see Section 6.3.1 on page 288.

Figure 29 Site-wide > Devices > Switches: Switch Details: POE Configuration

PoE configuration X

Consumption mode -

B3

The following table describes the labels in this screen.

Table 17 Site-wide > Devices > Switches: Switch Details: POE Configuration
LABEL DESCRIPTION

PoE Mode Select the power management mode you want the Nebula Device to use.

Classification mode - Select this if you want the Nebula Device to reserve the Max Power (mW)
to each powered device (PD) according to the priority level. If the total power supply runs out,
PDs with lower priority do not get power to function.

Consumption mode - Select this if you want the Nebula Device to manage the total power
supply so that each connected PD gets a resource. However, the power allocated by the
Nebula Device may be less than the Max Power (mW) of the PD. PDs with higher priority also
get more power than those with lower priority levels.

Close Click this butfton to exit this screen without saving.

Saving Click this button to save your changes and close the screen.

4.3.2.3 Switch Port Details

Use this to view individual Nebula Device port statistics. To access this screen, click a port in the Ports
section of the Site-wide > Devices > Switches: Switch Details screen or click the details link next to a port
in the Site-wide > Configure > Switches > Switch ports screen.
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Figure 30 Site-wide > Devices > Switches: Switch Details: Port Details
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Cable diagnostic

Cable diagnostic allows users to inspect the Twisted Pair cabling remotely and provides information of pair status and approximated cable length, the cable length measurement error is +-10 meters
based on the cable slectrical characteristics.
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The following table describes the labels in this screen.

Table 18 Site-wide > Devices > Switches: Switch Details: Port Details

LABEL

DESCRIPTION

<

Click this button to reload the data-related frames on this page.

Switch / Port

Select to view the port information and connection status in the past two hours, day, week
or month.

Port This figure shows the ports on the Nebula Device.

Click a port to go to the corresponding port details screen. The selected port is highlighted.
Move the pointer over a port fo see additional port information, such as its name, MAC
address, type, and connection speed.
The port color indicates the connection status of the port.
e Gray (#888888): The port is disconnected.
e Orange (#FF8%00): The port is connected and is fransmitting data at 10 or 100 Mbps.
e Green (#64BEQQ): The port is connected and is fransmitting data at 1000 Mbps (1 Gbps).
e Azure (#0079FF): The port is connected and is transmitting data at 2.5 Gbps.
¢ Violet (#8800FF): The port is connected and is tfransmitting data at 5 Gbps.
e Blue (#004FEE): The port is connected and is transmitting data at 10000 Mbps (10 Gbps).
When the port is in the STP blocking state, failed LACP negotiation state, or failed port
authentication state, a blocked icon displays on top of the port ( ﬁ for example) in the
diagram.

Name This shows the descriptive name of the port.

Status This shows the connection status of the port.

MAC address

This shows the MAC address of the port.

Type This shows the port type (Trunk or Access), PVID, and allowed VLANSs.

Speed This shows the current connection speed of the port. If the speed is unavailable, this displays
“Ethernet”.

LLDP This shows the LLDP information received on the port.

Configuration

Click the edit icon to open the Switch ports screen and show the ports that match the filter criteria (the selected
port number). See Section 6.3.1 on page 288.

Summary

This shows the port’s VLAN settings.

RSTP

This shows whether RSTP is disabled or enabled on the port.

Port mirroring

This shows whether traffic is mirrored on the port.

Status

Name This shows the name of the port.

Status This shows the status of the port.

LLDP This shows the LLDP (Link Layer Discovery Protocol) information received on the port.
History Click Event log to go to the Site-wide > Monitor > Switches > Event log screen.

Bandwidth Utilization

Current Utilization

This shows what percentage of the upstream/downstream bandwidth is currently being
used by the port.

Maximum Utilization

This shows the maximum upstream/downstream bandwidth utilization (in percentage).

Minimum Utilization

This shows the minimum upstream/downstream bandwidth utilization (in percentage).

y-axis

The y-axis represents the fransmission rate in Kbps (kilobits per second).

X-QIXis

The x-axis shows the fime period over which the traffic flow occurred.

Power Consumption
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Table 18 Site-wide > Devices > Switches: Switch Details: Port Details (continued)

LABEL

DESCRIPTION

Total

This shows the total power consumption of the port.

Current Consumption

This shows the current power consumption of the port.

Maximum This shows the maximum power consumption of the port.

Consumption

Minimum This shows the minimum power consumption of the port.

Consumption

y-Qaxis The y-axis shows how much power is used in Watts.

X-aXis The x-axis shows the time period over which the power consumption is recorded.

Packets Counters

TX/RX Unicast

This shows the number of good unicast packets transmitted/received on the port.

TX/RX Multicast

This shows the number of good multicast packets tfransmitted/received on the port.

TX/RX Broadcast

This shows the number of good broadcast packets transmitted/received on the port.

TX/RX Pause

This shows the number of 802.3x Pause packets transmitted/received on the port.

IGMP V2/V3

Query Rx This shows the number of IGMP query packets received on the port.
Report Rx This shows the number of IGMP report packets received on the port.
Report Tx This shows the number of IGMP report packets fransmitted on the port.

Report Drops

This shows the number of IGMP report packets dropped on the port.

Leave Rx

This shows the number of IGMP leave packets received on the port.

Leave Tx

This shows the number of IGMP leave packets fransmitted on the port.

Leave Drops

This shows the number of IGMP leave packets dropped on the port.

Error Packets

RX CRC This shows the number of packets received with CRC (Cyclic Redundant Check) errors.
CRC errors indicate packet errors in the network, potentially caused by mismatching
Ethernet speed/duplex, bad cables or transceivers, or malfunctioning client devices.

Length This shows the number of packets received with a length that was out of range.

Runt This shows the number of packets received that were too short (shorter than 64 octets),
including the ones with CRC errors.

IPv4 Address This shows the IP address of the incoming frame which is forwarded on the port.

Note: The IP address is obtained using one of the following three methods:

e LLDP remote information
¢ Information collected by the Nebula Security Gateway (NSG) in this site
¢ Information collected by NCC when the client connected to Nebula

MAC Address

This shows the MAC address of the incoming frame which is forwarded on the port.

VLAN

This shows the VLAN group to which the incoming frame belongs.

Cable Diagnostics

Diagnose Click Diagnose to perform a physical wire-pair test of the Ethernet connections on the port.
The following fields display when you diagnose a port.
Channel An Ethernet cable usually has four pairs of wires. A 1T0BASE-T or 100BASE-TX port only use and

test two pairs, while a 1000BASE-T port requires all four pairs.

This displays the descriptive name of the wire-pair in the cable.
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Table 18 Site-wide > Devices > Switches: Switch Details: Port Details (continued)

LABEL

DESCRIPTION

Pair Status

OK: The physical connection between the wire-pair is okay.
Open: There is no physical connection (an open circuit detected) between the wire-pair.
Short: There is a short circuit detected between the wire-pair.

Unknown: The Nebula Device failed to run cable diagnostics on the cable connected to
this port.

Unsupported: The port is a fiber port or it is not active.

Cable Length

This displays the total length of the Ethernet cable that is connected to the port when the
Pair Status is OK and the Nebula Device chipset supports this feature.

This shows N/A if the Pair Status is Open or Short. Check the Distance to fault.

This shows Unsupported if the Nebula Device chipset does not support to show the cable
length.

Distance to fault (m)

This displays the distance between the port and the location where the cable is open or
shorted.

This shows N/A if the Pair Status is OK.

This shows Unsupported if the Nebula Device chipset does not support to show the
distance.

DDMI This section is available only on an SFP (Small Form Factor Pluggable) port.

DDMI Click DDMI (Digital Diagnostics Monitoring Interface) to display real-time SFP transceiver
information and operating parameters on the port. You can also see the alarm and
warning thresholds for temperature, voltage, transmission bias, fransmission and receiving
power.

Port This shows the number of the port on the Nebula Device.

Vendor This shows the vendor name of the fransceiver installed in the port.

PN This shows the part number of the transceiver installed in the port.

SN This shows the serial number of the transceiver installed in the port.

Revision This shows the firmware version of the fransceiver installed in the port.

Date-code This shows the date the installed fransceiver's firmware was created.

Transceiver This shows the type and the Gigabit Ethernet standard supported by the fransceiver
installed in the port.

Calibration This shows whether the diagnostic information is internally calibrated or externally
calibrated.

Current This shows the current operating parameters on the port, such as transceiver temperature,
laser bias current, fransmitted optical power, received optical power and transceiver
supply voltage.

High Alarm Threshold | This shows the high alarm threshold for temperature, voltage, fransmission bias, tfransmission

and receiving power. A frap is sent when the operating parameter is above the threshold.

High Warn Threshold

This shows the high warning threshold for temperature, voltage, fransmission bias,
fransmission and receiving power.

Low Warn Threshold

This shows the low alarm threshold for temperature, voltage, transmission bias, transmission
and receiving power. A trap is sent when the operating parameter is below the threshold.

Low Alarm Threshold

This shows the low warning threshold for temperature, voltage, transmission bias,
fransmission and receiving power.

NCC User's Guide
179




Chapter 4 Site-wide

4.3.3 Security Router

This screen allows you to view the detailed information about the Nebula Device in the selected site.
Click Site-wide > Devices > Security router to access this screen.

Figure 31 Site-wide > Devices > Security routerl
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The following table describes the labels in this screen.

Table 19 Site-wide > Devices > Security router

LABEL

DESCRIPTION

Configuration

Click the edit icon to change the Nebula Device name, description, tags and address (physical location). You can
also move the Nebula Device to another site or remove.

Name

This shows the descriptive name of the Nebula Device.

MAC address

This shows the MAC address of the Nebula Device's WAN port.

Serial number

This shows the serial number of the Nebula Device.

Description

This shows the user-specified description for the Nebula Device.

Address

This shows the user-specified address (physical location) for the Nebula Device.

Tags

This shows the user-specified tags for the Nebula Device.

Port

This shows the ports on the Nebula Device.
The port is highlighted in green color when it is connected and the link is up.

Move the pointer over a port to see additional port information, such as its name,
connection status, MAC address, and connection speed.

Map

This shows the location of the Nebula Device on Google Maps (Map view or Satellite
imagery view) or on a floor plan. Click Floor plan to display a list of existing floor plans. Each
floor plan has a drawing that shows the rooms scaled and viewed from above. Drag-and-
drop your Nebula Device directly on the Google map or click Position device to update
the Nebula Device's address (physical location).

Position device X

Update my device's location. What is this?
Use the device's IP address (GEO IP).
Get my location from web browser.

Use the following address or coordinates.

Cancel VGGG

¢ Select GEO IP to use the public IP address of the Nebula Device.

¢ Select Get my location from web browser to use the public IP address of the computer
accessing the NCC portal.

¢ Select Use the following address or coordinates to enter the complete address or
coordinates of the Nebula Device.

Note: Nebula Devices that are offline cannot use GEO IP.

Photo

This shows the photo of the Nebula Device. Click Add to upload one or more photos. Click
X to remove a photo.

Status

Public IP

This shows the IPv4 address of the WAN interface, and whether it was assigned
automatically (DHCP), manually (Static IP), or by PPPOE.
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Table 19 Site-wide > Devices > Security router (confinued)

LABEL

DESCRIPTION

Channel (Band)

This shows the channel ID and WiFi frequency band currently being used by the Nebula
Device.

Note: This field only appears for ZyWALL ATP100W, USG FLEX 100W, and USG20W-
VPN.

Usage This shows the amount of data that has been fransmitted or received by the Nebula
Device'’s clients.

Topology Click Show to go to the Site-Wide > Topology screen. See Section 4.2 on page 155.

History Click Event log to go to the Site-wide > Monitor > Security router > Event log screen.

Configuration status

This shows whether the configuration on the Nebula Device is Up-to-date.

Firmware availability

This shows whether the firmware installed on the Nebula Device is Up-to-date.

Current version

This shows the firmware version currently installed on the Nebula Device.

Network usage and connectivity

Move the cursor over the chart to see the transmission rate at a specific time.

Zoom Select to view the statistics in the past 2 hours, 24 hours, 7 days, or 30 days.
Pan Click fo move backward or forward by one day or week.
Live tools
Ping Enter the host name or IP address of a computer that you want to perform ping in order to
test a connection and click Ping. You can select the interface (WAN, LAN, or VLAN)
through which the Security Firewall sends queries for ping.
Note:
¢ To ping for VPN/routing issues, it is not necessary fo connect an end-device on the LAN
interface of the Nebula Device.
* Arouting problem is possible if the WAN interface can reach the Internet but not the
LAN interface.
Traceroute Enter the host name or IP address of a computer that you want to perform the traceroute
function. This determines the path a packet takes to the specified computer.
DNS lookup Enter a host name and click Run to resolve the IP address for the specified domain name.

Reboot gateway

Click the Reboot button to restart the Nebula Device.

4.3.4 Firewall

This screen allows you to view the detailed information about the Nebula Device in the selected site.
Click Site-wide > Devices > Firewall fo access this screen.
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Figure 32 Site-wide > Devices > Firewalll
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The following table describes the labels in this screen.

Table 20 Site-wide > Devices > Firewall

LABEL

DESCRIPTION

Configuration

Click the edit icon to change the Nebula Device name, description, tags and address (physical location). You can
also move the Nebula Device to another site or remove.

Name

This shows the descriptive name of the Nebula Device.

MAC address

This shows the MAC address of the Nebula Device's WAN port.

Serial number

This shows the serial number of the Nebula Device.

Description This shows the user-specified description for the Nebula Device.

Address This shows the user-specified address (physical location) for the Nebula Device.

Tags This shows the user-specified tags for the Nebula Device.

Port This shows the ports on the Nebula Device.

The port is highlighted in green color when it is connected and the link is up.
Move the pointer over a port to see additional port information, such as its name,
connection status, MAC address, and connection speed.

Port This shows the identity number of the selected port.

Port Group This shows the name of the port group that the port belongs to.

Status This shows the connection status of the port.

Map This shows the location of the Nebula Device on Google Maps (Map view or Satellite
imagery view) or on a floor plan. Click Floor plan to display a list of existing floor plans. Each
floor plan has a drawing that shows the rooms scaled and viewed from above. Drag-and-
drop your Nebula Device directly on the Google map or click Position device to update
the Nebula Device's address (physical location).

Position device X
Update my device's location. What is this?
Use the device's IP address (GEO IP).
Get my location from web browser.
Use the following address or coordinates.
Cancel VGGG
* Select GEO IP to use the public IP address of the Nebula Device.
¢ Select Get my location from web browser to use the public IP address of the computer
accessing the NCC portal.
* Select Use the following address or coordinates to enter the complete address or
coordinates of the Nebula Device.
Note: Nebula Devices that are offline cannot use GEO IP.

Photo This shows the photo of the Nebula Device. Click Add to upload one or more photos. Click
x to remove a photo.

Status
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Table 20 Site-wide > Devices > Firewall (continued)

LABEL

DESCRIPTION

CPU usage

This shows what percentage of the Nebula Device's processing capability is currently being
used.

Memory usage

This shows what percentage of the Nebula Device's RAM is currently being used.

Session

This shows how many sessions the Nebula Device currently has. A session is a unique
established connection that passes through, from, to, or within the Nebula Device.

Channel (Band)

This shows the channel ID and WiFi frequency band currently being used by the Nebula
Device.

Note: This field only appears for ZyWALL ATP100W, USG FLEX 100W, and USG20W-
VPN.

Usage This shows the amount of data that has been tfransmitted or received by the Nebula
Device'’s clients.

Topology Click Show to go to the Site-Wide > Topology screen. See Section 4.2 on page 155.

History Click Event log to go to the Site-wide > Monitor > Firewall > Event log screen.

Configuration status

This shows whether the configuration on the Nebula Device is Up-to-date.

Firmware availability

This shows whether the firmware installed on the Nebula Device is Up-to-date.

Current version

This shows the firmware version currently installed on the Nebula Device.

WAN status

WAN Interface

This shows the descriptive name of the active WAN connection.

Status This shows the connection status of the WAN interface (up or down).

IP This shows the IP address of the WAN interface, and whether it was assigned automatically
(DHCP), manually (Static IP), or by PPPOE.

Gateway This shows the IP address of the default Nebula Device assigned to the WAN interface.

DNS Server This shows the IP addresses of the DNS servers assigned to the WAN interface.

Network usage and connectivity

Move the cursor over t

he chart to see the fransmission rate at a specific time.

Zoom Select to view the statistics in the past 2 hours, 24 hours, 7 days, or 30 days.

Pan Click to move backward or forward by one day or week.

Live tools

Traffic This shows the WAN port stafistics.

The y-axis represents the fransmission rate for uploads and downloads.
The x-axis shows the fime period over which the traffic flow occurred.

DHCP leases This shows the IP addresses currently assigned to DHCP clients.

Ping Entfer the host name or IP address of a computer that you want to perform ping in order to
test a connection and click Ping. You can select the interface (WAN, LAN, or VLAN)
through which the Security Firewall sends queries for ping.

Note:

¢ To ping for VPN/routing issues, it is not necessary to connect an end-device on the LAN
inferface of the Nebula Device.

* Aroufing problem is possible if the WAN interface can reach the Internet but not the
LAN interface.

Traceroute Enter the host name or IP address of a computer that you want to perform the traceroute
function. This defermines the path a packet takes o the specified computer.

DNS lookup Enter a host name and click Run to resolve the IP address for the specified domain name.
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Table 20 Site-wide > Devices > Firewall (continued)

LABEL DESCRIPTION
Reboot device Click the Reboot button to restart the Nebula Device.
Remote Access This option is available only for the Nebula Device owner.

Establish a remote command line interface (CLI) connection to the Nebula Device by
specifying the Port number and clicking Establish.

4.3.5 Security Gateway

This screen allows you to view the detailed information about a Nebula Device in the selected site. Click
Site-wide > Devices > Security gateway to access this screen.
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Figure 33 Site-wide > Devices > Security gateway
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The following table describes the labels in this screen.

Table 21 Site-wide > Devices > Security gateway

LABEL

DESCRIPTION

Configuration

Click the edit icon fo change the Nebula Device name, description, fags and address. You can also move the
Nebula Device to another site or remove.

Name

This shows the descriptive name of the Nebula Device.

MAC address

This shows the MAC address of the Nebula Device.

Serial number

This shows the serial number of the Nebula Device.

Description This shows the user-specified description for the Nebula Device.
Address This shows the user-specified address for the Nebula Device.
Tags This shows the user-specified tag for the Nebula Device.
Port This shows the ports on the Nebula Device.
The port is highlighted in green color when it is connected and the link is up.
Move the pointer over a port to see additional port information, such as its name,
connection status, MAC address, and connection speed.
Name This shows the descriptive name of the port.
Status This shows the connection status of the port.

MAC address

This shows the MAC address of the port.

Speed

This shows the current connection speed of the port. If the speed is unavailable, this displays
“Ethernet”.

LLDP

This shows the LLDP information received on the port.

Map

This shows the location of the Nebula Device on the Google map (Map view or Satellite
imagery view) or on a floor plan. Click Floor plan to display a list of existing floor plans. Each
floor plan has a drawing that shows the rooms scaled and viewed from above. Drag-and-
drop your Nebula Device directly on the Google map or click Position device to update
the Nebula Device's address (physical location).

Position device X

Update my device's location. What is this?
© Use the device's IP address (GEO IP)
Get my location from web browser.

Use the following address or coordinates

Cancel VGGG

¢ Select GEO IP to use the public IP address of the Nebula Device.

¢ Select Get my location from web browser to use the public IP address of the computer
accessing the NCC portal.

* Select Use the following address or coordinates to enfer the complete address or
coordinates of the Nebula Device.

Note: Nebula Devices that are offline cannot use GEO IP.

NCC User's Guide
188




Chapter 4 Site-wide

Table 21 Site-wide > Devices > Security gateway (continued)

LABEL DESCRIPTION

Photo This shows the photo of the Nebula Device. Click Add to upload one or more photos. Click
x to remove a photo.

Status

WANT/WAN2 This shows the IP address, gateway, DNS, and VLAN ID information for the active WAN
connection.

Public IP This shows the global (WAN) IP address of the Nebula Device.

CPU usage This shows what percentage of the Nebula Device's processing capability is currently being

used.

Memory usage

This shows what percentage of the Nebula Device'’s RAM is currently being used.

Security Service

This shows whether Nebula Security Services (NSS) are enabled on the Nebula Device. Click
What is this? to view the type of enabled security services.

When the gateway’s NSS license expires, NSS is automatically disabled. This field displays an
edit button which you can use to re-enable the services after renewing the NSS license.

Usage This shows the amount of data that has been fransmitted or received by the Nebula
Device'’s clients.

Topology Click Show to go to the Site-Wide > Topology screen. See Section 4.2 on page 155.

History Click Event log to go to the Site-Wide > Monitor > Security gateway > Event log screen.

Configuration status

This shows whether the configuration on the Nebula Device is up-to-date.

Firmware availability

This shows whether the firmware installed on the Nebula Device is up-to-date.

Current version

This shows the firmware version currently installed on the Nebula Device.

Live tools

Internet traffic

This shows the WAN port statistics.
The y-axis represents the fransmission rate in Kbps (kilobits per second).

The x-axis shows the fime period over which the fraffic flow occurred.

DHCP leases This shows the IP addresses currently assigned to DHCP clients.

Ping Enter the host name or IP address of a computer that you want to perform ping in order to
test a connection and click Ping. You can select the interface through which the Nebula
Device sends queries for ping.

Traceroute Enter the host name or IP address of a computer that you want to perform the traceroute
function. This determines the path a packet takes to the specified computer.

DNS lookup Enter a host name and click Run to resolve the IP address for the specified domain name.

Reboot gateway

Click the Reboot button to restart the Nebula Device.

Remote Access

This option is available only for the Nebula Device owner.

Establish a remote connection by specifying the Port number and clicking Establish.

Network usage and connectivity

Move the cursor over the chart to see the transmission rate at a specific time.

Zoom

Select to view the statistics in the past 2 hours, day, week, or month.

Pan

Click to move backward or forward by one day or week.

4.3.6 Mobile Router

This screen allows you to view the detailed information about a Nebula Device in the selected site. Click
Site-wide > Devices > Mobile router to access this screen. See the Mobile Router chapter for more

information.
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4.4 Map & Floor Plans

This screen allows you to locate a Nebula Device on the world map and use a floor plan to show where
Nebula Devices are physically located. Click Site-Wide > Map & floor plans to access this screen.

Figure 34 Site-wide > Map & floor plans
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Place device on map

You can mark on the map the places where the Nebula Devices are located. Click the Place device on
map tab to display the Nebula Device list for the selected site. Click the arrow ( <{ ') on the upper left
corner of the Map & floor plans screen to collapse or expand the list.

Click the Placed button to show the Nebula Devices that you have pinned on the map and/or the floor
plan. Click the Un-placed button to show the Nebula Devices that remain to be pinned on the map. To
pin a Nebula Device, select the Nebula Device from the Un-placed list, then drag and drop it on the
map.

The pin icon next fo a Nebula Device name is green (Q) if you have marked the Nebula Device on the
map. Otherwise, the pin icon is gray (Q). Click the @ icon to remove a Nebula Device from the map.
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Figure 35 Site-wide > Map & floor plans: Place device on map
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Edit floor plans

Click the Edit floor plans tab to display the list of existing floor plan, a drawing that shows the rooms

scaled and viewed from above. Click the arrow ( << ) on the upper left corner of the Map & floor plans
screen to collapse or expand the list.

Use the Create+ button to upload a new floor plan. The floor plan then shows on the Google map at the
right side of the screen. Use your mouse to move the floor plan, and use the icons at the top of the map
fo rotate, change the transparency, resize or hide the floor plan. Click Set position to apply your
changes. If you want to relocate the floor plan, select the floor plan from the list and click its edit icon.

Figure 36 Site-wide > Map & floor plans: Edit floor plans
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The following table describes the labels in this screen.

Table 22 Site-Wide > Map & floor plans: Edit floor plans

LABEL DESCRIPTION

Floor plan This shows the descriptive name of the floor plan.

Devices This shows the number of Nebula Devices marked on this floor plan.

Z Click this icon to open a screen, where you can modify the name, address and/or
dimension of the floor plan.

i Click this icon to delete the floor plan.

4.5 Clients

This screen shows a list of all wired and WiFi clients connected to Nebula Devices (access points,
Switches, Security Appliances, mobile routers) in the site. You can also block or allow clients. Click Site-
wide > Clients to access this screen.

Figure 37 Site-wide > Clients > Client list
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The following table describes the labels in this screen.

Table 23 Site-wide > Clients > Client list

LABEL DESCRIPTION
Client list Select to filter the list of clients, based on what type of Nebula Device (access point, Switch,
Security Appliance, mobile router) the client is connected to.
You can also set a time; the list shows each client’s connection status in the past two hours or
past 24 hours.
©s Click this button to reload the data-related frames on this page.
Show all clients Click this to show all clients that have been online during the selected time period.
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Table 23 Site-wide > Clients > Client list (continued)

LABEL DESCRIPTION

Show policy Click this to show clients that have a white-listed or blocked policy applied to them, regardless

clients of when they were last online. The client’s usage data is calculated according fo the selected
fime period.

Policy Select the clients from the table below, and then choose the security policy that you want to

apply to the selected clients. Choose one of the following policies, then click Apply policy.

e Allow list: The selected clients to bypass captive portal authentication.

¢ Block list: The selected clients cannot connect fo the site. How a client is blocked depends
on the connected Nebula Device type selected under Client list.
AP: The client is blocked by MAC address from connecting to any AP in the site.
Switch: The client is blocked by MAC address from sending or receiving network fraffic.
Gateway: The Security Appliance will not route traffic for the client’s IP address.

= To specific SSID: Selectively apply captive portal authentication to specific_SSIDs on an AP.
* Normal: The selected clients have no policies applied to them.

Search clients

Specify your desired filter criteria to filter the list of clients.

N clients

This shows the number of clients (N) connected to the gateway in the site network.

Export

Click this button to save the client list as a CSV or XML file to your computer.

General fields

Select an entry’s check box to select a specific client. Otherwise, select the check box in the
table heading row to select all clients.

Status This shows whether the client is online (green) or offline (red), and whether the client is wired or
wireless.
¢ Clients connected to an Access Point are reported as wireless.
¢ Clients connected to a Switch or Security Appliance are reported as wired.

Description This shows the descriptive name of the client. By default, this is the client’s MAC address. The

client description can be obtained through the following:

e User customized description

¢ Hostname detected from client’s LLDP (Link Layer Discovery Protocol) System Name
* Hostname detected from the Nebula-managed access point

* Hostname detected from the Nebula-managed Security Appliance.

Click the name to display the individual client statistics. See wireless: Section 4.5.0.1 on page
194 and wired: Section 4.5.0.2 on page 196.

Connected to

This shows the name of the Nebula Device to which the client is connected in this site.

Click the Nebula Device name to display the screen where you can view detailed information
about the Nebula Device.

MAC address

This shows the MAC address of the client.

Click the MAC address to display the individual client statistics. See wireless: Section 4.5.0.1 on
page 194 and wired: Section 4.5.0.2 on page 196.

IPv4 address

This shows the IPv4 address of the client. By default, the field is blank. The client IPv4 address can
be obtained through the following:

¢ IPv4 address detected from client’s LLDP (Link Layer Discovery Protocol) Management
Address

* |Pv4 address detected from the Nebula-managed access point

¢ |IPv4 address detected from the Nebula-managed Security Appliance.

First seen This shows the first date and time the client was discovered over the specified period of time.
Last seen This shows the last date and time the client was discovered over the specified period of time.
Manufacturer This shows the manufacturer of the client hardware.

Policy This shows the security policy applied to the client.
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Table 23 Site-wide > Clients > Client list (continued)

LABEL DESCRIPTION
Note

This shows additional information about the client.

S

Click this icon to display a greater or lesser number of configuration fields.

4.5.0.1 WiFi Client Details

Click a WiFi client entry in the Site-wide > Clients > Clients list screen to display individual client statistics.
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Figure 38 Site-wide > Clients > Clienfs list:
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The following table describes the labels in this screen.

Table 24 Site-wide > Clients > Clients list: WiFi Client Details

LABEL DESCRIPTION

Client Click the edit icon to change the client name.

Status This shows whether the client is online (green), or goes offline (red). It also shows the last
date and time the client was discovered.

SSID This shows the name of the Access Point’s WiFi network fo which the client is connected.

Connected to This shows the name of the Nebula managed Access Point to which the client is
connected.

Click the name to display the individual Access Point statistics. See Section 4.3.1.1 on page
159.

Signal This shows the RSSI (Received Signal Strength Indicator) of the client's WiFi connection, and
an icon showing the signal strength.

Icon default thresholds:

* Green/5 blocks: signal is greater than —67 dBm, strong signal
*  Amber/4 blocks: signal -67 to —73 dBm, average signal

*  Amber/3 blocks: signal —=74 to -80 dBm, below average signal
¢ Red/2 blocks: signal is less than -80 dBm, weak signal

Security This shows the encryption method used to connect to the Access Point.

Captive portal This shows the web authentication method used by the client to access the network.

User This shows the number of users currently connected to the network through the client
device.

Manufacturer This shows the manufacturer of the device connected fo the Access Point.

oS This shows the operating system running on the client device, if known.

Capability This shows the WiFi standards supported by the client or the supported standards currently
being used by the client.

Note This shows additional information for the client. Click the edit icon to change it.

History Click Event log to go to the Site-wide > Monitor > Access points > Event log screen.

Map This shows the location of the client on the Google map.

Period Select to view the statistics in the past two hours, day, week or month.

Pan Click to move backward or forward by two hours or one day.

y-Qaxis The y-axis shows the transmission speed of data sent or received by the client in kilobits per
second (Kbps).

X-axis The x-axis shows the fime period over which the fraffic flow occurred.

Network

IPv4 address This shows the IP address of the client.

MAC address This shows the MAC address of the client.

VLAN This shows the ID number of the VLAN to which the client belongs.

Ping Click the button to ping the client’s IP address from the Nebula AP to test connectivity.

Loss rate This shows the rate of packet loss when you perform ping.

Average latency This shows the average latency in ms when you perform ping.

4.5.0.2 Wired Client Details

Click a wired client’s descriptive name in the Site-wide > Clients > Clients list screen to display individual
client stafistics.

NCC User's Guide
196



Chapter 4 Site-wide

Figure 39 Site-wide > Clients > Clienfs list: Wired Client Details
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The following table describes the labels in this screen.

Table 25 Site-wide > Clients > Clients list: Wired Client Details

LABEL DESCRIPTION
Client Click the edit icon to change the client name.
Status This shows whether the client is online (green) or offline (red). It also shows the last date and

time the client was discovered, and whether the client is wired or wireless.

Connected o

This shows the name of the Security Appliance to which the client is connected.

Manufacturer

This shows the manufacturer of the client device.

Note

Enter information about this Nebula Device, for yourself or for other administrators.

LLDP information

This shows the LLDP (Link Layer Discovery Protocol) information received from the remote
device.

Network

IPv4 address

This shows the IPv4 address of the client.

MAC address

This shows the MAC address of the client.

VLAN

This shows the VLAN ID for this client.

Port

This shows the port number of the Nebula Device the client is connected.

Ping

Click the button to ping the client’s IP address from the gateway to test connectivity.

Note: This button is grayed-out when client is not assigned an IP address.

4.5.1 WiFi Aid

The WiFi Aid screen displays the number of WiFi clients that cannot connect to an AP(s) in a site. It also
displays the number of WiFi clients who cannot authenticate in a hotspot (captive portal) or who have

timed out.
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Use this screen to identify connection problems between WiFi clients and supported AP(s). Click Site-
wide > Clients > WiFi Aid to access this screen.

Note: This feature is available if you have the Nebula Pro Pack license only.

Note: After a WiFi client successfully connects to the Nebula Device, NCC will not count past
connection failures.

Figure 40 Site-wide > Clients > WiFi Aid
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The following table describes the labels in this screen.

Table 26 Site-wide > Clients > WiFi Aid

LABEL

DESCRIPTION

WiFi Aid

Select a Time range. The overview will show all WiFi clients’ connection issues in the Last hour,
Last 12 hours, Last 24 hours, or Custom range (from 15 minutes to one day).

Select to filter the overview of the client’s WiFi connection issues based on one AP WiFi network
(SSID), or all WiFi networks (All SSIDs, default).

Select to filter the overview of all WiFi clients’ connection issues based on one AP tag, or All tags
(default). This is the tag you create in Access point > Monitor > Access points.

Click the Refresh icon to update this screen.

Client devices
affected by
connection
problems

This chart displays the number of WiFi clients with the following connection problems.

e Wireless failures. This displays the number of WiFi clients that failed association to an AP or
failed authentication.

e DHCP failures. This displays the number of WiFi clients that failed to receive an IP address
due to DHCP failure/timeout with the DHCP server.

¢ DNS failures. This displays the number of WiFi clients that failed DNS query due to DNS
timeout from a DNS server.

Client devices
affected by
captive portal
problems

This chart displays the number of WiFi clients that failed hotspot authentication. This includes
entering the wrong user credentials or an authentication timeout.

Failed clients

This table displays the number of WiFi clients with failed connection attempts (WiFi connection/
DHCP client/DNS failures — numerator) over the number of total connection attempts
(denominator). The list displays the WiFi client with the most connection failures first, in
descending order.

Clicking the hyperlink in the Client device column will direct you to the Site-wide > Monitor >
Client: Client device screen. See Section 4.5 on page 192 for more information on this screen.

Clicking the numerator hyperlink in the # Failed/total connections column will direct you to the
Site-wide > Monitor > Connection log screen. See Section 4.8 on page 204 for more information
on this screen.

The Last failed issue column displays the reason for the last connection failure.

Failed
connection by
SSID

This table displays the number of WiFi clients with WiFi connection/DHCP client/DNS failures in
each WiFi network. The list displays the WiFi network with the most connection failures first, in
descending order.

Clicking the hyperlink in the # Failed connections column will direct you to the Site-wide >
Monitor > Connection log screen. See Section 4.8 on page 204 for more information on this
screen.

Captive portal
login issues by
client

This table displays the list of WiFi clients with the corresponding number of failed hotspot
authentication. The list displays the WiFi client that failed hotspot authentication the most
number of times first, in descending order.

Clicking the hyperlink in the Client device column will direct you to the Site-wide > Monitor >
Client: Client device screen. See Section 4.5 on page 192 for more information on this screen.

Clicking the hyperlink in the # Failed authentication column will direct you fo the Site-wide >
Monitor > Connection log screen. See Section 4.8 on page 204 for more information on this
screen.

Failed
connection by
AP

This table displays the number of WiFi clients with WiFi connection/DHCP client/DNS failures in
each access point. The list displays the access point with the most connection failures first, in
descending order.

Clicking the hyperlink in the # Failed connection column will direct you to the Site-wide >
Monitor > Connection log screen. See Section 4.8 on page 204 for more information on this
screen.
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4.6 Applications Usage

This screen displays usage statistics for applications used in the site. An application can be a specific
app or service (for example, Facebook) or a general protocol (for example, HTTP). You can also block or
restrict bandwidth for applications at the gateway, and for multiple applications by category.

Click Site-wide > Applications Usage to access this screen.

Note: You can view this screen by application or by category.

Figure 41 Site-wide > Applications usage: Application View
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Figure 42 Site-wide > Applications usage: Category View
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The following table describes the labels in this screen.

Table 27 Site-wide > Applications usage

LABEL

DESCRIPTION

Applications

In Application view, select to view all applications of Nebula Security Appliances / Nebula
Access Points, or only applications with bandwidth or block policies applied to Nebula
Security Appliances.

In Category view, select to view all applications of Nebula Security Appliances / Nebula
Access Points only.

Select to view the report for the past day or week. Alternatively, select Custom range... to
specify a time period the report will span. You can also select the number of results you
want to view in a table.

<

Click this button to reload the data-related frames on this page.

Category View /
Application View

Click this button to view statistics by application or category.

y-axis The y-axis shows the total amount of data used by applications or categories in the site.
X-QIXis The x-axis shows the fime period over which the data usage occurred.
Keyword Enter a keyword to filter the list of log entries.

N applications/
categories

This shows the number of applications/categories (N) in the list.

Application/Category-View Fields

Status This shows whether the application or category is blocked or allowed within the current site.
Application This shows the application name.
Category This shows the name of the category to which the application belongs.

Note: Click this field in Category view to see all applications in the category.

Bandwidth limit

This shows the bandwidth restriction policy for the application.

Usage This shows the amount of data consumed by the application, or all applications in the
category.

% Usage This shows the percentage of usage for the application or category.

Limit Click this to limit the bandwidth for the application on the site’s gateway.

You can apply the restrictions per gateway interface, or for all interfaces.

4.7 Summary Report

Use this screen to view statistics for the Nebula Devices and networks in the selected site.

Click Site-wide > Summary report to access this screen.
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Figure 43 Site-wide > Summary report
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The following table describes the labels in this screen.
Table 28 Site-wide> Summary report
LABEL DESCRIPTION
Summary report Select to view the report for the past day, week or month. Alternatively, select Custom

range... to specify a time period the report will span. You can also select the number of
results you want to view in a table.

Last 24 hours

% © Last7days

L Custom range ...
Email report Click this button to send summary reports by email, change the logo and set email
schedules.

Top devices by usage

This shows the index number of the Nebula Device.

Name This shows the descriptive name of the Nebula Device. You can click the name to view the
Nebula Device details.

Model This shows the model number of the Nebula Device.
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Table 28 Site-wide> Summary report (confinued)

LABEL DESCRIPTION

Usage This shows the amount of data that has been transmitted by or through the Nebula Device.
Client This shows the number of clients currently connected to the Nebula Device.

Location

This shows the location of the site’s gateway device on the map.

Top SSIDs by usage

#

This shows the ranking of the SSID.

SSID This shows the SSID network name.

Encryption This shows the encryption method use by the SSID network.

# Client This shows how many WiFi clients are connecting to this SSID.

% Client This shows what percentage of associated WiFi clients are connecting to this SSID.

Usage This shows the total amount of data transmitted or received by clients connecting to this
SSID.

% Usage This shows the percentage of usage for the clients connecting to this SSID.

Top switches by power usage

# This shows the ranking of the Nebula Switch.
Name This shows the descriptive name of the Nebula Switch.
Model This shows the model number of the Nebula Switch.

Power Usage

This shows the total amount of power consumed by the Nebula Switch's connected PoE
devices during the specified period of fime.

Ethernet power

This graph shows power used by all PoE Switch ports in the site within the specified time, in
Watts.

Avg This shows the average power consumption for all Switch ports.

Max This shows the maximum power consumption of the Switch ports.

Min This shows the minimum power consumption of the Switch ports.

y-axis The y-axis shows how much power is used by all Switches in the site, in Watts.
X-QIXiS The x-axis shows the fime period over which power consumption is recorded.

4.8 Monitor

Use the Monitor menus to check the site features logs and containment list of the Nebula Devices for the
selected site. Please click the following links to go fo the respective Nebula Devices Monitor menus.

* Access pointfs (Section 5.2 on page 235)

¢ Switches (Section 6.2 on page 276)

e Security router (Section 7.2 on page 316)

* Mobile router (Section 10.4 on page 479)

¢ Firewall (Section 8.2 on page 342)

e Security gateway (Section 9.2 on page 414)
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4.8.1 Containment List

This screen shows a list of clients that are currently blocked in the site by the CDR security service. You
can use this screen to release blocked clients. Click Site-wide > Monitor > Containment list to access this
screen.

Figure 44 Site-wide > Monitor > Containment list

Containment list

IP address MAC add.. User

Release/Add to Exempt List
© Paddress

MAC address

The following table describes the labels in this screen.

Table 29 Site-wide > Monitor > Containment list

LABEL DESCRIPTION

Search Enter a MAC or IP address to filter the list of clients.

Time This field displays the date and time CDR contained this client.

IP address This field displays the IPv4 address of the client contained by CDR.

MAC address This field displays the MAC address of the client contained by CDR.

User This field displays the user name of a client contained by CDR who has been authenticated
for Internet access. The field is blank if user authentication is not required.

Event type This field displays details on the category of signature that triggered CDR: Web Filtering,
Anti-Malware or IPS (IDP).

Containment This field displays if the client is blocked, quarantined or just triggers an alert.

Time Remaining This field displays the amount of fime left until this client is released by CDR.

(mins.)

Connect to This field displays the description of the Access Point or the interface of the Nebula Device

that the contained client is connected to.

Release/Add to Exempt List

Release Select a client and then click this to release this client device from CDR containment.

Add to Exempt List Select a client, select an IPv4 address or MAC address, and then click OK fo release this
client device from CDR containment. This client device's IP or MAC address is exempt from
future CDR checking.

4.8.2 Site Features Logs

This screen displays events from the Security Appliance within the selected site, such as CDR service
events, alerts, and firmware management.
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Click Site-wide > Monitor > Site features logs to access this screen.

Figure 45 Site-wide > Monitor > Site features logs

Feoture: Keyword Category:
From: Ta:
Range ¥  2021-03-01 f 1416 ¥ 2021-03-31 f 1416 ¥ yroeg @ EOREELIEN
Max range is 30 days, the dates will be auto-cdjusted
Time Feature Category Detail ‘:v
2021-03-29 14:35:32 CDR Block Release contained client: Time's up: IP192168.2.37,
2021-03-29 14:35:32 CDR Block CDR event detected: IP1921682 37,
2021-03-20 09:29.56 CDR Block Release contained client: Time's up: IP:192168.47160,
2021-03-29 092956 CDR Block CDR event detected: IP:192168 47160,
2021-03-20 09:29:26 CDR Block Release contained client: Time's up: IP:192168.47159,
2021-03-29 092926 CDR Block CDR event detected: IP:192168.47159,
2021-03-29 092926 CDR Block Release contained client: Time's up: IP:192168.47158,
2021-03-29 09:29:26 CDR Block CDR event detected: IP:192168.47138,
2021-03-29 09:29:26 CDR Block Release contained client: Time's up: IP192168.47157,
The following table describes the labels in this screen.
Table 30 Site-wide > Monitor > Site features logs

LABEL DESCRIPTION

Feature Select the features that you want to view logs for.

Keyword Enter a keyword to filter the list of log entries.

Category Select the type of log messages you want to view. The available categories will depend on

the features you have selected under Feature.

Range/Before Select filtering options, set a date, and then click Search to filter log entries by date.
Range: Display log enfries from the first specified date to the second specified date.

Before: Display log entries from the beginning of the log to the selected date.

Reset filters - Click this to return the search criteria to the previously saved time setting.
Search Click this to update the list of logs based on the search criteria.

Newer/Older Click to sort the log messages by most recent or oldest.

N Logs This shows the number of log messages (N) in the list.

Export Click this button to download the log list as a CSV or XML file to your computer.
Time This shows the date and time when the log was recorded.

It uses the local time seft for the site at Site-wide > Configure > Site settings.

Feature Select the feature that created the log message.

Category This shows the type of log message, for example “Block”. The available categories will
depend on the feature.
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Table 30 Site-wide > Monitor > Site features logs (continued)

LABEL

DESCRIPTION

Detail

This shows the details of the event.

Note: Click the Nebula Device name link for an Auto configuration recovery alert
to go to Site-wide > Devices > Switches: Switch Details screen for more
information.

Click this icon to display a greater or lesser number of configuration fields.

4.9 Configure

Use the Configure menus to set the WiFi security settings for Nebula Devices of the selected site. Please
click the following links to go to the respective Nebula Devices Configure menus.

e Access pointfs (Section 5.3 on page 247)

» Switches (Section 6.3 on page 288)

» Security router (Section 7.3 on page 319)

* Mobile router (Section 10.2 on page 471)

* Firewall (Section 8.3 on page 350)

» Security gateway (Section 9.3 on page 422)

4.9.1 WIFi SSID Settings

This screen allows you to configure up to eight different SSID profiles for your Nebula Devices. An SSID, or
Service Set IDentifier, is basically the name of the WiFi network to which a WiFi client can connect. The

SSID appears as readable text to any device capable of scanning for WiFi frequencies (such as the WiFi
adapterin alaptop), and is displayed as the WiFi network name when a person makes a connection to

it.

Click Site-wide > Configure > WiFi SSID settings to access this screen.
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Figure 46 Site-wide > Configure > WiFi SSID settings

Advanced mode. @ whotisthis?
[ ]
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# Programmable SSID Beta ‘3
Name:
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Broadcasting APs All APs -
Tagging
Enable SSID on APs with any of the specified tags
o o
SSID advanced settings Edi
WLAN security WPA3-Personal
Sign-in method Disable
s e [ e
VLAN ID 1
Rate limiting @unlimited Kb/sTunlimited Kb/s
Captive portal customization Edit
Theme Modern
The following table describes the labels in this screen.
Table 31 Site-wide > Configure > WiFi SSID settings
LABEL DESCRIPTION
Advanced mode Select Off to disable Advanced mode.
This allows you to create SSID profiles by only specifying an SSID name and optional
password. NCC sets all other WiFi settings fo default.
+ Add SSID network Click this button to configure up to eight different SSID profiles for your Nebula Device
No. This shows the index number of this profile.
delete Click this icon to remove the SSID profile.
Name This shows the SSID name for this profile. Click the text box and enter a new SSID if you want
to change it.
Enabled Click to turn on or off this profile.
Programmable SSID | Select On to have each Nebula Device that uses this SSID generate a unique SSID name
and pre-shared key (PSK) based on the Nebula Device's model name, serial number, or
MAC address.
For example, a hotel can install a Nebula Device in each room and then have each
Nebula Device broadcast a unique SSID based on the room number: FreeWiFi_Room1,
FreeWiFi_Room?2, FreeWiFi_Room3, and so on.
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Table 31 Site-wide > Configure > WiFi SSID settings (continued)

LABEL DESCRIPTION
Name Name: Enter a programmable SSID name in the format PREFIX+VALUE(X). This name
overrides the original SSID name.
¢ PREFIX: Optional prefix to add to the SSID, for example “FreeWiFi_". To use “$" in the SSID
name, enter “$$"
¢ VALUE: Specify a Nebula Device value to use to generate the SSID name. Use one of
the following:
$AP = Nebula Device device name.
$MAC = Nebula Device MAC address.
$SN = Nebula Device serial number.
¢ X:Specify how many characters of the Nebula Device value to use in the SSID. A
positive number means the first X characters, and a negative number means the last X
characters.
Example: FreeWiFi_Room$AP(-3) generates an SSID called “FreeWiFi_Room" + the last three
characters of the access point device name.
PSK PSK: Enter an optional programmable PSK in the format GENTYPE(Y).

e GENTYPE: Specify how the Nebula Device will generate a random PSK.
$GENMIX = The Nebula Device generates a mix of random letters and numbers.
$GENNUM = The Nebula Device generates a mix of random numbers only.
$AP = Nebula Device device name.
$MAC = Nebula Device MAC address.
$SN = Nebula Device serial number.

Y = Specify the length of the PSD. The minimum length is 8.

Example 1: $GENNUM(10) generates a unique 10-character PSK for this SSID, consisting only
of numbers.

Example 2: SMAC(-5)$SN(-5) uses the MAC address’s last 5 characters and the serial
number’s last 5 characters (for example, 8E3AE02451).

Example 3: ZYXEL-$GENMIX(4) appends the fixed characters ‘'ZYXEL' and generates a
unique 4-character mix of random letters and numbers (for example, ZYXEL-3c4d).

Note: You can specify a fixed PSK for this SSID at Site-wide > Configure > Access
points / Security router > SSID advanced settings.

Broadcasting APs

Select All APs or specify the AP to use this SSID profile.

Tagging

Enter or select the tags you created for Nebula Devices in the Site-wide > Devices > Access
points / Security router / Mobile router screen. The SSID profile will only be applied to Nebula
Devices with the specified tag.

If you leave this field blank, this SSID profile will be applied to all Nebula Devices in the site.
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Table 31 Site-wide >

Configure > WiFi SSID settings (continued)

LABEL

DESCRIPTION

Guest Network

Select On to set this WiFi network as a guest network. Layer 2 isolation and intra-BSS
blocking are automatically enabled on the SSID. WiFi clients connecting to this SSID can
access the Internet through the Nebula Device but cannot directly connect to the LAN or
the WiFi clients in the same SSID or any other SSIDs.

Note: In your VLAN-enabled network, if the SSID's gateway MAC address and the
Nebula Device's gateway MAC address are different and belong to
different VLANs, you need to manually add the SSID's gateway MAC
address to the layer 2 isolation list. See Section 5.3.1 on page 247.

Nofte: If you have a Nebula Security Appliance installed in the site but the
gateway interface with the same VLAN ID is not configured as a guest
interface, Smart Guest/VLAN network tip, click here. displays after you
select On. Click here to open a screen where you can directly select to use
the interface as a Guest interface.

Smart VLAN X

Cloze

SSID advanced setting

Edit

Click this button to go to the SSID advanced settings screen and configure WiFi security and
advanced settings, such as band selection, enable assisted roaming and U-APSD
(Unscheduled automatic power save delivery). See Table 48 on page 249 for more
information on assisted roaming and U-APSD.

WLAN security

This shows the encryption method used in this profile.

Sign-in method

This shows the authentication method used in this profile or Disable.

Band mode This shows whether the SSID use either 2.4 GHz band, 5 GHz band, or the 6 GHz band.
VLAN ID This shows the ID number of the VLAN to which the SSID belongs.
Rate limiting This shows the maximum incoming/outgoing transmission data rate (in Kbps) on a per-

station basis.

Captive portal custom

ization

Edit Click this button to go to the Captive portal screen and configure the captive portal
settings. See Section 5.3.2 on page 256.
Theme If captive portal is enabled, this shows the name of the captive portal page used in this

profile.

4.9.2 Alert Settings

Use this screen to set

which alerts and reports are created and emailed. You can also set the emaiil

addresses to which an alert is sent. Click Site-Wide > Configure > Alert settings to access this screen.
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Note: NCC's Smart Alert Engine uses knowledge of network topology and cross-device

functionality to only generate alerts for unexpected events. This helps avoids
unnecessary emails and notfifications.
For example, an Access Point is receiving power from a PoE switch. If the Access Point
loses power because its Ethernet cable is disconnected, NCC generates an alert. If the
Access Point loses power because the Switch has a PoE schedule that disables power
to the Access Point, NCC does not generate an alert.

Figure 47 Site-Wide > Configure > Alert settings

Alert settings

Recipient
All site administrators Email to all site administrators
Custom email recipient b

System alerts @

Wireless Both ~ 60 v minutesafter AP goes offline

v minutes A -+ gos!
@ Hide additional recipients
Security Appliance Baoth - 15 w minutes after the appliance goes offline

@ Hide additional recipients

Email ¥  AVPNcc

@ Hide additional recipients

Mobile router Both "t 60 ~ minutes after the mabile router goes offline

@ Hide additional recipients

Other Email -

@ Hide additional re

The following table describes the labels in this screen.

Table 32 Site-Wide > Configure > Alert settings

LABEL DESCRIPTION

Recipient

All site administrators | Select this to send alerts to all site administrators for the current site.

Custom email Enter the email addresses to which you want to send alerts.
recipient
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Table 32 Site-Wide > Configure > Alert seftings (contfinued)

LABEL DESCRIPTION

Notification Type For each alert, you can set how to receive alert nofifications:

¢ Email: Alert notifications are sent by email to configured administrators, custom email
recipients, and additional recipients.

¢ In-app Push: Alert notifications are sent to site administrators who are logged into the
Nebula Mobile app. This type of notfification is not available for some features.

¢ Both: Alert notifications are sent by email and app notification.
* Disabled: No alerts are sent.

Show additional Add additional user accounts who will receive email and in-app notifications for the alert.
recipients

System Alerts

Wireless Specify how long in minutes the NCC waits before generating and sending an alert when
an AP becomes offline.

Switches Specify how long in minutes the NCC waits before generating and sending an alert when a
port or a Switch goes offline.

Security Appliance Select the check box to have the NCC generate and send an alert by email when the
following events occur:

¢ A Security Appliance goes offline.

¢ Any DHCP pool on the Security Appliance runs out of IP addresses.

* A VPN connection to or from the Security Appliance is established or disconnected.
¢ The WAN connectivity status changed.

Mobile router Specify how long in minutes the NCC waits before generating and sending an alert when a
mobile router goes offline.

Other Specify whether to send an alert each time configuration settings are changed.

4.9.3 Firmware Management

Use this screen to schedule a firmware upgrade. You can make different schedules for different types of
Nebula Devices in the site or create a schedule for a specific Nebula Device. Click Site-Wide >
Configure > Firmware management to access these screens.

4.9.3.1 Firmware Management Overview Screen

Use this screen to schedule a firmware upgrade for each Nebula Device type. You can make different
schedules for different types of Nebula Devices in the site. Click Site-wide > Configure > Firmware
management > Overview fo access this screen.
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Figure 48 Site-Wide > Configure > Firmware management > Overview

Site-wide > Configure > Firmware manag
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When your device have a newer firmware available and per
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Nebula portal will display the next upcoming schedule
based on your settings.

Upgrade policy O Adtoupgradeat  Monday v | 0200 ¥ UTC+80 You can choose Upgrade now, reschedule or ignore
upgrade if you don't want to upgrade. If no action is taken,
Upgrade ot 2023-03-29 (@ 14:00 v uTCc+8.0 the upgrade will be performed as shown in the defined
schedule
( Upgrade now For more information, please visit our community
¢ lgnore upgrade
Firmware type Latest -
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When your device have a newer firmware available and per
4. Ssettings device type schedule is selected, the administrators will
receive an email notification 14 days in advance The
Upgrade policy © Autoupgradect Monday - | 0200 ~ UTC+80 Nebula portal will display the next upcoming schedule
based on your settings.
Upgrade at  2023-03-29 8 1400 - uTC+80 You can choose upgrade now, reschedule or ignore
upgrade if you don't want to upgrade If no action is takej
e ot the upgrade will be performed as shown in the defined
schedule.
For more information, please visit our community
Ignore upgrade
Firmware type Latest -
What is this?
@ Upgrade available
When your device have a newer firmware available and per
A Settings device type schedule is selected, the administrators will
receive an email notification 14 days in advance. The
Upgrade policy © Autoupgradeat | Monday v | 0200 ¥ UTC+8O Nebula portal will display the next upcoming schedule
based on your settings.
() Upgradeat 2023-0320 A 1400 * UTC:ao You can choose upgrade now, reschedule or ignore
= upgrade if you don't want to upgrads. If no action is taken,
(*) Uparade now the upgrade will be performed as shown in the defined
- schedule
= For more information, please visit our community
() Ignoreupgrade
Firmware type Latest -
@ Upgrode available
When your device have a newer firmware available and per
4  Settings device type schedule is selected, the administrators will
receive an email notification 14 days in advance The
Upgrade policy © Autoupgradeat  Monday ¥ | 0200 ¥ UTC+80 Nebula portal will dispiay the next upcoming schedule
based on your settings.
Upgrade at  2023-03-29 fa 1400 - uTC+80 You can choose upgrade now, reschedule or ignore

Upgrade now

Y ignore upgrade

Firmware type Latest -

upgrade if you don't want to upgrade. If no action is taken,
the upgrade will be performed as shown in the defined
schedule.

For more information, please visit our community
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The following table describes the labels in this screen.

Table 33 Site-Wide > Configure > Firmware management > Overview

LABEL

DESCRIPTION

Access Point / Switch / Security router / Firewall or Security Gateway / Mobile Router

Upgrade available

This shows the status of the Nebula Device's firmware in your site.

Up to date is displayed if all the Nebula Device(s) of a particular type (for example, all
Switches) in your site are using the latest firmware version.

Upgrade available is displayed if there is firmware update available for any of the

Nebula Device(s) of a parficular type in your site. Click Devices to see a table list of your
Nebula Device(s) that can receive this upgrade.

Applicable devices

Firmware Type: Stable

Device type Model MAC address S/N Current version Schedule upgrade version
Access point NWAT23-ACHD SMRANEM-AARD [I7N/ATNMOA V6.25(ABIN.4) V625(ABIN.6G)
Access point WAXE10D B CC-AC-MC-ER-rE oMMl ARDANEDT

VE.30(ABTED) VE.30(ABTE4)

Close

Locked is displayed if all the Nebula Device(s) of a particular type (for example, all
Switches) in your site are using a specific version of firmware that Zyxel customer support
is monitoring for troubleshooting.

No devices is displayed if there is no Nebula Device of a parficular type (for example,
Mobile Router) registered in your site.
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Table 33 Site-Wide > Configure > Firmware management > Overview (continued)

LABEL

DESCRIPTION

Settings

Create a schedule for each Nebula Device type. The following Upgrade policy are
available:

¢ Select Auto upgrade at to create arecurring schedule. With a recurring schedule, NCC
will check and install the firmware when a new firmware release is available for each
Nebula Device type.

¢ Select Upgrade at to install the firmware at a specific date and fime (up to 1T month
from now) when firmware update is available for each Nebula Device type.

Note: Due to network bandwidth and number of Nebula Devices per site, not all
Nebula Devices may get the firmware upgrade on the specified date/
fime.

This field's setting will change o the Auto upgrade at schedule after
performing the firmware update.

* Select Upgrade now to immediately install the firmware for each Nebula Device type.
Then select the Firmware type (Stable or Latest (default)).

Note: This button is selectable only when there is frmware update available. This
field’s sefting will return fo it's previous setting (Auto upgrade at or Ignore
upgrade) after performing the firmware update.

e Select Ignore upgrade if you choose not to install the firmware.

Note: NCC will still perform a mandatory upgrade if the Nebula Device's frmware
have security vulnerabilities, and/or lack key performance improvements.
When the schedule for Auto upgrade at is earlier than the mandatory
upgrade schedule, then the Auto upgrade at schedule has priority.

Firmware type

Set the type of firmware to be installed for each Nebula Device type.

* Select Stable to install a frmware that may not have the latest features but has passed
Zyxel internal and external testing.

¢ Select Latest fo install the most recently release firmware with the latest features,
improvements, and bug fixes.

Note: This field is hidden when Ignore upgrade is selected in Settings.
We generally recommend updating to the Latest firmware type so that you
get the latest features, improvements, and bug fixes. All firmware releases
are thoroughly fested internally by our engineers. If your requirements are
such that you prefer fewer updates, go with the Stable firmware type.

4.9.3.2 Firmware Management Devices Screen

Use this screen to make different firmware upgrade schedules for different types of Nebula Devices in
the site. Click Site-wide > Configure > Firmware management > Devices to access this screen.

Note: While installing a firmware update, the Nebula Device will continue fo operate normally
until it reboots. The reboot will take 3 to 5 minutes, so it is best fo pick an upgrade fime
that has minimal impact on your network.
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Figure 49 Site-wide > Configure > Firmware management > Devices
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The following table describes the labels in this screen.

Table 34 Site-wide > Configure > Firmware management > Devices

LABEL

DESCRIPTION

Upgrade Now

Click this to immediately install the firmware on the selected Nebula Devices.

This button is selectable only when there is firmware update available for all the selected
Nebula Devices.

Then, select the Firmware type to be installed.

¢ Select Stable to install a firmware that may not have the latest features but has passed
Zyxel internal and external testing.

¢ Select Latest fo install the most recently release firmware with the latest features,
improvements, and bug fixes.

Upgrade now X
You are going to upgrade your device's firmware now.
While installing a firmware update, your service will continue to operate normally until they reboot as the final step in the upgrade process

The reboot takes 3-5 minutes, so it is the best to pick an upgrade time with minimal expected network usage

Please click OK to continue

Firmware type:  Latest -

Cancel m

Schedule Upgrade

Click this to pop up a window where you can create a new schedule for the selected
Nebula Devices.

You can select to upgrade firmware according to the site-wide schedule configured for
the Nebula Device type in the site, create a recurring schedule, edit the schedule with a
specific date and time when firmware update is available for all the selected Nebula
Devices, orimmediately install the firmware.

With a recurring schedule, the NCC will check and perform a firmware update when a new
firmware release is available for any of the selected Nebula Devices. If the NCC service is
downgraded from Nebula Professional Pack to Nebula Base, the Nebula Devices
automatically changes to adhere to the side-wide schedule.

Schedule upgrade b4
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Chapter 4 Site-wide

Table 34 Site-wide > Configure > Firmware management > Devices (contfinued)

LABEL DESCRIPTION
Reset Select one or more Nebula Devices, and then click Reset to allow the Nebula Devices to
follow the site-wide firmware management settings.
Status This shows the status of the Nebula Device.
¢ Green: The Nebula Device is online and has no alerts.
¢ Amber: The Nebula Device has alerts.
¢ Red: The Nebula Device is offline.
e Gray: The Nebula Device has been offline for 7 days or more.
Device type This shows the type of the Nebula Device.
Model This shows the model number of the Nebula Device.
Tag This shows the tag created and added to the Nebula Device.
Name This shows the descriptive name of the Nebula Device.
MAC address This shows the MAC address of the Nebula Device.
S/N This shows the serial number of the Nebula Device.

Current version

This shows the version number of the firmware the Nebula Device is currently running. It
shows N/A when the Nebula Device goes offline and its firmware version is not available.

Firmware status

The status shows Good if the Nebula Device is running a stable firmware and no immediate
action is required. The installed firmware does not have the latest features but provides the
smoothest operation.

The status shows Warning if a newer firmware is available and immediate action is
recommended. The newer firmware may contain security enhancements, new features,
and performance improvements.

The status shows Critical if a newer firmware is available and immediate action is required.
The firmware may have security vulnerabilities and/or lack key performance improvements.

The status shows Custom if the Nebula Device is running a firmware with specialized
features that is not available to the general public.

The status changes to Upgrading... after you click Upgrade Now to install the firmware
immediately.

Firmware type

This shows Stable when the installed firmware may not have the latest features but has
passed Zyxel internal and external testing.

This shows Latest when the installed firmware is the most recent release with the latest
features, improvements, and bug fixes.

This shows General Availability when the installed firmware is a release before Latest, but is
still undergoing Zyxel external testing.

This shows Dedicated when the installed firmware is locked and Zyxel support is monitoring.
Contact Zyxel customer support if you want to unlock the firmware in order to upgrade to a
later one.

This shows Beta when the installed firmware is a release version for testing the latest features
and is still undergoing Zyxel internal and external testfing.

This shows N/A when the Nebula Device is offline and its firmware status is not available.

Availability

This shows whether the firmware on the Nebula Device is Up to date, there is frmware
update available for the Nebula Device (Upgrade available), or a specific version of
firmware has been installed by Zyxel customer support (Locked). Contact Zyxel customer
support if you want to unlock the firmware in order to upgrade to a later one.
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Chapter 4 Site-wide

Table 34 Site-wide > Configure > Firmware management > Devices (continued)
LABEL DESCRIPTION

Upgrade scheduled | This shows the date and time when a new firmware upgrade is scheduled to occur.
Otherwise, it shows Follow upgrade time and the Nebula Device sticks to the site-wide
schedule or No when the firmware on the Nebula Device is up-to-date or the Nebula
Device goes offline and its frmware status is not available.

A lock icon displays if a specific schedule is created for the Nebula Device, which means
the Nebula Device firmware will not be upgraded according to the schedule configured
for all Nebula Devices in the site.

Last upgrade time This shows the last date and time the firmware was upgraded on the Nebula Device.
Schedule upgrade This shows the version number of the firmware which is scheduled to be installed.
versio